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Abstract

We propose a P2P based communication model to
resolve the inter-communication problem among the
IPv4 and IPv6 terminals in large scale system. Our
model well captures the traversing requirement of
such hybrid network and achieves a balanced load
through the networks. In addition, the model is highly
adaptable to network topology changes and is able to
support mobile terminals communication. We present
the routing mechanism based on a route locality and
searching algorithm built on Distributed Hash Table
(DHT). The terminals form a flexible Overlay
Network where each device has a unique Peer ID.
They serve as a jskeletonj of the network and
distributedly store the route information and the
mapping between IP addresses and Peer IDs. Our
method provides both a seamless communication for
the current hybrid network and a painless switching
from 1Pv4 to IPv6.

1. Introduction

Due to the limitation of IPv4 addresses, pure IPv6
networks are emerging as the next generation Internet
and its technology is developing rapidly. Whereas
deploying large scale of IPv6 network still needs a
long time, so IPv4/IPv6 hybrid network will coexist
and the inter-communication between IPv4 and IPv6
becomes the current focus of research.
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Nowadays, there are several network transition
mechanisms, such as Dual Stack [6], Tunnel
technology (Automatic Tunneling and Configured
Tunneling) and NAT-PT  (Network Address
Translation-protocol Translation) [7], which all need
hardware equipments such as Middle Routers or
software supporting. Also their processing is quite
complex for mobile terminals with single protocol
stack (IPv4 or IPv6) supporting operation system,
such as handset, laptop, PC, PDA and so on. Current
IPv4/IPv6 transition solution needs to reconfigure
each  wireless  terminal during
communication, which means that new terminals
enter the Internet will be likely to cause the network

manually

scalability and deployment problem with large scale
of terminals.

We propose a new model to organize IPv4/IPv6
inter-communication based on P2P and Overlay
Network. We use this model to build a logical P2P
Overlay Network upon physical link layer and
hierarchical routers on Internet infrastructure. Upon
these models we can realize the Network
communication protocol transition between IPv4 and
IPv6 automatically comparing with current manual
transition solutions. The routing mechanism that we
design can locate Internet resource and resolve the
router locality based on DHT [11] and Chord [2] and
thus realize seamless communication between
heterogeneous equipments over the core network.
Users can use end-to-end communication service
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transparently and do not need to consider details of
lower layer communications for address mapping and
protocol translation.

As for our ITS (Intelligent Transport Systems)
system, terminals support IPv4 or IPv6 protocol, and
the core network support IPv4 or IPv6 protocol
(CNGI), so in order to satisfy the communication
demand of IPv4/IPv6 terminal through IPv6/IPv4
core network, We build a logic structured Overlay
Network and construct an IPv6 communication
network for large scale intelligent terminals
depending on their active inter-collaboration which
does not need to change current Internet equipments.
It can realize global transitioning routing mechanism
between IPv6 and IPv4 without modifying the IPv4
or IPv6 backbones. This new model brings the
benefits of scalability, robustness, load balancing and
mobility.

The rest of the paper is organized as follows:
Section 2 presents how we build a P2P model over
the hybrid IPv4/IPv6 network, we use IPv6 terminals
communicating through IPv4 network as an example;
Section 3 describes the core routing algorithm and
communication mechanism of the model; Section 4
analyzes the characteristic and advantages of this new
class of network model. Finally in Section 5 we
survey related work, and in Section 6 we conclude
with a brief discussion.

2. Related work

Currently most network traversing mechanism is
relying on given technology like 6to4 [6], the existing
network infrastructure and routing just suits to certain
scale of terminalsj communication. But it is not an
effective method to solve the problem that large
number of IPv4 terminals communicating with each
other through IPv6 Core Network just like the
possible deployment for ITS future demand.

[3] implements an IPv6 routing infrastructure as a
self-organizing overlay network on top of the current
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IPv4 network.[4] presents P6P: a P2P approach
which resolves the growing tensions between the
Internet routing infrastructure and the end sites. They
do not consider the instance that IPv4 terminals
communicate with others over IPv6 Core Network,
even for all kinds of terminals communicating
through hybrid IPv4/ IPv6 Core network. None of
them also provide concrete routing principles to
match various communication architectures and how
these architectures are chosen and implemented in
hybrid IPv4/IPv6 Network.

3. Communication Model for

Hybrid Networks

Nowadays, The Core networks in Internet are
separated into IPv4 and IPv6 Core networks. The
way IPv6 terminals communicate through IPv4 Core
network is called IPv6 through IPv4, and the other
way is referred to as IPv4 through IPv6. Terminals
are seemed as the network nodes in communication
architecture as below.

Based on realistic network topology, this paper
proposes three Organizing Network Models: 1) Basic
Organizing Network Model (BONM), which is the
basis of the other two models; 2) Nested Organizing
Network Model (NONM); 3) Hypercube Organizing
Network Model (HONM).

3.1 Basic Organizing Network Model
The BONM is an atomic and abstract one as shown
in figure 1:

Tunnel over IPv4

@@@

Figurel: Basic Organizing Network Model
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In this Organizing Network Model, every AS
(Autonomic System) is regarded as a site which owns
a gateway and other terminals connected to this
gateway. The gateway in this paper is a logical piece
and does not necessarily correspond to physical and
expensive gateways. Using other hardware is feasible
according to real network deployment. The gateway
and the terminal nodes organize a structured P2P
Network in logic, that is, gateway and terminals are
all peers of a P2P Network. Each peer owns a
persistent unique end-to-end ID.

In practical communication, all terminal nodes

publish (or register) their IPv6 addresses to the
gateway in the local site, and consider this gateway as
their default gateway. When communicating, the
gateway encapsulates its IPv6 Data packets into IPv4
Data packets, and forwards the packets to IPv4 Core
Internet using tunnel technology. When publishing,
all terminalsj IPv6 addresses are mapped to one static
IPv4 address. The gateway maintains an IPv6 address
A IPv4 address mapping table. This table also caches
the location information of neighbor gateways and
the route information of P2P Network. Applying
distributed topology and route discovery algorithm
built on DHT, we can find the gateway ID owning the
destination terminal quickly, then search the mapping
table to get the destination IP address.
To avoid the unfound failure of the destination
address in the mapping list, the gateway should
refresh the mapping table within a regular time. We
can set certain cache to store the searched record in
the gateway. In addition, the cache should receive the
information from neighboring nodes dynamically.

The model of IPv4 through IPv6 and its address
mapping mechanism is similar to the model of IPv6
through IPv4. On the other hand, IPv6 provides
terminals with a larger address space and with better
support for features such as multicast, anycast, and
mobility, so we can assign one IPv6 address to each
IPv4 terminals at random and store relevant mapping
information.
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3.2 Nested Organizing Network Model

We can view one BONM as one terminal. So
Organizing Network Model composed of BONMSs
recursively is called NONM showing as Fig. 2.
NONM is suitable to the scene when terminals need
to communicate with others through different AS at
heterogeneous core network.

Define the site upon the top network layer as the
Master_site, under top layer as k-Slave_site
recursively (k>=1). The lowest site is defined as
Node_site. The gateways of Node_site are regarded
as the peer nodes at the highest k-Slave_site, the
gateways of k-Slave site are regarded as the peer
nodes at the (k-1) Slave site and so on, till
Master_site.

B ;
& 3 Node Site
S8

Figure2: Nested Organizing Network Model

3.3 Hypercube
Model

The two models above are suitable to the situation
that core network only supports single protocol, but
HONM is suitable to the hybrid IPv4/IPv6 core
network.

This hybrid network is viewed as a hypercube,
each node is viewed as a site (atomic or nested) or

Organizing Network

communication entries (terminals and gateways),
hypercube model describes a structured Overlay
Network environment which owns large scale of site
nodes, the communication protocol is the same as the
one for the inner sites, either IPv6 or IPv4 protocol.

Supposing that Hypercube Model has N entries, each
communication entry has an IPv4 or IPv6 address.
The whole Internet owns M edge gateways. All the
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communication entries organize into an Overlay
Network, that is, each edge gateway is reachable in
logic.

To alleviate the routing press among hypercube
nodes, we adapts a hierarchical network according to
nested degrees and routing precision, that is, to
separate the super peer nodes with different routing
capability into different hierarchy to organize
structured Overlay Network, for an instance, we can
organize three layer Overlay Network utilizing all
gateways in Master_site, Slave_site and Note_site.
For the application environment of ITS System which
owns large scale of IPv6 terminals and hybrid core
network, we design the hypercube communication
network model as Fig. 3 shows below:
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Figure3: Hypercube Organizing Network Model

4. Communication Mechanism

As for the case of IPv4/IPv6 Hybrid Network, the
communication between sub-networks is quite
complicated. The basic principle of our design for
hybrid network is: communicate directly if the
terminals do not need to traverse networks of
different protocols; As for the terminals with
dual” protocol stack to communicate with others with
single protocol, IPv4 or IPv6 terminal, it can choose
the communication protocol accordingly; as for the
case of IPv4/IPv6 transition communication, we can
use IPv4 through IPv6 or IPv6 through IPv4
communication mechanism of Basic Network Model.

The core routing algorithm based on P2P
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technology is the basis for the communication of our
hybrid network. For example, to achieve the
communication of IPv6 through IPv4, routing
algorithm needs to solve the following problem:
without reconfiguring certain router tunnels, how a
sending node A can resolve the corresponding static
IPv4 address of the receiving node B on the opposite
tunnel dynamically based on only Bjs IPv6 address,
then route the messages through the IPv4 network
using that IPv4 address.

This paper presents a new routing/addressing
mechanism according to DHT and Chord algorithm
with a_ consistent hashing [1].

Stepl. Each gateway of the network owns a
persistent unique identifiers ID. Also IPv6_B denotes
the IPv6 address of destination node.

Step2. Hash IPv6_B with a hash function, then we
can get a hash value H AIPv6_B A.

Step3 EStore H (IPv6_B) as resource identifiers in
the gateway that has a ID that is equal or within a
threshold range of H(IPv6_B).

In the same way, we can locate the gateway storing
the record of destination node IPv6 address, that is,
we can find the IPv4 address of destination node B on
the opposite side of the tunnel through searching the
resource storing in neighbor and nearest gateway
node. As for the circle topology network, considering
IPv6_B as the name of resource keyword in Chord
algorithm, we can exactly locate the gateway node
storing register information of destination node
within a limited number of hops.

When transporting the packets, original node A
will publish its IPv6 address on edge gateway at first.
The original packets will be decapsulated after
tunneling and then get the unique static IPv4 address
(or Gateway ID). According to this principle, we can
resolve the IPv4 address (or ID) of the gateway that is
in charge of the destination B. When the
communication needs to traverse the IPv4 bone
network, we can transmit the packets in the bone
network using its IPv4 address. When the packet
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reaches the edge gateway at the receiverjs side, the
gateway will pass it through the tunnel, decapsulate it
and then forward to the receiver.

Communication mechanism of HONM is that each
terminal node will be assigned a persistent unique
network identifier ID uniformly. The identified ID is
a hash result of some unique information of the node,
such as IP, domain name etc. The neighboring nodes
in the network are assigned adjacent IDs. The edge
gateway caches routing information to other edge
gateways. These gateways are the routing "skeleton"
of an overlay network. Sending node hashes its
destination node an IP address to an ID of an edge
gateway. Then sending node can find this gateway
through the "skeleton" of the overlay network. This
edge gateway stores mapping between IP addresses
and IDs, so it can return the ID of destination node.
According to this destination node 1D, sending node
can route to the destination node through the Overlay
Network.

Organizing models of hybrid 1Pv4/IPv6 network
we present supplies the basic architecture or network
organization and principles of routing mechanism.
We can apply different P2P searching algorithms,
such as Chord, Kademlia [8], Pastry [9] to satisfy
different network organizing according to actual
network communication requirements. Comparing
with traditional 6to4 transition methods, we do not
need to know receiverjs static IPv4 address and
configure tunnel when IPv6 terminals communicate
through IPv4 core network.

Because the ID values of neighboring nodes are
close, the routing entries stored in edge gateway can
be compressed to the full possibility. For example, if
all the IDs ranging from 090 to 500 will be relayed
by an edge gateway with an ID of 111. We just need
to store (090, 500) 111 without storing each one of
the edge mapping. Considering the case of
coexistence of different hybrid networks, the rules of
the routing are hard to describe, storing this
distributed topology is in fact the minimum cost way
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of doing this. When the scale of whole network
becomes larger, edge routing will be more regular,
then we can build hierarchical Overlay network based
on bottom Overlay, build the routing node according
to different routing precisions.

Actually, routing problem of complicated hybrid
network is essentially a distributed storing problem of
the routes information is that how to compress the
storage information for large scale networks. A good
idea is to make the gateway far away from the
destination node owning an only rough routing
direction, and let the gateways close to the
destination storing the precise routing information.
Hierarchical network storage can solve this problem
to some extent. Meanwhile, assigning persistent
unique ID solves the uniform naming problem
through heterogeneous networks. Assigning 1D
according to network topology can help us compress
the information stored at the edge gateways at the
most. It also makes the distributed structured P2P
Network more regular and orderly.

5. Analysis

Our proposed model inherits many features from
IPv6 protocol and P2P Overlay network. It fits the
complicate requirements for deployment of large
scale of terminals, for the route addressing and,
resource locating, for the implementation of
end-to-end applications services. Relying on initiative
collaboration of edge equipments, the P2P hybrid
network has following advantages:

y  Stability

The routing mechanism based on DHT and Chord
algorithm for locating the web resources ensures that
sending terminals can find the receiving terminals
within limited hops, achieving a precise match of
resources.  Additionally, hierarchical
networkis regular topology structure and packets
transmission through tunnels can support fast and

Overlay

precise discovering mechanism.
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y  Scalability

As more and more nodes enter the P2P Network,
the performance of the model will keep stable. The
method of assigning unique IDs for terminals of
network equipments to connect end-to-end nodes
makes it easier for the node to join or leave the
Internet. When the scale of deployment of edge
network equipments is large, Nested Network Model
or Hypercube Network Model can well adapt to
infinite expanding in theory.
y Load Balancing

The P2P model distributes the load to all terminals
self-organizing. It alleviates the load tension of core
network equipments and ensures the performance of
core routers. Cached information of neighboring
nodes reduces network communication price and the
delay.
y  Mobility

In the near future, each intelligent mobile terminal
will have an IPv6 addresses at random and mobile
communication through hybrid core network is a
must. The model this paper presents can support
mobility because address mapping can be modified
when a terminal registers with a new gateway, and it
allows mobility without triangular inefficiency as in
Mobile IP [12]. There could be a delay in locating the
mobile terminal by others. The delay mainly reflects
the tradeoff between accuracy and overhead.
y  Flexibility

The main advantage of having application-level
gateways lies in its flexibility. We can easily add new
functionalities to the system. For example, we can
achieve reliable routing by having gateways
maintaining alternative routes through each other and
support application-level multicast efficiently.

6. Conclusion

P2P is one of the most potential and important
technologies influencing future development of
Internet. Applying P2P technology to build structured
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Overlay network which contains a large number of
heterogeneous nodes, to achieve the design goal of
scalability, mobility, self-organizing and dynamic
have become an active research area in P2P filed.
This paper builds P2P structured Overlay network for
IPv4/IPv6 hybrid network, exploiting the DHT and
Chord algorithms to locate the web resources and
routing addresses. This method solves the
incompatible problem when terminals need to
communicate with each other through different core
networks. In addition, all major operation systems
platforms are already available to support IPv6
network deployment and P2P applications.

The future work is to build this kind of P2P
Overlay network on CNGI [10] IPv6 testing bed,
realizing IPv4/IPv6 hybrid network communication,
and analyze the packets flow, load and the efficiency
of addressing.
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