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Abstract— The main goal of this paper is to make The traffic basedreason is that at least one link or node
a step towards the development of a unified approachis congested (blocked) on the route. The reliability and
that incorporates both reliability and traffic engineering traffic based scenarios are typically analyzed indepen-
aspects into a common, unified model. The approach iglently of each other, since different models handle the
motivated by a simple fact: if the traffic flow is blocked two aspects. On the other hand, from the end user point
between two nodes, then for the end user it is irrelevantof view, it may not mattewhyit is impossible to send the
why it is happening (whether it is due to failure or con- traffic flow (whether it is due to failure or congestion).
gestion). What really matters is that the network shouldWhat really matters is that the network should be able
provide sufficient connectivity and bandwidth betweento provide an available route with sufficient bandwidth
the end-nodes, at least with a prescribed probability, between the end-nodes, at least with a prescribed proba-
taking into account that failure and congestion may bility.

_b(_)th happen. Existing methqu@o not Squ,Ort S,UCh a Why is it difficult to compute the probability that
joint analysis of network reliability and traffic, since 5 east one route is available between the source and
the two scenarios are addressed by different modelSyegiination? As explained below, each of the reliability
The proposed approach can provide a tight and unified 5y yraffic aspects alone already creates a very hard
estimate of the probability of any event in the network g4 rithmic problem. Naturally, if we want to consider

that is expressible via the availability of sets of links. It 4o, jointly, no relief from the hardness can be expected.
takes both reliability and traffic engineering aspects into

account in an algorithmically efficient way. The reliability modelsaddress only one part of the
problem, as they do not take into account traffic-
Keywords: Traffic engineering, blocking probability, net- dependent blocking probability. Nevertheless, even in

work reliability, teletraffic theory, computational com- the purest reliability model, it is well known that all
plexity. the relevant reliability computations ar®#omplete [1]

where # is a complexity class that is deemed even
harder than the well known clagéP. In #P problems
I. INTRODUCTION we want to know the exachumber of solutions, as
opposed toNP problems, where we ask only whether
In traffic engineering and network design it is a task of a solution exists Consequently, B-complete problems
fundamental importance to compute or estimate the probare algorithmically at least as hard ld®-complete ones.
ability that between a source-destination pair of nodes a{Actually, it is conjectured that B:complete problems
least one route is available with sufficient capacity for are even harder, in the sense that even if we could
carrying traffic flow. This task is a key part of many solve anNP-complete problem efficiently, it would still
traffic engineering and network design procedures. not provide a way to also solvePi#complete problems
There are two typical reasons for the non-availability efficiently.) In any case, thexactreliability computation,
of a given route. Theeliability basedreason is that at €ven with ignored traffic aspects, is algorithmically very
least one link or node is inoperational along the route.hard.



In the traffic engineering modelshe possibility of  values. Various approximations are known both for traffic
traffic-independent failure (i.e., the reliability aspect) is and reliability, but each addresses only one of the two
ignored. The most well-known network level model for aspects.
computing route blocking probabilities is theduced

LS ; . The goal of this paper is to make a step towards
load approximatiorof Kelly and Whitt [4]. In this model

; N e developing an integrated approach to handle reliability
the load of a given link is computed by taking into 5.4 yaffic engineering issues in a common, unified
gccount that the routes which pour their trqﬁlc in the model. Specifically, we solve the following core problem.
link suffer some loss on other links, too. This reduces i en a network with a set of routes. each with known
the load of the considered link, hence the name reducedyte e end-to-end traffic. Each link can fail with a given

load approximation. The reduction is computed USIngohapility and can also block due to congestion. The
thelink independence assumptidre., assuming that the -, ying probability is a general function of the link load,

event of blocking is independent on different links. This we 450r0ach is not restricted to a specific traffic model.
independence assumption, howevgf, can be_ questioned e |ink loads are not known in advance, as they are the
a number of cases. An example is when lightpaths argeg s of the route-carried traffic volumes that depend
set up in WDM networks with no wavelength conver- . yhe piocking and failure of other links. Moreover,
sion. In this case, the wavelength continuity requirementy,ose events are not necessarily independent. Under these

can create a situation that two adjacent links are bOthconditions we provide upper and lower bounds for the

have available capacity, yet there is no available route,ohapjiity that at least one éf given routes is available

that goes through both, due to the lack of a commonyeyyeen a source-destination pair. In fact, the approach

gvailable wavelength. (_Jlearly, t_h_is invalidates_ th_e Ii_nk is more general and can evaluate the probability that at
independence assumption. Additionally, even if link in- |4t one set of links among éfarbitrary sets of links

dependence is assumed, the reduced load approximatiqqQ pyajlable. All the provided bounds are computable
does not support reliability considerations. The p'Ctureefﬁciently (in polynomial time) for any fixed value df
is further complicated by the fact that link independence ;4 they can be coupled with any traffic model. We also

often does not hold form the reliability point of View, gy that the bounds can be iteratively refined, yielding

either. For example, when overlay logical neworks exist polynomial-time approximation scheme for computing
on top of a physical network, then the failure of a the route blocking probabilites.

physical link disconnects all logical links carried by the
physical link. Therefore, these logical links do not fail
independently. Il. THE MODEL

The reduced load approximation was originally de- Let us denote the links of the network Ry. .., m.
veloped for the classical case of single-service Poisson.inks are considered one-directional, i.e., if a physical
traffic, but it can be extended to more general cases, afink between the same nodes is used in both directions
well, but still assuming link independence [4]. It is also then in the model this is represented as two directed links.
known that the model can be made exact, but that resultsVe are also given a sét of traffic carrying routes in
in an exponentially growing set of equations [2]. the network, where each routec R is a nonempty set

As a general exact approach, of course, one can alway8' links (which does not need to be a simple path in the
consider a detailed Markov model that takes into accoun@r@ph theoretic sense). The incidence of links and routes
all possible states of the network. This is, however, veryWill be most conveniently described for our purposes by
far from being scalable, due to state space explosionintroducing the set&; C R, j = 1,...,m, whereR;
Even if it is restricted only to traffic (with no reliability 1S defined as the set of routes that contain linKt is
considerations), and the simplest classical Erlang traffic@Ssumed that each link is used by at least one route, that
model is used, it still involves algorithmically very diffi- S: R; # 0.
cult tasks. For example, it is known that computing the  For each router € R the end-to-end offered traffic
route blocking probabilities in an exact Markov model is is denoted by,. We assume a stationary, but otherwise
#P-complete [3], and, consequently, it is at least as hardarbitrary arrival process with an arbitrary holding time
as anyNP-complete problem (but actually conjectured distribution for which the expected value exists. For a
even harder). single service system, is the arrival rate multiplied by

Scalability can be significantly improved if we are the average holding time. For multiservice systemss

satisfied with bounds/approximations instead of the exac@ Vector in which the coordinates are the offered traffic
values in the respective traffic classes.



The offered traffic (vector in the multiservice case) to formula.
link j will be denoted byp;. As opposed ta,., however,
the value ofp; is not an input parameter, that is, its
value is not known in advance. The link-offered traffic

will result as a superposition of the routasried traffic the blocking probability of linkj, computed by some
volumes, which are influenced by the availability of the complex multi-service traffic model, such as the ones

links that may in turn depend on each other, thus creatingq, nq in [4]. Further, let the link reliability also depend
a complex mesh of dependencies.

One can, of course, have more sophisticated cases, as
well. For example, let us assume that multi-service traffic
is present (in this casg; is a vector) and leB;(p;) be

on the traffic load. For example, Ip} = m where
Consider now a linkj. Let p; be the reliability of  «;,b; are constants anfl.|| is some vector norm. The
link j, that is, the link is operational with probability rationale behind traffic dependent reliability is that the
p; and it is down with probabilityl — p;. The link  network may be a tactical network with wireless links,
also has an offered traffic of; (which, as mentioned operating under hostile conditions, and the links with
in the previous paragraph, is not known in advance).higher traffic tend to have higher chance to get jammed or
The individual behavior of linkj is described by a attacked. In this case a possible link availability function
link availability function «;(p;,p;). This function is s
based on a reliability and traffic model and maps the a;(pj, pj) = 7(1 —Bj(pj)).
reliability p; and offered trafficp; into the probability bj + lp;l
of availability of the link. This is the probability that the Rather than assuming, however, this or another Speciﬁc
link can serve a request, i.e., it is up and not blocked. Thaink model, we intentionally allow any general function
approximative assumption we make here is that the linkfor a;(pj,p;), subject to the natural conditions men-
behavior depends on tleggregateraffic load of the link,  tioned undex(i) and (ii).
independently of how it is composed from individual
traffic streams. On the other hand, we do not assume
that the blocking or unavailability of different links is
necessarily independent.

a;

Another important point is that the link availability
nction describes how the link behavés isolation
When the links are connected into a network, it is quite
possible that the availability of different links ot in-

An essential point is that thstructure of the model  dependent. For example, if linksand;j have reliabilities
and of the solution does not depend on the actual forrr}pi,pj and offered loadp; andp;, respectively, then they
of the functioney;(p;, p;). Thus, a;(p;, p;) can be any  are individually available with probabilitiesy; (p;, p:)
function of its parameters, with only two very natural anda;(p;, p;). On the other hand, due to correlated link

requirements: failures, it may well be the case that
() 0<aj(pj,p;) <1, sincea,(p;, p;) represents P(i,j both availablg  a;(pi, pi)e; (p;, p;)-
a probability.

(i) «;(p;, p;) is & decreasing function of;. This For a link; let p(j|r) denote theconditional reliability
means that higher traffic load can only decreaset the |ink, under the condition that the links of a given
the probability that the link is available. setr of links do not fail. With this notation we can write,

In this way we can achieve that the link availability usingr = {j} for the above example,

function becomes essentiallyr@placeable subrouting . . _ G
the network level model, so we do not depend on a P(7, 5 both availablg = ai(p(il{7}), pi); (b, p5).
specific reliability and traffic modeling approach. Thus, In case of more than two links the expression would be-
a;(pj, pj) can be any function, determined by “plugging come more complicated. Nevertheless, if a failure model
in” any specific reliability and traffic model. A simple s fixed, then one can, in principle, always compute
example is when traffic is captured by the classical singlep(j|r), by summing the probability of the appropriate
service Erlang model and the reliability of the link is states. This, of course, may have high complexity. On
independent of the blocking probability. In this case we the other hand, note that in the most frequently used
have independent failure model simply(j|r) = p; holds.
o7 /n! To keep our treatment simple, in the rest of the paper

a;(pj,pj) =Pj(1 - En(pj)) =Dj <1 - ﬂ?,) we use the reliability model that assumes independent

2izo P3/1 link failures. In this way the formulation of our results
where n is the capacity of the link (number of cir- become simpler, yet still shows the essential ideas. All
cuits/channels) and’,,(p) is the well-known Erlang B  the results, however, can be directly generalized for more



general failure models, by replacing the reliability values and
by the conditional ones.

A route is called available if each of its links are ~ AT(r) = [[ e (pirs D ved (a—71) | . @
simultaneously available, that is, they are all up and not =1 q€R;,

blocked. Due to potential link dependence, as mentioned

above, the probability of route availability may not be ~ Now we are ready to prove the first result.
computed simply as the product of link availability prob- R .

abilities. (Note that even if the independent failure model ~ 1heorem 1. The availability probabilityA(r) of any
is used for reliability, traffic blocking is not assumed to S€tr Of links always satisfies

be necessarily independent.) A= (r) < A(r) < A*(r)

Given the above input, we are primarily interested in
finding efficient (polynomial-time computable) upper and
lower bounds on the probability that at least one of the
routes among: given routes are available (while taking
into account the overall network traffic and potential
failures).

whereA—, AT are defined i1) and(2). Moreover, if the
link availability functionsa;(p;, p;) can be computed in
polynomial time, then both bounds can also be computed
in polynomial time.

Proof. We first show that the route availability proba-
bilities always satisfy the following system of equations:

IIl. L OowWER AND UPPERBOUNDS ON THEROUTE 5
_ . . _ .l .
AVAILABILITY PROBABILITES A(r) = HO‘H Pjes Z veA(g =) 5 vr (3)
/=1 qERM
Let us introduce a few notations. For any sebf  wherej,, £ =1,...,s, are the links ofr.
links let A(r) denote the (so far unknown) probability 1o prove (3) take a setof links withr = {j1,. .., js}.

that the whole set is available, in the sense that eachf s — 1 thenr — {j1} and (3) becomes

link in the set is simultaneously available. df= {j},

i.e., r consists of a single link, thed(r) = a;(p;, p;)- ' '

In most applications: is a route, so we refer tol(r) A ) = s | pjns Y veAla—{in}) | @
as route availability probability. Nevertheless, in general, 9€R

r can be any set of links. To avoid degenerated cases, this expression the second argumentgf(., .) is the
we always assumel(r) > 0, i.e., there is no route (Or gym of the offered traffic on all routes that traverse link
I!nk _set) that |sneverava|IabI_e. Recall_ that we drop the j1, each thinned by afactm(q—{jl}) for the respective
link independence assumption, so, in generdly) #  route ¢ < R;,, which is, by definition, the probability
[Lje, @j(ps, pj) may hold. that the rest of routg is available. Therefore, the result
We use the notation!’) to denote thenitial segment ~ Of the summation in the second argumentaof(., .) is
of length/ of router, or, in general, the subset ofthat  the offered trafficp;, to link j;. Since, by definition,
consists of the first links of r, for £ < |r|. The initial ~ A({j1}) = @, (pj,,p;,) holds, therefore, (3) is valid for
segment, of course, may depend on how the links ares = 1.

numbered, but we simply assume any fixed numbering To handle the case > 1, let us introduce the events

1,...,m of all links in the network. If¢ = 0 thenr[°) = ag, ! =1,...,s, wherea, denotes the event that link
@, i.e., the initial segment of length 0 is the empty set is available. Then we can write

for which we define4(0) = 1.

) y A = Pla;-ag
Now we are ready to define two fundamental quantities ) (a1 ;() B ag)
that will be shown to be lower and upper bounds on = Play) —a%2) 201027 G
route availability. For any set = {ji,...,js} of links, P(a1) P(ay - as-1)
we define these bounds as follows, using the introduced -
notations: ? = P(a) @_1—[2 P(aglas—1---ay). (5)

s Note that this holds regardless to whether the events
A (r) = H aj, | pjs Z Vg (1) ag, £ =1,...,s, are independent or not. The conditional
=1 4€R;, probability P(as|as—1 - - - a1) is the probability that link



je is available, given that linkg;_1, . . ., j; are available. In the computation ofA*(r), according to (2), we
This can be computed by taking into account that now,operate similarly, but with the added complexity that
by the condition, the route-offered traffic for each route for each? and v, we also have to compute the value
q is thinned only by the availability probability of the of A~ (q — r[‘]). Since, however, we already know that
remaining subset of the route. This subset is {j;} — A~ (r) is computable in polynomial time for any argu-
{je—1,...,51} = ¢ — ], so we have mentr, therefore, it is clear that the added complexity
does not destroy the polynomial-time computability of

AT(r). O
Plaglae—1---a1) = ay, (pj/zv Z veA(q — T[Z])) : )

q€R;,

; . (6) IV. BOUNDS FORSETS OFROUTES
Now if we take into accounP(a,) = A({j1}), then the

substitution of (4) and (6) into (5) yields precisely the et us now considesets of routesrather than just a

desired system (3). single route. This makes it possible to answer questions
We know thatA(q — r¥l) < 1, being a probability. like “what is the probability that at least one bfgiven

Therefore, removing it from the righthand-side of (3) routes between a source-destination pair is availabale?”

can only increase the second argumentQf.., .) in (3). We need to define some quantities that will serve in

As the link availability functions are assumed decreasingthe bounds for sets of routes. Lat, . .., be k routes

in the second argument (s¢@ in the Model section),  (in general,k sets of links). Using the above introduced

this removal can only decrease the righthand-side of (3)functions A= (r), A*(r), define fori = 1,...,k
Thus, we obtain
. Sy (.., rR) = Z A (rjU...Ur), (D)
j1<...<Ji
A(T) Z Hajg pjgv Z Vq i -j ! i i
=1 1ER,, that is, the summation runs over all possible unionsg of

. . sets out of-, . .., rg, without repetition. Similarly, define
which, by (1), is the same a4(r) > A~ (r).

Let us now replacet (¢ —r14) in the righthand-side of Sf(r,.om)= Y, At U...Ur)  (8)
(3) by A= (g —r). Since we already know that(r) > URSISE
A~(r) holds for everyr, therefore, this replacement can
only decrease the second argumentagf(.,.) in (3).
Again, by the decreasing nature of the link availability

function, the righthand-side of (3) can only grow this ) )
way, yielding Finally, for anyk setsrq,...,r; of links let

) A(Tl\/...\/’f‘k)

denote the probability thet leastone of the sets is
fully available (i.e., each link in the set is available). In
which, taking (2) into account, is equivalent #(r) < generalA(ry V...V rg) # A(r1) + ... + A(ry), since
AT (r). the availability ofry,...,r; are not mutually exclusive

Regarding the complexity of computing the bounds, €Vents: Similarly, letd(r1 A ... Ary) be the probability
let m be the number of links and st = |R|. (Note that they areall fully available. Note that, due to not
that the routes along with the traffic is sent are listed @5SUming independence in our model, it may be that
as part of the input.) Since for any linkit holds that A1 /A-.-A7rk) # A(r1)-...- A(rg). On the other hand,
R; C R, therefore,[R;| < R. This implies that the A(riA. . Ar) = A(r1U...Ury), since the simultaneous

summation on the righthand-side of (1) can be computeoava'lab'“ty ofry,...,r; means that all links in the sets
in O(R) time. As |r| < m, we have that by calling must b(_a available, which is equivalent to the availability
the link availability function at mosD(m) times and  ©f the link setry U... U7y.

doing an O(R) amount of side-computation for each  Now we can state bounds férlink sets.

call, we can computel—(r). ConsequentlyA~(r) can

be computed in polynomial time, given that the link  Theorem 2 For any k setsry, ..., of links the fol-
availability functions are computable in polynomial time. lowing lower and upper bounds hold for the probability

If no ambiguity arises, we simply writeS; and S;"
instead ofS; (r1,...,r;) and S; (r1,...,rx), respec-
tively.

A(T) < Haﬂ (pjw Z VqA_ (q — r[e])
=1

qG’Rj[




that at least one of the sets is fully available:
[k/2] Lk/2]
S Ssii— > S <AV V)
=1

i=1
and
[k/2] [k/2]
A(?“l\/...\/rk)gz‘g;—i71_zs2_i
i=1 i=1

whereS; , S;" are defined ir(7) and (8). Moreover, if the

link availability functionse;(p;, p;) can be computed in

which is equivalent to

[k/2] Lk/2]
A V. V) <Y 85— > Sy,
=1 =1

proving the upper bound.

Regarding the complexity of the computation, oberve
that for constantk both S, and S;” contain only a
constant number of terms, each of the form4f(r) or
At (r) for some link set. Then the polynomial running
time follows from the polynomial-time computability of

polynomial time, then both bounds can be computed ind~(r) and A* (r) that is known from Theorem 1. O

polynomial time for any fixed.

Proof. Let us now considek sets of links,r; ..., rg.
By the well-known inclusion-exclusion principle of ele-
mentary probability theory we have

k
A(ry Ve V) =D (D)7 N A(r, AL AT,
=1 J1<...<Ji
Due toA(rj, A.. .Ary,) = A(r;,U.. .Urj,), this translates
to
k
A(riV...Vrg) = Z(—l)“‘1 Z A(ry, U...Ury,).

i=1 1< <Ji
)

Since we already knowA~ (r) < A(r) < AT (r), we
can decrease the righthand-side by replacingy A~

in the terms of positive sign and b¢™ in the terms of
negative sign. In this way we obtain

[k/2]

Z Z A_(TjIU...UT'ji)

i=1 j1<...<Ji
Lk/2]

72 Z A+(rj1U~~-UTji)

=1 ji<...<j;

A(rl\/...\/m) Z

S+, is the same as

which is, by the definition of5;", S,
[k/2] Lk/2]

Y Sy — > SHE<A V... V),
i=1

i=1
thus proving the lower bound in Theorem 1. Similarly,
by replacingA by A™ in the terms of positive sign and
by A~ in the terms of negative sign in (9), we obtain

[k/2]

Ay vV <> Y AT(r, UL Uy
i=1 j1<...<ji
Lk/2]

-3 Y A U.ury)

i=1 j1<...<J;

It is worth considering the important special case:
2, when the bounds become much simpler. In this case
we are interested in the probability that at least one of
two link-sets is fully available. For example, at least one
of two given routes is available (under network traffic
as well as potential failures). Substitutimg= 2 in the
general formulas we can obtain the following:

Corollary 1. For any two sets, ro of links
A7 (r) + A (re) — AT (ry Urg) < A(ry Vrg)
and
A(ry Vry) < AT (r1) + AT (ra) — A= (r1 Ura)

hold, where A=, A+ are defined in(1) and (2). Both
bounds can be computed in polynomial time, given that
link availability functionsc; (p;, p;) can be computed in
polynomial time.

Note that the above bounds depend on both the offered
traffic valuesrv, and on the link reliabilities, as well.
This dependence is through the link availability functions
a;(pj;, p;) that are used in the function$~, A*, which
in turn are used in the definition of;, S;". Note that
the p; values (link-offered traffic) are not known as input,
they are the results of pouring route-offered traffic in the
links, thinned by the loss due to blocking or failure of
other links. On the other hand, the estimations remain
valid for any choice of the link availability functions
a;(pj, pj), given that they satisfy the natural conditions
(i), (ii) described in the previous section. Thus, we might
say, the “beauty” of the approach is that the dependence
on the individual link behavior (and, therefore, on the
traffic model) is localized as a replaceable subroutine,
not affecting the general stucture of how the network
level model is built on top of the link models. This
makes it possible to incorporate the traffic and reliability
considerations in a common, unified model. This is



contrast to previous approaches that are built on a specifimto a common, unified model. We have proved upper
traffic and link model. and lower bounds for route availability probabilites in

It is worth noting that the bounding technique pre- a general n_etwork mc_Jde_I_that allows th_e incorporation
sented in this section can be extended to provide lowef Poth traffic and reliability aspects. Since the routes
and upper bounds for the probability afy event that N Our model can be arbitrary link sets, using the upper
is expressible with the route blocking events. Due to2nd lower bounds, we can estimate the availability of
space limitations we omit the detailed description of this arb!trary events that are expressible with the availability
generalization. of link sets.
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A(r) < ... < Ag(r) < As(r) < Ag(r) (12)

hold. In
other words, the iterated valuek)(r), A1 (r), Aa(r),. ..
provide more and more tight upper and lower bounds for
the exact route availability probabilit(r), alternatingly
bounding A(r) from above and below.

It is natural to ask whether this iteration converges
to the exact availability value A(r). It is clear that
the sequence of upper bounds is convergent, since it
is decreasing and bounded from below. Similary, the
sequence of lower bounds is increasing and bounded
from above, so it also converges. Without any further
condition, however, it may be possible that the two limits
do not coincide. For example, if the; functions are
discontinuous then the iteration may infinitely oscillate
between the two sides of a discontinuity. We conjecture,
however, that for continuous link availability functions
the two limits coincide, thus the iteration converges to the
exact route availabilityd(r). At this time, this problem
is still open.

VI. CONCLUSION

In this paper our main goal was to make the a step
towards the development of a unified approach that in-
corporates both reliability and traffic engineering aspects



