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Performance Evaluation of Two Data Mining Techniques of
Network Alarms Analysis
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Abstract—In large telecommunication networks, alarms are in the case of overloading. Even though failures in large
usually useful for identifying faults and, therefore solving them.  communication networks are unavoidable, quick detection,
However, for large systems the number of alarms produced is S0 jqentification of causes, and resolution of failures can make

large that the current management systems are overloaded. One t bust liabl d ultimatelv i
way of overcoming this problem is to analyse and interpret these Sysléms more robust, more reliable, and ulimately increase

alarms before faults can be located. Two different techniques the level of confidence in the services that they provide [3)],
were developed and setup to reach this goal. In this paper, [6].
we study these two approaches and evaluate their performance  |n this paper we focus on the performance evaluation of
using data from a live network. two different approaches for identifying correlated alarms.
The main objective of the first approach, called Behavioural
Proximity (BP), is to reduce considerably the number of
Efficient management of an IT infrastructure is usuallyiarms by clustering them according to their behaviour, to
a critical issue, especially in telecommunication networks ifprm events. Then these events are correlated to form clusters
which the size and complexity of both hardware and softwargy the Event Duration Matching (EDM) algorithm. As a
have dramatically increased in the last few years. A typicgbgyl, only crucial seeds of global events are presented
telecommunication system may consist of several thousangs the network operator [7], [8]. The second technique,
of nodes geographically distributed over several countriegg||eq Topographical Proximity (TP) exploits topographical
and connected together via some networking devices. In gg@formation embedded in alarm data in order to get only
dition, these systems are heterogeneous as multiple versigRg sequences, which are plausible within the context of a
of many manufacturers products (hardware and softwarg)e network topology [9]. This technique addresses the lack
coexist within the same infrastructure. There is a continuoysg plausibility in mined sequences generated by standard
change in devices, firmware versions, operating systems, Nglgorithms like MINEPI [10].
working t(_achnologies, developm_ent technologies, anq topls.The paper is organised as follows: in the next section
To make it even more complex, in some telecommunicatiofe describe the work which has already been done in this
systems, each business environment is different from thgymain. In section 2 we describe our model and the input
other one. This dynamic and complex infrastructure creat@fa. Section 3 describes the BP approach, namely how the
new challenges in the network management area. Mainlgentification of relevant alarm sequences works. The TP
managing the alarms of a network has many constraints maé‘pproach is dealt with in section 4, and section 5 discusses

ing it a very difficult task [1], [2]. These constraints includethe experimental results. Finally, we conclude in section 6.
response time, an enormous amount of alarms, incomplete or

incorrect information, severity of alarms, temporal reasoning, Il. BACKGROUND
etc. The main objective is to maintain the network operational | the past, the network fault localization and management
without any significant loss of service and revenue for thgere performed by human experts. The size and complex-
company [3], [4]. ity of today’s networks, however, mean that the levels of
To maintain a good quality of service, performance indihyman intervention required to perform this function are
cators and alarms have been set to produce data in Orderp%hibitively high. Currently, many systems employ event
inform network operators about the behaviour of the networkorrelation engines to address this issue. The problem of
As a result, a large amount of events are recorded in lqgh automatic identification of events for correlation purpose
files in order to be processed by the management systemgs been tackled from various perspectives. Model traversal
Usually, when a fault occurs, devices can send messagesaihroaches aim to represent the interrelations between the
describe the problem that has been detected. But they omlymponents of the network [11] or the causal relations
have a local view of the error, and then cannot descriligetween the possible events in the network [12] or a combi-
the fault, but just the consequence of the fault. Due to thgation of the two [13]. Correlations are identified as alarms
complex nature of these networks, a single fault may produggopagate through the model. Rule-based [14] and code-
a cascade of alarms from the affected network elementsased [15] systems also model the relations between the
In addition, a fault can trigger other faults, for instancvents in the system, specifying correlations according to

. . N __a rule-set or codebook. Other Al techniques, such as neural
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7262, Email: jacques.bellec@ucd.ie, tahar.kechadi@ucd.ie). to the task. These approaches vary in the level of expert

I. INTRODUCTION



Conference on Data Mining | DMIN'06 | 183

knowledge required to train the system. Neural networks, f@re-processing phase of the usual data mining process. In
example, can require no expert input whereas model-bastat datasets used to run our experiments, the log files were
techniques may be fully reliant on the insights of humamecorded and created on a daily basis. However, these log
experts. The domain of sequential data mining addresses files should be processed together, because a fault may occur
specific problem of identifying relationships or correlationsat 11:50 pm, but the alarm triggered may be recorded the
between events in a raw dataset, which is inherently sequatay after. The reason for this is that a study of network
tial in nature, such as fault data consisting of a series of timeehaviour for a one-day period is not sufficient. In order
stamped events. The output of this mining process may thém get a good understanding of network behaviour, one has
be used as an input to a rule-code or model-based approatthconsider a longer observation period: weeks, or months.
The basic objective is to find noteworthy sequences of eventsigure 1 shows the hierarchical representation of a 3GPP
or sequential patterns that suggest relationships betweembile telecommunication network, with the management
constituent events. In practice, a noteworthy sequence oftandes that gather the alarms triggered by lower level nodes.
corresponds to a frequently occurring sequence in the data

set. However, in the case of network alarm data, frequency |y, THE BEHAVIORAL PROXIMITY TECHNIQUE

as the sole measure of sequence noteworthiness is not a

valid measure, since it may indicate redundancy. Minind. Overview

for sequential patterns can be viewed as a subset of the
problem of mining for associations between dataset elements
in general, constrained by the temporal aspects of the data.
But to deal with this kind of data, the temporal aspect is n
the only one that we have to consider. In fact, the particul

Devices used in a wide network can be different in nature,
model and in policy, so they can have different behaviours
en a fault occurs. They can send one alarm each time they
etect an abnormal behaviour or receive an error naotification,

nature of telecommunication networks leads to some stro they can send alarms periodically until the problem is

relationships between alarms behaviour that we cannot ﬁl? Ived, or JUST d? nothl_ng. The_p(;qbels or de_wces, which
in other kind of data sets. rigger several alarms in a periodical way give us more

information about the fault than an aperiodic or a single
I1l. DATA ISSUE alarm, because this assumes that a set of periodical and
Our system model is composed of devices, alarms, faultglentical alarms is related to a common event, and though to
and events. A fault is the manifestation of an error in @ common fault. However, due to some other factors such as
system. Any malfunctioning may cause a failure, namely theetwork traffic or node’s load, some alarms will be delayed or
inability of a system, or a system component, to perfornpst [19], [20]. This makes it even more difficult to identify
a required function within specified conditions [17], [18].periodic and similar alarms. We define identical alarms as
An alarm is an unsolicited message from a device, typicallglarms triggered by the same probe and having the same
indicating a problem with the system that requires attentiogontent. We assume that when a fault occurs, some alarms are
This real-time indication of an abnormal situation usuallyiriggered periodically until the fault is resolved. This is the
includes a priority or a severity code. An event is a set ghost usual policy used for triggering the alarms. The period
correlated alarms according to a specific fault. But a fautiepends on the devices, components, or probes responsible
can lead to one global event composed of different alarmtgr these alarms. We identify three types of alarms: periodic
or several local events, which do not seem to be correlat@rms, which are triggered at a regular period P, aperiodic
(maybe because we do not have enough information). Aaarms, or alarms which do not seem to be triggered with a
event can be composed of several identical alarms. Moreowecific period, and finally, alarms which are triggered only
a fault can lead to other faults. For each alarm there @nce. These alarms can either be classified as periodic (with
one and only one associated event. One important problean unknown period) or aperiodic. In this study we prefer to
that makes the classification and identification of the alarn®assify them separately.
more complex is that usually, the datasets collected are veryA fault can lead to several events and each event can
noisy, as they contain many different types of alarms with inbe composed of several alarms. Furthermore, events can
complete, redundant, or unnecessary information about théie overlapped, so it is hard to recognize them [7], [8],
creation [7]. For instance, the alarms generated by devicfAl]. Therefore, aperiodic sets can be considered as periodic,
that are only warnings can be eliminated, because they dssuming that they are composed of overlapped alarms
not bring any relevant information about faults. Sometimesharacterized by a different value of their periods. The aim
the information collected is not correct, because alarms aoé our approach is to cluster identical alarms according to
recorded in a centralized way, the time stamping process maycommon fault, and find all the periodic sets of alarms
not respect the order of the alarm appearances. MoreoveEgm some original aperiodic sets. In other words, the goal
due to the unforeseen network congestion or circumstancés,to gather all the alarms related to the same event. In
some alarms are triggered but never recorded, or record@], we introduced a new segmentation algorithm called
after some significant delay. Data cleaning applied on ra®core-Matching (SM) to recognize the periodic behaviour
log files becomes crucial for subsequent classification araf identical alarms. As we have previously defined, each set
reduction of the number of alarms. This step is part of thef periodic and identical alarms represents one event. After
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identifying events, we are able to correlate them with ou « Cleaning o .
technique called Event Duration Matching (EDM). :q':g:;;s 3, 9—”_ 5
_ —
- Filteri (Frst 51_6p> e
Alarm | e i
N work I External Stamping |
Lore hetwe Management i and key) G—j
I System Data Preparation -
o J ;
cﬁarac‘lerlshcs
- (. S———— Seecna Step | | ) < j + Evaluate
E ; Classiﬁca_nin jc_c?'ii.r_lg_ri ther nature I Cluster Pattemé
: s
H Intermal E B ey
H Management |} [ | Twin | Periodic || Aperiodc
E System H e Yo 1 g
: H ] Segmentation
H H |overlapped events) Third Step
3 :
g : :
H ! ! UMTS Terrestrial . . .
H i ' 5 H
: [ .'I | Fadio Accass Hc - h Fig. 2. Data Preparation and Date Analysis.
A {1 (UTRA
:II""I L] I‘-"II”II*III'-I."II L1l L} LA AR LL L LR LL LR LD 1L} I"I-'II"I":
_| 1 Sets of Alarms Gathered in Events
% y - A -
@\-S -/I I (‘MS \I I('I-MSJ I". B | Slngl_e__ | | Twm | | Periodic | | New_f’erlodlc |
_ (N o —
(e sy (ms) .
-._./ \._.-/ I"H.__IJ Even c‘r-htl n
Proce
RNC: Radio Network Controller  MS: Mabile Station £DM
RAMAG: Radic Access Metwork Aggregator | T g Clusters of alarms
. n N ertiary | 2 ']
RBS: Radio Bass Station 2 0
3 kinds of hierarchical Events ]
) —L 310 g 0
Fig. 1. The 3G Network Structure. Data Correlation ‘ > .
Time

B. The Event Correlation Process Fig. 3. The Correlation process with EDM.
The first part of our process was composed by data
preparation and data analysis, detailed in Figure 2. After thaeccording to their behaviour, EDM identifies most relevant
identification of the events, we are able to define some ruleses by classifying them into three categories. Primary, sec-
to correlate them using some new technigues. The trade eifidary and tertiary events are recognized according to their
between the amount of the available information and the faudtores and their ranks. The scoring process uses different
distinguishing ability (alarm correlation ability) is made cleaffields embedded in the alarms which represent the events.
if we make the simplifying assumption that two independenthese fields are severity, node type, notification type, alarm
faults can not happen at the same location and at the satgpe code, probable cause, specific problem, event length and
time. In fact if we miss one overlapped fault in our recogthe number of alarms, which compose the events. Marks have
nition process, that does not matter because the fault woldgéen accorded to some hypothesis. Firstly we assume that
remain, alarms would be triggered again, and the fault woulde can have only four kinds of faults, relative to hardware,
be identified. We deal with events and not with alarms. It isoftware, telecom and environment. Secondly we assume that
important to notice that events are composed of correlatedents related to the hardware faults are more important
alarms. Now, we will correlate events by representing theinecause they may describe the seeds of the faults. On the
as time segments, namely the time elapsed between the fishtrary, events relative to telecommunication faults are less
and the last alarm of the events. Each segment (event) hasmportant because they can be just the effect of a hardware
centre of mass, which does not correspond to an alarm bat software fault. Thirdly, an important event would be
just to a mark to identify the plausible average time of theomposed by a large number of alarms triggered at a time.
fault. We consider that the longer the segment is, the more Therefore, all the events receive a score according to these
significant it is. We can justify this assumption by the fachypotheses and then according to a user-defined rate. Mean-
that the same alarm is triggered until the problem is solveidgful events are gathered in primary sets, less meaningful
or until a specified number of occurrences is reached. So vire secondary sets and others in tertiary sets, as shown in
can deduce according to the behaviour that a long segméfigure 3. The algorithm for the Event Classification (EC) is
represents the presence of a fault, contrary to a small segmeescribed below for primary events.
which does not give sufficient information about the fault. The distinction between events is crucial because each
Figure 3 shows our correlation technique EDM. From th@rimary event will be interpreted as a meaningful event and
events identified in the first part, namely alarms gatherettien used as a root for other less important events. As we
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Algorithm 1 EDM Algorithm ; Phase one. Algorithm 2 The EDM Algorithm : Phase two
1: INPUT: E: Event Set, User-Defined Rate, 1. INPUT P: Primary Events Set, S: Secondary events Set,
2: OUTPUT: P: Primary Events Set 2: OUTPUT C: Clusters Set
3 Av(E) =31, Score(er)/n, 3: for all e; € S AND ¢; € P do
4: AvL(E) = Y"1, Length(e;)/n, 4:  Correlationrateg;, e;)=EvaluateLink(e;, e;),
5. AvO(E) = Y"1, Occurrence(e;)/n, 5: end for
6: for all e; € E do 6: for all e; € S do
7. if Score(e;) > (Auv(E) = (rate + 1) then 7. Find_-BestLink(e;)

8: if Length(e;) > AvL(E) * (rate + 1) then 8: end for
o: if Occurrence(e;) > AvO(E)*(rate+1) then 9: for all e; € P do

10: e; € PrimarySet 10:  CreateClusterg;)

11: end if 11: end for
12: end if
13:  end if
14: end for

addresses the problem of determining a reasonable corre-
lation between events in mined sequences at runtime of the
gning process. The measure quantifies how closely alarm-

can notice In Flgure_ 7, in the EDM technique thg number g enerating elements are connected to each other in terms
clusters depends directly on the number of primary even logical structure of a network. The algorithm uses any

identified by the usgr-defmed accuracy rate. The way ¢, mation available in alarms which relates to the multiple
evaluate the correlation between two events uses a fuz
3

A¥twork topologies, from the topology of physical nodes t
logic approach, with the time distance and the topographic WOrK Topoiagies, Trom the Jopology ot physical noces 1o

di The best link b . q y of the multiple views of the management information
Istance. The best link between one primary and one nofiq | practice, the system uses the distinguished names of

primary € vent IS selected accor'dm.g tq the best Correla,t'%twork entities, both nodes and links, to extract information
score. Flgure 4 illustrates the dlgtr|but|o_n of the correlatlorljegarding the relative position of nodes in the hierarchy of
scores with each peak representing a high score. the management information tree. The general assumption
is: the closer the alarm-generating elements are within this
topographical network architecture, the better. BP uses the
Fvents corvelation repartition. ‘ same idea in its correlation function, namely correlated
TR0 INater B ey mOrme wsIng 1y 4 T events depend on their physical distance in the network and
the elapsed time between them. The algorithm does not
rely on a predefined network configuration as it exploits
the topographical information encoded in the alarms. This
information is evaluated according to node types and the
strength of the possible relationships between node types.
Laf 1 The Connections are inferred at runtime between pairs of
alarm-generating nodes in the data and a TP measure is
it ] assigned. The TP measure is based on the strength of the
inferred connection. It is used to reject or promote candidate
osl ] sequences on the basis of their correlation, i.e. the strength
of their connection, thereby reducing the candidate sequence
, 0 N AR LA 0 s A AL WL set and optimizing the space and time constraints of the data
0 200 400 EV::ss 800 L1000 1200 mlnlng process.
The TP algorithm evaluates the logical distance between
Fig. 4. Events Correlation Scores. two instances of alarm-generating network elements in terms
of source node and relationship types. The value has a
minimum of zero for nodes that have no logical connection
in the network, and a maximum of one for nodes with a
The standard sequential mining algorithms outlined idlirect and close relationship in the network. There is a finite
section 2 are capable of identifying thousands of sequencest of TP values for the possible relationships between node
in input data. Therefore, post-processing remains an essentigles. At runtime, all the available topographical information
component of a useful system whereby sequences which @ extracted from each alarm, and used to infer which
deemed to be uninteresting, because they are redundantrelationship may hold between two alarm-generating nodes.
implausible, are eliminated from the output. This filteringAn appropriate TP measure is then assigned. The mining
may be automated using templates or performed by domaafgorithm incorporating the TP measure derives from the
experts. The Topographical Proximity (TP) algorithm [9JMINEPI algorithm [10]. It uses a sliding time window to

2.5

Correlation degree

V. TOPOGRAPHICALPROXIMITY
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traverse the data, generating candidate sequences of length VIl. EXPERIMENTAL RESULTS

n by combining two existing sequences of length- 1 The two techniques are compared under the same con-
and storing the occurrences of all the sequences abovejaons. We use the same samples of data provided by a
frequency threshold for subsequent iterations. This thresho\%PP mobile telecommunication network, namels; 991
is specified by the user. Candidate sequences must conformig; iqyal radio access network alarms. Moreover, we have
user-specified sequence duration, frequency, and topogragh,qyced one sequence composed by four different alarms
ical proximity paramete'rs.. . which has been identified by network experts in the live
The output to the mining process is a set of SeqUeNCEiyork. This brings the number of alarms 1@, 558.
which are both frequent and represent some connectigf,g sequence can be denoted {oy, B, C, D}. Each letter
strength in the network. represents a type of alarm. All the attributes, including
the topographical information of these alarms, have been
assigned with artificial values. The sequence has always the
The Behavioural Proximity technique is developed to dealame period between each sequence element, but the time
with the alarm correlation problem by outputting only fewwhen it appears is chosen randomly. The results of the EC
relevant sets of alarms, namely the major events, to ttere shown on Figure 6. We can notice that most of the events
network operator. On the contrary, the Topographical Proxare considered to be not important and only a small set of
imity is developed as a layer on top of standard data mininglarms are highly important. By changing the discrimination
algorithms. It aims to check and validate the sequenceate from0 to 50%, we can get more or less primary and
according to the geographical information embedded in treecondary events. For a rate @f, we do not have any
alarms. The output to the network operator is just the maisecondary event, because all the events with a score higher
frequent sequences identified in the data sets, such as than the average are considered as primary events. On the

VI. THEORETICAL COMPARISON

most common scenarios. other hand, with a rate d¥0%, all the events with a score
higher than the average are secondary events. The number
4 Type of tertiary events does not change because all the events
End (Fault which do not reach the average score are considered less

solved) meaningful. The boundary between the tertiary events and the
secondary events is important only if there are no identified
primary events, because in this case, all the events would be
promoted to the next rank, and the EDM algorithm would
identify the clusters according to the new primary events.
In Figure 4, the correlation scores are represented for each

Secondary

| warnings | Primary
' Symptoms

K Symptoms

Start

Cascade

ime

Event classification

Fig. 5. The Fault life cycle.

1400

Figure 5 shows the life cycle of a fault. We notice that| PR
the cascade that follows the crash is more often compose 1 Subet 53, rate 10
of the same kind of alarms, for example telecommunicatior] ' 222::22:22
failure. However, the primary symptoms may not have beer 8 SubNet 53, rate 40
encountered before, they can be unique and then complete [ SubNet 53, rate 50
transparent to the classical data mining techniques. e

In the BP technique, by using behavioural classification

800 B

600

0 SubNet 23, rate 10
@ SubNet 23, rate 20
400 W SubNet 23, rate 30

Number of events

and data analysis, alarms are gathered to form events. Tl I SuENet 26, ato 40
EDM algorithm correlates events to form clusters of events 200 1 SuBNet 23, ate 50
Each cluster can be seen as a new fault discovered in th o a1 o il |

system. The standard data mining approach is to find rule 1 2 s

of type If () Then {} Else {}, (i.e., IF communication 3 categories

failure and software failur@hen high fault rate with degree
_Of trust of 0'90)' The main idea in standard data mlnmgFig. 6. Events Classification with regards to their importance and type of

is to extract some trends to create some rules. But in thgures.

alarm telecommunication problem, common scenarios may

not describe the faults neither how to localize them, but jugtossible link between a primary event and all secondary
the common alarm cascade which usually follows the faulter tertiary events. Each peak represents the highest value
Note that BP and TP do not initially answer to the saméound, in other words the elected link between a primary

question. Therefore, a mapping of their output is needed and another event. The number of identified clusters and
order to compare the results. their sizes, according to a discrimination rate fronto 50
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are shown in Figure7 and 8. One can notice that there aiee the total number off{ A, B,C, D} sequences randomly
neither small clusters nore very large clusters. We can alguserted in the log data. In the TP technique, it is assumed
present to the network operator betweerio 55 clusters that an alarmA, B, C, or D can appear in any node of
of events depending on the value of the discrimination rat¢he network whereas in the BP algorithm one considers that
Each cluster is indetified by its total score, its center of mastyo identical alarms occurring on different locations are
its time frame, and its topographical place in the networlclassified separately. In the BP approach, the number of
So, the network operator can directly identify the faults andvents is equal to the number of days considered multiplied
makes decision on that particular cluster. by the number of different alarms inserted and by the

Figure 8 shows experimental results of the BP techniquaumber of their corresponding locations. Finally, for the TP
with four subnetworks examined during2 hours, with approach, the number of patterns is equal to the number of
different classification rates. The aim of these results is taccurrences of each alarmy, B, C, and D multiplied by
show approximately what should be a good discrimination and by the number of days. So, the number of identified
rate. It appears that we have a big collapse of the number pétterns is equal to the number of occurrences multiplied
identified clusters with rates betweéd% and40%, which by the number of clusters obtained by BP.
can be explained by the fact that there is not a huge number
of high scored events in these different data sets. This proves Number of dentified Clusters
that the scoring function is very efficient. With a rate between ' ' e —
30% and 40%, we have a very small number of identified | e saoy uang1i2 A
clusters for each subnetwork. Instead of not having any ’
cluster after a certain rate, namely zero primary event, we,
chose to upgrade secondary events to primary and tertiargl 50
to secondary. By this way, we have the same number of |
identified clusters with a rate equal to zero and a rate equal
to the break point. Each break point depends on the data set=f
and can be defined by the maximum discrimination rate thaf |
gets at least one identified cluster. This is shown in Figure 8
and it is betweer30% and40% for these subnetworks. The T 1
BP performance plateau is betwezit% and 30%.

The data set used in this experimentation contains initially
6000 alarms and with the BP techniqu72 events were
identified, and33 clusters of events were formed with aFig.- 8. Number of patterns found according to the user-defined thresholds.
discrimination rate equal td0. This means that fron6000 ) i o
(uncorrelated) potentially event3 meaningful events were According to [9], the number of patterns identified is
obtained. This represents55% in this data set and around Petweens0 and 5000 depending on the frequency threshold

1% in average on different subnetworks of this sample. fixed by the user. However, this parameter should not be fixed
by the user as some severe alarms usually occur a few times.

With BP, the number of clusters appears to be stable enough
for different rates used to categorize the events. We can notice
that the number of sequence occurrences multiplied by the
- number of clusters is always higher. Namdl§68 occur-

. rences by33 clusters givess5044 patterns but only6600
patterns are identified by the TP algorithm, which represents
11% of the patterns discovered by the BP technique. On
w0 1 the other hand, the number of clusters obtained by the TP
sl | algorithm from6600 patterns is4, while the BP algorithm
discovered i33. This shows that the TP technique does not

T
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=T
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L

o . . . i

Classification Rate
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400 T T

T T T
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"Italia-VEERNCO0053cluster-32.txt" using 1 :
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: "Italia-VEERNCO0053cluster-40.txt" using 1 :
250 F i ‘Italia-VEERNC0053cluster-50.txt" using 1: 3 -

ww

Number of events in each cluster

100 1 extract all the alarm features. The frequency threshold is too

ol P | coarse to discriminate between different alarms with different

e o behaviours. These experiments show that the BP algorithm
% 10 2 % m 5 % is much more efficient than TP; abo8T% better.

Clusters

) ) ) o VIIl. CONCLUSION
Fig. 7. Size and Number of clusters obtained by BP using different support . L . .
thresholds from 0 to 50. The main contribution of this paper is to compare a new

technique based on events’ correlation, with a more standard

In the BP technique, the clusters, whichtechnique. We studied two approaches and compared them
correspond to the virtual sequencfA, B,C, D}, are theoretically and experimentally. We have shown that the
{A1B:C1 D1, A3BsCs Do, - -+ , A, B,C,, D, }, where n  choice of correlation measures is crucial as well as the factors
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(or dimensions) used to capture the application behaviouts]
For instance, the TP technique is based of the frequency
measure only, which does not reflect the alarm behavioygg;
whereas in the BP technique we consider the periodicity of
the alarms, which reflects better the network behaviour. We
show that this new technique is much more efficient than
classical statistical approaches. It presents an improvemeri]
of 87% compared to the TP approach. For further improve-
ments, we will implement the BP technique with different[ls]
learning algorithms based. This will need the development
of more accurate models for the alarm network behaviour
using fuzzy logic, and other learning systems such as neu@]
networks.
[20]
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