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Abstract

Secret sharing schemes are methods for distributing a secret among n participants in
such a way that any qualified subsets of participants can recover the secret, and unqualified
participants can not. In 1979, secret sharing schemes were first independently introduced
by Blakley and Shamir. In 1987, Feldman proposed a verifiable secret sharing scheme based
on Shamir’s Scheme, that every participant can verify their share is true or not. Wu and
He proposed a geometric approach for sharing secrets by using a hyperspherical polynomial
in 1995. The secret can hide in any one of the coefficients of a hyperspherical polynomial.

This paper propose a new geometric approach for sharing secrets based on a hyperelliptic
function that is efficient than Wu and He’s Scheme. Moreover, we modify it to be a practical
scheme that can verify the shares and detect the cheater, which is more efficient than
Feldman’s scheme.

Keywords: secret sharing scheme, hyperelliptic, (k, n)-threshold scheme, online, multi-
secret.

1 Introduction

A secret sharing scheme is a method for distributing a secret among several participants in
such a way that only qualified subsets of the participants can reconstruct it and unqualified
subsets receive no information about the secret. Another view of a secret sharing scheme is a
pair of efficient algorithms: distribution algorithm and reconstruction algorithm run by a dealer
and some participants. The distribution algorithm is executed by a dealer who, given a secret,
computes some shares and gives them to the participants. The reconstruction algorithm is
executed by a qualified subset of participants who, by putting together their own shares, can
therefore reconstruct the secret.

In 1979, secret sharing schemes were first independently introduced by Blakley [1] and Shamir
[12], who considered the important case that the set of qualified subsets of n participants is the
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set of all subsets of size at least ¢, for some integer ¢. It was called the (t,n)-threshold scheme.
In 1987, Tto et al. [9] proposed a general method of secret sharing called secret sharing scheme
which allows a secret (or master key) to be shared among a finite set of participants in such a
way that only certain pre-specified subsets of participants can recover the secret.

Let P be the set of participants. The collection of subsets of participants that can reconstruct
the secret in this way is called access structure (denoted by I'" ). The collection of subsets of
participants that cannot reconstruct the secret is called prohibited structure (denoted by A ) [14].
Let K be the master key space and & be the share space. The information rate of the secret
sharing scheme is defined as log, |[K| / log, |S| [2]. A secret sharing scheme is perfect if any set of
participants in the prohibited structure obtains no information regarding the secret [5,10,16,21].

Feldman presented a verifiable secret sharing scheme in 1987 [5]. This scheme can verify
the authenticity of the shares of Shamir’s (¢, n)-threshold scheme. It also can detect the cheater
when some participants try to recover the secret together. Wu and He presented a (¢, n) threshold
scheme for sharing a secret in 1995 [15]. The scheme is based on some geometric properties. They
give a practical algorithm to solve the problem of dividing the secret into n shares efficiently.

This paper is organized as follows. In Section 2, we first propose a (¢,n)-threshold scheme
by using a hyperelliptic polynomial, called HE-TS. In Section 3, We propose a verifiable and
detectable secret sharing scheme based on HE-TS. And in Section 4, we will make the conclusion
and give some suggestions what we can do in the future.

2 The New Secret Sharing Scheme

In 1995, Wu and He [15] proposed a (t,n)-threshold scheme for sharing a secret based on a
hyperspherical function. We call it HS-TS. They use the equation Zf;i (7; — a;)® = s(mod p)
and create a (t,n)-threshold scheme, where p is a prime. They gave the following theorem and
corollary at first.

Theorem 1 [15] Let p be an odd prime number. If 2 is a quadratic non-residue modulo p, then
every integer v € [0,p) can be expressed in the form r = x*+y* (mod p) with integers x,y € [0, p).

Corollary 1 [15] Let p be an odd prime number. If 2 is not a quadratic residue modulo p, then
every integer z € [0,p) can be expressed as the sum of t (t > 2) integer squares (modulo p).

We use a hyperelliptic equation to improve HS-TS. It can enhance the information rate. The
xi—a;)?

original hyperelliptic equation is >/, ( =
form to be S, b2(z; — a;)? = 1(mod p) and create a (2t,n)-threshold scheme. If we want

=1 "1
to create a (2t — 1,n)-threshold scheme, then we publish a selected coefficient of the polyno-
mial to each participant, for example, by. So we say it is a (2t, n)-threshold scheme without loss

of generality. This (¢, n)-threshold scheme is called HE-T'S, and the algorithm is stated as follows.

= 1 (mod p). For convenience, we change the

Initial Phase
Step 1: For i =0, 1, 2,..., (p — 1)/2, compute z; = i* (mod p). Put the pair (z;, 4) in the
directory file.



Step 2 : Publish the directory file.

Divide Secret Phase

For i =1, 2,..., n, do the following :

Step 1: For j =1, 2,..., t — 2, do the following:
(1.1) Randomly choose a pair in the directory file and let it be (75, w;;).
(1.2) Set x;; to be either b; 'w;; + a; (mod p) or p — b; 'wy; + a; (mod p).

Step 2 : Choose two pairs (ri;—1), wi¢—1)) and (4, w;) from the directory file, such that
t—2

Tit—1) + e = 1 — >, riy (mod p).

Step 3 : Set x;;_1) to be either bi_lw,-(t_l) + a;—1 (mod p) or p — b;lwi(t_l) + a;_1 (mod p). Set
Ty to be either b; 'wy; + a; (mod p) or p — b; twy + a; (mod p).

Step 4 : Let E; = (w1, T2, ..., Tit) and El = (T2, Ti1, T, Tizy s Ty Tit)-

Step 5 : If ¢ <2t and E}, E), ..., E} are linear dependent, then repeat Step 1 to 4. If i > 2¢ and
any 2t of E, F), ..., E! are linear dependent, then repeat Step 1 to 4.

Step 6 : Output E;.

We show Divide Secret Phase is correct. In Step 2, from Theorem 1, there exist 7,1y and

i such that ryg_1) +ry = 1— sz ri; (mod p). Hence [riy +rig + - -+ rig—o)] +1ri—1) + 7 = 1
(mod p). In Step 5, we ensure that any 2¢ of n shares do not lie on a common (2¢ —2) dimensional
space. Hence we should verify A # 0. For example, when we want to recover the secret by

By B, ..., By,
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We should confirm that Ef, F), ..., E), are linear independent. When we want to check that
El, ES, ..., B}, are linear independent, one can compute the value of

E/

E /
det ,2
Ey/

and check the result is equal to zero or not.

Recover Secret Phase
Any 2t of n shares E; by Divide Secret Phase can determine the secret K = (ay,as, ..., as, b3,
b2, ..., b?). Without loss of generality, let the 2¢ shares be Ey, Es, . .., Fy, and we can let equation

t
Zb?(% —a;)* = 1(mod p)
i=1

be xic; +w1co +x3c3+T9Cs + -+ x2Co 1 +T4co = 1. Using Cramer’s Rule [6], we can determine



all ¢; (for i =1,2,...,2t) as following :

for 7 is odd, let

3 Tiazy 1 @y, 3wy
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for 7 is even, let
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ande; = A.,/A. Then we can determine a; and bf by using ¢; for all 1 <7 <¢, 1< j <2t For
1 <i<t, a; = —cy/2¢c-1, and
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We will discuss our scheme, and compare it with HS-T'S in the last section.

3 Verification and Detection

If some participants are dishonest, secret sharing scheme will not be in practice because of the
following two reasons: (i) all participants can not check validity of the shares from the dealer,
and (ii) participants can not verify validity of the shares from other participants. In order to
resist malicious participants, Feldman proposed a verifiable and detectable secret sharing scheme



[5]. This scheme can verify and detect the authenticity of the shares of Shamir’s (¢, n)-threshold
scheme. We propose a verifiable and detectable scheme that can verify and detect the authentic-
ity of the shares of HE-TS. It is a (2¢, n)-threshold scheme and this scheme is called by VDHE-TS.
In the rest of this paper, p and ¢ denote large primes such that p divides ¢ — 1. Let Z, be a finite
field with p elements. Let g be an element of order p of multiplicative group Z;. We described
VDHE-TS as follows :

Step 1 : A dealer D chooses nk elements of Z,, denoted by z;;, 1 <i¢<n,1 <j <t.

Step 2 : D chooses 2t elements ay, ag, ..., at, b1, by, ..., by from Z,, independently with the uniform
distribution.

Step 3 : D use HE-TS to obtain E; and distributes the shares E; to Pt; (1 <i < n), where E; =
(i1, Tz, oy i) and o, b (w; — a;)? = 1 over Z,.

Step 4 : D publishes ¢, ¢! mod ¢, ¢ mod q...., ¢" mod ¢, ¢
g~ 2% mod ¢, g=i=1(1%)” mod q.

—2a1 b% f2a2b%

mod ¢, g mod q, ...,

In VDHE-TS, all Pt, can verify the authenticity of E; by checking
2\ x2 2\x2, ( —2a1b3\xi1 —2a:b? \ Tt k_ (ajb;)? ;
g=(g")"n .. (g") (g Py L (g 2ty (g @) ) (mod ) (1< i < ).

All participants also can detect cheaters by using above equation. Note that a verifiable and
detectable scheme based on HS-TS can be obtained easily in the same way, and we call it is
a VDHS-TS. We shall compare VDHE-TS, VDHS-TS with Feldman’s scheme in terms of the
number of published values, and the computing time in next section.

4 Conclusion and Future Work

In this paper, we proposed a new geometric approach for sharing secrets by using hyperelliptic
function, called HE-TS, in Section 2. It is more flexible to hide the secrets and the information
rate is better than Wu and He’s scheme, called HS-TS. For HS-TS, there exist a practical algo-
rithm to share a secret [15]. Here we propose a new scheme based on hyperelliptic function and
also give a practical algorithm. We present a (2t,n) threshold scheme for sharing secrets. The
computing time of Recover Secret Phase in HE-TS is equal to the time complexity of HS-TS.
They both need to determine the 2t x 2t matrices. Note that, if secret K be hidden in only one
coefficient a; of the hyperspherical function of the HS-T'S, then this scheme is perfect. Otherwise
it is not. So we suppose the secret K = a; for some 7 in both HS-TS and HE-TS. The length of
the share that each participant be distributed is (2¢—1)|K| in HS-TS. And the length of the share
that each participant be distributed is ¢| K| in HE-TS, almost half the amount. Hence, HE-T'S
is more efficient when the dealer sends the shares to the participants. The information rate of
HE-TS is better than HS-TS. That are % and ﬁ for (2t,n)-threshold scheme, respectively.

In Section 3, we proposed one verifiable secret sharing schemes, VDHE-TS. In this scheme,
all participant gets their shares can verify their shares is true or not, and can detect the cheater.
We compare VDHE-TS and Feldman’s scheme, these two verifiable and detectable secret sharing
schemes are computationally secure. For (2¢,n)-threshold scheme, storing published information
needs 2t + 1 storages in Feldman’s scheme. It need 2t 4 2 storages to store published information



in VDHE-TS. To consider the computing time for the participants to verify the authenticity or
detect cheater in one time, we calculate the number of the power, multiplication of exponent,
addition of exponent, and multiplication of the equation separately. We list these comparisons
in Table 1. Our results are better than Feldman’s scheme. The computing time of the dealer, we
calculate the number of the power, multiplication of exponent, addition of exponent, and the in-
verse of exponent separately. When we consider the computing time of the dealer, our results are
weaker than Feldman’s scheme. But the dealer only computes one time. The participants must
compute many times including verification and detection. Hence, VDHE-TS is more efficient
than VDHS-TS, and VDHS-TS is more efficient than Feldman’s scheme.

Table 1: Comparison of the Feldman’s Scheme, VDHS-TS and

VDHE-TS
(2t,n)-threshold scheme
| Feldman | VDHS-TS | VDHE-TS
public values \ 2t+1 \ 2t 42 \ 2t 42
Computing time of the participants (each time)
power operation 2t 2t 2t
multiplication of exponent | 2t — 2 0 0
addition of exponent 0 2t — 2 0
multiplication 2t — 1 2t 2t
Computing time of the dealer
power operation 2t 2t+1 2t+1
multiplication of exponent 0 0 2t
addition of exponent 0 4t — 3 2t — 1
inverse of exponent 0 2t —1 t

In Section 2, the Step 5 of Divide Secret Phase in HS-TS needs to check EY, Ej, ..., E!
are linear independent or not. This problem also appear in most of our schemes. We expect to
propose a algorithm which can avoid EY, Ei, ..., E! linear dependent in finite steps in the future.
In Section 4, the Step 2 of Divide Secret Phase in OHE-TS needs to check v/T exist in the
directory file or not. We can improve it by using more n public values or send one more share
to each participant. The method will similar to HE-TS that stated in Section 2.

Wu and He proposed a secret sharing scheme based on a hypersperical function. We proposed
a secret sharing scheme based on a hyperellicptic function in Section 2. We guess there also exist
a new geometric approach about hyperbole function or other geometric function on secret sharing
scheme. That will be a interesting problem as the future work.
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