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Abstract

Autonomic Management of complex IT infrastructures
requires multiple different types of analysis to be performed
on large data sets in order to promptly detect anomalies and
attacks and take appropriate actions. The requirements in
terms of computing power can be so high that new solutions
must be devised in order to reduce reaction times. This pa-
per describes how Grid technologies can be leveraged in
the Autonomic Management of complex IT infrastructures,
such as complex networks with tens of border firewalls. In
particular, we show how an Autonomic Manager can bene-
fit from the large computing power and storage space made
available by the Grid. We designed the architecture of an
Autonomic Manager which makes use of Grid resources to
collect and store data and to perform analysis. We then
implemented the core part of the system (LoGrid), which
collects data in CBE standard format, processes them using
Grid resources and feeds back the results in CBE format to
the Autonomic Manager. We tested our implementation in
a reference scenario and found that the use of the Grid for
the Autonomic Management of complex IT infrastructure is
feasible and convenient.

Keywords: Grid Computing and Applications, Auto-
nomic Computing, Network Management

1 Introduction

IT infrastructure autonomic management [7] is, to a great
extent, based on resource monitoring through log file anal-
ysis. Log file sizes can sum up to hundreds of megabytes or
more. Oftentimes multiple different types of analysis must

be performed on large data sets in order to promptly detect
and react to anomalies and attacks, as in the case of the auto-
nomic management of multiple border firewalls [1]. In such
cases, the requirements in terms of computing power can be
so high that currently adopted technologies may not be ade-
quate and new solutions must be devised or integrated, such
as Grid computing[3]. This emerging technology, beside
providing access to a large computing power, can also min-
imize the network traffic by shifting the computation close
to the log sources.

This paper describes how Grid technologies can be lever-
aged in the autonomic management [12] of complex infras-
tructures. In particular we show how an Autonomic Man-
ager can benefit from the large computing power and stor-
age space made available by the Grid. Starting from the
results of our previous research activity in the field of log
analysis on the Grid [8], we designed a possible architec-
ture of an Autonomic Manager which uses the resources of
the Grid to collect and store log data and perform analysis.
We then implemented the core part of the system (LoGrid),
which collects data in CBE [10] standard format, processes
them using Grid resources and feeds back the results in CBE
format to the Autonomic Manager.

Currently, the maintenance of IT infrastructures heavily
requires human intervention and not only the normal main-
tenance activities have increased, but also the type of faults
and attacks and the probability of their occurrence. The
most common tasks, security can be enforced by Intrusion
Detection Systems and system managers generally make
use of System and Network Managing Frameworks which
allow complex infrastructures to be controlled from a single
console. Nevertheless, when a problem occurs the system
manager generally has to check what is happening, to devise



Figure 1. LoGrid and Autonomic Computing

a solution and implement it. This generally means reading
large log files and trying to understand what the causes of
the problem are. Autonomic Computing technologies aim
to relief the human operators from those tedious and of-
ten unfeasible tasks through the implementation of an auto-
matic control loop which allows to deploy self-configuring,
self-healing, self-optimizing and self-protecting infrastruc-
tures. This control loop is composed of:

• the system under control;

• the sensors, which gather data from the system and
send them to the monitor;

• the monitor, which collects data from sensors, aggre-
gates them and feeds them to the analyzer;

• the analyzer, which analyzes data captured by the sen-
sors and detects problems;

• the planner, which plans adequate countermeasures in
order to solve problems;

• the executor, which takes action by means of the effec-
tors;

• the effectors, which act on the system according to the
instructions issued by the executor.

The elements of the control loop generally make use of
a knowledge base which keeps historical data and useful in-
formation. Monitoring of single devices is mainly achieved
through log file analysis. In the following we briefly de-
scribe the reference technologies for the present work and
describe the problem of log analysis in the Autonomic Man-
agement context. We then talk about our application, il-
lustrating architecture, implementation and testing activity.
Finally we comment on experimental results and draw con-
clusions.

2 Autonomic Computing: vision and tools

There are at least two slightly different visions of the
Autonomic Computing. One is more focused on self-
composing applications, the other on self-managing, self-
healing, self-protecting systems. They are not antithetic
but put a different stress on applications, on one hand, and
infrastructures, on the other. Our job is clearly biased to-
wards the latter and, in particular, towards complex IT in-
frastructures. In our vision the single systems composing
the infrastructure should be seen as parts of a whole and,
as such, managed. This increases the complexity of the
analysis which needs to be performed on log fragments. In
some cases problem detection cannot be achieved by just
analyzing the log files of a single machine but requires the
coordinated analysis of several information sources. This
increases both the amount of data to be processed within a
fixed time interval and the complexity of the computation.
The requirements in terms of computing power can be very
high and, in some cases, defeating even for high-end com-
puters.

The second problem of complex IT infrastructure auto-
nomic management is the extremely distributed nature of
the information sources. Let’s examine the case of a com-
plex network containing tens (or hundreds) of border fire-
walls and routers. The log sources can be distributed on a
wide geographic area and it may not be convenient to have
a monolithic Autonomic Manager collecting data on a sin-
gle storage system and performing the analysis. Such an
architecture may cause a traffic overload on some network
segments and also presents a clear bottleneck in the cen-
tralized processing. In those cases, data should be collected
and pre-processed close to the sources, in a distributed fash-
ion. Aggregated results may then be sent to a central sys-
tem which performs a higher level analysis and coordinates
problem resolution. This reduces the network traffic and
also parallelizes the first-step computation. In this case the
architecture is distributed with respect to both data and com-
puting power. We have described a two-level computation
and storage hierarchy but we can imagine, for very complex
IT infrastructures, a hierarchy with more levels.

The last problem is log file format heterogeneity. Differ-
ent applications and devices log events in different formats.
It is very important, in order to simplify the system and fa-
cilitate coordinated analysis, to have a common format [14].
Having a single format means that the same analysis can
be performed on different systems using the same software
modules.

As a starting basis for our work we selected the IBM
Autonomic Computing Toolkit [5], which provides the nec-
essary tools to translate log files from any possible format
to the Common Base Event format. This proved to be very
useful to solve the format heterogeneity problem but has a



drawback and a caveat: the drawback is that the transla-
tion increases the log file size by an average factor of three;
the caveat is that the translation should be performed online
by the monitored resources or, where not possible, by the
first level collectors. An off-line translation, performed af-
ter collecting a certain amount of data, introduces an often
unacceptable delay.

3 Grid Computing

Grid Computing is an emerging technology which is be-
ing developed in order to provide seamless, coordinated
and transparent access to distributed and heterogeneous re-
sources (e.g.: computing elements, storage elements), even
when they belong to different organizations. This allows
to achieve considerable computing power and storage space
even without having dedicated high-end devices. The Grid,
according to the commonly accepted definition given by Ian
Foster, Carl Kesselman and Steve Tueke [4], is a set of soft-
ware technologies which allows resource sharing and coor-
dinated resolution of problems. Thus, Grids allow institu-
tions and users to achieve computational power and storage
space that they could not normally afford. Let’s see why
an Autonomic Manager can benefit from the use of Grid
resources. An autonomic manager can monitor a set of re-
sources by processing their log files. In this scenario, the
requirements in terms of computing power grows at least
proportionally to the number of monitored resources, the
complexity of the analysis and the number of records to be
processed within a fixed time interval. Fortunately, in many
cases the analysis can be parallelized by splitting the work-
load among an appropriate number of computing nodes. In
those situations, the Autonomic Manager can increase its
capability by using the Grid as a computing facility for log
file analysis.

Currently, the de facto standard for Grid low level ser-
vices is the Globus toolkit [2]. It provides the following
items:

• Globus Security Infrastructure (GSI): the basic
authentication-authorization system, based on the use
of x509 certificates, which allows resources and users
to be authenticated on a Grid using a unique identity;

• A Variety of Basic Grid Services which provide uni-
form interfaces to the most typical types of system el-
ements, and in particular:

– Computing / Processing Power (GRAM)

– Data Management (GridFTP, DAI, RLS)

– Monitoring/Discovery (MDS)

– Authorization/Security (CAS)

• Developers APIs.

Starting from Globus 3.0, all the components have also an
OGSA-compliant implementation (Open Grid Services Ar-
chitecture), in order to make the Globus Toolkit interopera-
ble with the emerging Web Services technology.

A certain number of high level middleware frameworks
have been developed on top of Globus, in order to provide
more complex services such as resource match-making and
allocation, data replica management, etc.. For our work we
used the LCG middleware, which includes components de-
veloped by the DataGrid and EGEE projects funded by Eu-
ropean Union. The reason is twofold:

• In first place, it provides real resource transparency:
the user does not need to specify the name of the ma-
chines which will process the data or where input data
are stored, but just the high level requirements of the
job (e.g.: the executable, the command line parame-
ters, the number of CPUs) and logical names of the
input files;

• secondly, this middleware allows easy interconnection
with large multi-institutional testbeds in Europe, giv-
ing the opportunity of performing significant tests in a
real geographically distributed environment.

An LCG testbed is made-up of a certain number of servers
(at least one per type), which provide the high level services,
and the resources the user needs to access (computing ele-
ments, storage elements, etc.). Here below we provide a
brief desription of each component of an LCG testbed.
High Level Services:

• The User Interface (UI) is the component that provides
user access to all the DataGrid services (Job submis-
sion, Data Management. Information Management,
etc.). The user interacts with the Grid via command
line or using more advanced interfaces.

• The Resource Broker (RB) receives users requests
from the UI and queries the Information Index to find
suitable resources (ex.: a computing element which
satisfies users requirements).

• The Information Index (II), which can reside on the
same machine as the Resource Broker, keeps informa-
tion about the available resources.

• The Replica Manager (RM) coordinates file replica-
tion across the testbed from one Storage Element to
another. This is useful for data redundancy but also to
move data closer to the machines which will perform
computation.

• The Replica Catalog (RC), which can reside on the
same machine as the Replica Manager, keeps informa-
tion about file replicas. A logical file can be associated



Figure 2. LoGrid architecture

to one or more physical files which are replicas of the
same data. Thus a logical file name can refer to one or
more physical file names.

Grid Resources:

• the Computing Element (CE) receives job requests
from the Resource Broker and delivers them to the
Worker Nodes, which will perform the real work.
The Computing Element provides an interface to local
batch queuing systems (e.g. PBS, LSF, ...). A Com-
puting Element manages one or more Worker Nodes.
A Worker Node can also be installed on the same ma-
chine as the Computing Element.

• The Worker Node (WN) pro-cesses input data and pro-
duces output for a job.

• The Storage Element (SE) provides storage space to
the testbed. It provides a uni-form interface to different
Storage Systems.

4 LoGrid: Architecture

Figure 2 describes the architecture of an Autonomic
Manager which uses Grid Resources for data collection and
processing. For the sake of simplicity, some control signals
have not been represented in the picture.

Border firewalls (the managed resources) push data onto
the Grid storage resources. The storage resources write data
onto local files and send notifications at fixed time intervals
to Grid computing resources, which can reside on the same
machines or on different ones. A reasonable time interval is
5 minutes, because shorter ones may lead to detecting false
positives, and longer ones imply too slow reaction times.
The computing resources process data and send the result
to the Autonomic Manager. If problems are detected (e.g.:

Figure 3. Analysis execution times

an attack), the Autonomic Manager acts on the firewall con-
figuration in order to solve them.

In order to test the effectiveness of such an architecture,
we decided to first implement the component which per-
forms log analysis on CBE records using the Grid. The
implementation is partly based on the results of a previous
work [8]. We decided to use Java for portability reasons.

5 Testing activity

The main goal of the experimental activity is to show the
effectiveness and the benefits of adopting the Grid for the
autonomic management of complex infrastructures, such as
large networks. To the best of our knowledge there is no
other experimental result in literature regarding the appli-
cation of the Grid to the autonomic management of border
firewalls, whereas various degrees of integration between
Grid and Autonomic computing have been recently pro-
posed [6], [9], [11].

We applied two linear complexity algorithms to detect
Distributed Denial of Service attacks. In particular, those al-
gorithms consider the ratio and the difference [13] between
the number of logged syn and fin packets per single destina-
tion IP address and compare them to given thresholds. We
found that, for a given number of computing nodes, process-
ing times did not change very much from one experiment to
another.

We performed the tests with different log file sizes in or-
der to verify the behaviour of the computing infrastructure
with respect to the speed-up obtained from parallelization.
The graph in fig. 3 shows how computing time is influ-
enced by the total amount of log data. The results present a
slightly sub-linear speed-up for each input data set. A con-
siderable part of the computing load is due to CBE log file
parsing.



Then, we considered the case of a network with 20 bor-
der firewalls, which can be considered a mid-size network.
Using a standard logging level, a single firewall can pro-
duce about 100 KB of data in CBE format per minute.
This means that the entire system produces roughly 10
megabytes of data every 5 minutes (20 x 100 x 5 = 10000).
We processed two different 10-megabyte data sets using an
increasing number of computing nodes (650Mhz Pentium
IIIs with 256MB Ram each).

The following table shows the average times recorded
during our tests:

1 node 2 nodes 3 nodes 4 nodes
sec. 899.64 465.5 309.9 265.74

The following table shows the speed-up ratio due to par-
allelization:

1 vs 2 nodes 1.93
1 vs 3 nodes 2.90
1 vs 4 nodes 3.39

The results show that the speed-up achieved through par-
allelization is almost linear when the number of computing
nodes is increased from 1 to 2 or from 1 to 3, but it is clearly
sub-linear when we use 4 nodes. This seems to suggest that
there is an overhead due to parallelization that is at least pro-
portional to the number of nodes. Figure 4 shows the benefit
of using a distributed computing infrastructure in the above-
mentioned scenario. Without parallelization the computing
time is three times the reference interval of 5 minutes, which
defeats any attempt of analyzing data before the next five
minute’s worth of data is ready. Using 4 nodes the comput-
ing time is about 4 minutes and 25 seconds, which leaves
35 seconds to the Autonomic Manager to react to an attack
before the next data set is ready.

In large networks the number of firewalls can sum up to
100 or more and more types of analysis must be performed
on log data in order to detect different types of attacks and
anomalies. This could render parallelization even more con-
venient than our experiments show.

6 Conclusion and further work

This paper describes how an Autonomic Manager can
benefit from the large computing power and storage space
made available by the Grid. We designed the architecture
of an Autonomic Manager which uses the resources of the
Grid to collect and store data and perform analysis. We then
implemented the core part of the system (LoGrid), which
collects data in CBE standard format, processes them using
Grid resources and feeds back the results in CBE format to
the Autonomic Manager. We tested our implementation in
a reference scenario and found that the use of the Grid for

Figure 4. Analysis execution times for the
given scenario

the Autonomic Management of complex IT infrastructure is
feasible and convenient. On the other hand, the analysis of
the results suggests the existence of an overhead which is at
least proportional to the number of computing nodes. This
is probably due to the Grid middleware. Further investiga-
tion is needed and we are working on the subject.
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