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Abstract. Two sources of weak biometric data are investigated for the
development of user identification models. A probabilistic neural net-
work model is created from keystroke digraph features extracted from
raw typing data. A second model is developed from scan-path features
extracted from raw eye-tracking data. A third model is created from
a combination of features from the two biometric sources. Experimen-
tal results show that models based on keystroke biometric data perform
very well, whereas the models involving the eye-tracking data are not as
successful but encourage further study.
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1 Introduction

The objective of this research is to develop and compare user models that can accurately
identify a user of a computer from keystroke and eye-tracking biometric data [1]. The
motivation is to find inexpensive methods to harden conventional computer security
methods, such as a username/password pair.

The term biometrics refers to a measurable, physical characteristic or personal be-
havioral trait used to recognize the identity of a person. There are two different classes
of biometrics, namely: strong and weak. Strong biometrics are biological characteristics
that are meant to be unique over an entire population. Fingerprints and DNA patterns
are forms of strong biometrics that are often used to identify criminals and victims of
crime. Weak biometrics are behavioural characteristics that are statistically different
among small groups of individuals. Some examples of weak biometrics are facial, gait,
voice and handwriting patterns [5].

Using typing or keystroke patterns as a weak biometric was proposed as early as
1980 [2]. Keystroke biometrics requires no additional hardware, so cost is kept low.
The technique relies on the habitual typing rhythms that people develop. Features of
a user’s typing pattern can be extracted using information about adjacent keystrokes
called keystroke digraphs. For the word ‘none’ the digraphs would be ‘no’, ‘on’, and
‘ne’. Each digraph has six associated features determined by the press and release of
keys. For example the NpOr feature would record the time period between the ‘n’ press,



and the ‘o’ release. Additional features that can be extracted from typing patterns are
the number and type of mistakes.

Eye-tracking research reported in the psychology and HCI literature focus on gaze-
point data for modeling user attention or pupil dilation to measure cognitive load [8,
7]. There are few papers on the use of eye-tracking biometrics for user identification,
however, it has been observed that individuals have different eye scan paths [4]. A
scan path, defined as the trajectory of eye movement over a visual stimulus, contains
a number of fixations and saccades; with the number, duration, order and placement
of the fixations and saccades varying among individuals [3]. A fixation is when the eye
focuses on a particular point and stays there for a period of time, normally between
100ms and 1000ms. A saccade is the rapid motion of the eyes between fixation points,
with velocities as high as 500 degrees per second [8].

Probabilistic Neural Networks (PNN) are recommended for classification problems
and have the advantage of fewer parameters as compared with other types of neural
networks [9]. PNNs train quickly because they only require one iteration through the
input data and are known to do well on sparse data sets [11]. A PNN has as many
outputs as there are possible categories. In the case of user identification, each output
category represents a user. After training, each output node generates the expected
probability of the associate category, given the input values, with the highest output
predicting the classification.

2 Biometric Feature Extraction

The following summaries our theory as to the most appropriate eye-tracking and
keystroke biometric features for user identification and the methods of data extrac-
tion used to obtain these features.

Eye-Tracking Features. Our approach is to extract those features from raw eye-
tracking data that preserve the key characteristics of the scan path for each user as
they read and type words into a computer system. The field of view for each computer
user is divided into four areas: output (where the words are displayed), input (the area
where the words are retyped), keyboard (the area below the screen), and other (all the
remaining field of view not included in the three previous areas). Figure 1 shows the
layout of the collection screen.

We considered five categories of eye-tracking features. Specific fixations, considers
the 8 most significant (longest duration) fixations extracted from the raw eye-tracking
data. The x, y coordinates and duration are recorded. The number of fixations category
records the count of fixations in each area of view and over all areas. The features
provide information on how a user reads while typing. Better readers tend to have fewer
fixations in the input area than poor readers. The fixation duration category records
the average duration of fixations for each of the four areas and over all areas. Fixation
durations help distinguish between fast and slow typists, fast and slow readers, and
people that do and do not look down at the keyboard while typing. Saccade information
provides features of user eye movements between fixations. The average velocity of the
eyes during saccades is extracted along with the average duration. The miscellaneous
features category includes the time it takes to type all the words and the average
vertical position of the user’s gaze when looking at the output area.

Keystroke Features. The screen used to capture the raw keystroke data is the
same as for the eye-tracking data. Commonly typed character sequences guide the
choice of keystroke digraphs to be extracted from the raw keystroke data. The common



Fig. 1. A screen shot of the data collection program, showing the layout of the screen.

character sequences that are used in our system are “The”, “ing”, “you”, “an”, “er”,
“oo”, and “ts”. The average time to press the space bar and the total number of
mistakes are also extracted from the raw data.

3 Experimentation

To test the efficacy of keystroke and eye-tracking biometrics we conducted an experi-
ment that compared user identification models developed from data collected from 21
university students between 20 and 30 years of age.

Material and Methods. The biometrics were collected by users interacting with
a desktop PC running MS Windows XP with the eye-tracking camera mounted un-
der a 17 inch CRT display screen. The LC Technologies’ Eyegaze System was used
capture eye movement [10, 1]. The system uses the video tracking method called pupil
center/corneal reflection and is capable of 60 samples per second.

A scenario that allowed keystroke and eye-tracking data to be collected at the same
time was required. This turned out to be a significant challenge. To obtain the best
keystroke data, each user should type the same set of words several times (to decrease
the variation in digraphs), but this creates poor eye-tracking data because users tend
to memorize aspects of the words and look less at the display. The best eye-tracking
data is obtained when users read complex words requiring attention; unfortunately,
such words do not facilitate the capture of common key sequences. To overcome this
problem, 16 examples of eye-tracking and keystroke biometric data are collected as a
user reads and types back different sets of words. Figure 1 shows how the words are
spread across the user’s field of view so as to ensure a wide range of eye movement.
The first of the sixteen sets of words is displayed on the screen with one word in each of
the seven word locations. The user types back the words in any order and then presses
“Enter”. Users were limited to using the backspace key to correct mistakes. To focus
user attention, if any word is misspelled, the user is required to retype the set of words.

The raw data files are parsed and the extracted biometric features are written along
with the associated user ID to a text file. Two parameters are required to extract the
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Fig. 2. Results of the experiments showing the mean TPP, TNP and Accuracy (95%
conf. intervals) for the three user identification models over the 21 users studied.

fixation data: the length of a minimum fixation (set to 85 milliseconds, or 5 eye-tracking
samples) and the maximum gaze-point deviation (set to 12 pixels). The gaze-point
deviation is how many pixels a gaze-point can vary from the current fixation position
and still be considered at the same fixation.

The NeuroShell 2 neural network package from Ward Systems Group is used to
create the PNN user identification models [11]. NeuroShell 2 imports the biometric
data file and generates random sets of training, test and production examples that
contain equal number of examples for each user (8 for training, 3 for validation and
5 for test). Twenty models were created for each of the three comparative biometrics
(keystroke, eye-tracking and combination of keystroke and eye-tracking) from random
mixes of the user data.

Results. Figure 2 summarizes the mean true positive (TPP) and true negative
(TNN) proportions as well as the mean accuracy (ACC) over the 20 models developed
for the 21 users. The analysis focuses on the TPP because it is the most important com-
parative statistic. The keystroke biometric models are successful with a mean TPP of
.9381, however the eye-tracking biometric models and combination models are less suc-
cessful at .6583 and .7099, respectively. The difference between the keystroke biometric
models and the eye-tracking models is statistically significant based on a hypothesis
T-test (p=0.0018). In fact, the worst performance by the keystroke biometric based
model over all users was a TPP of 0.75. Although the models developed from eye-
tracking biometric features failed to be as successful, the mean TPP result of .6583
is an improvement over the .4372 result obtained in earlier research [1]. This suggests
that further enhancements to the method might be possible.

4 Conclusion and Future Work

The experimental results of the user identification models based on keystroke biometrics
support the findings of Peacock (TPP of .92) [6] and Biggs (TPP of .8564) [1]. We



conclude that keystroke biometrics are a viable method of identification for a small
population of users (n ≤ 30). The method could be adapted to act as an extra layer of
security for user name and password authentication.

The less satisfactory results of the models involving eye-tracking biometrics indicate
that more characteristic biometric features need to be developed. Existing features
might be combined so as to reduce input dimensionality while at the same time adding
prior knowledge of the problem domain. We intend to conduct a series of studies to
determine those eye-tracking features that are most unique to individual users and
less susceptible to noise. Because of the improved results over that reported in [1],
we suspect a system that uses a larger field of view would ensure a wider variance
in eye-tracking features among users. Finally, images could be used to collect better
scan path data without the user being distracted by typing. We have considered this
approach and are investigating eye-tracking features that are invariant for a user over
different images.
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