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Abstract becomes critical to avoid information overload (or retriev-
ing very large number or portions of documentdhfor-

The colossal amount of digitized information available mation filtering[1, 2, 3, 4, 5] is the process of extracting
has resulted in overloading users who need to navigaterelevant or useful portions of documents from continuous
this information for their routine requirements. Informa- streams of textual data based on relatively static user pat-
tion filtering deals with monitoring text streams to detect terns (or queries). On the other haiafprmation Retrieval
patterns and retrieval of documents by searching for pat- [6, 7, 8, 9] is the process of extracting relevant or useful
terns over stored data. Although information filtering sys- portions of documents from a relatively static collection of
tems and search engines have been effective in reducing thisocuments based on a stream of incoming user patterns (or
information overload, they support only keyword searches queries).
and queries that use Boolean operators. Consider search- Both in information filtering and retrieval, expressive-
ing a full text patent database for documents containing ness of pattern (or query) specification by a user and its
more thann occurrences of a particular pattern, or for detection play a significant role. In other words, in order
documents that have a particular pattefwillowed by an- to extract useful or meaningful information, users need to
other pattern within a specified distance. Such complex pat-have the ability to specify complex patterns. In information
terns involving pattern frequency and sequence of patternsretrieval systems, user queries are specified using Informa-
as well as patterns involving proximity, structural bound- tion Retrieval Query Languages (IRQLs) [7]. On account
aries and synonyms are not supported by current filter- of the similarity between information filtering and informa-
ing systems and search engines. Expressive pattern detedion retrieval, most of the existing filtering tools such as per-
tion over text streams have far reaching applications such sonalized information Filtering systems use IRQLSs for user
as tracking information flow among terrorist outfits, web query specification. In addition, traditional information re-
parental control, continuous monitoring of rival web sites trieval techniques such as vector space model [8] are also
in e-commerce, and so forth. In this paper, we discuss aused for matching queries against incoming text streams or
novel approach that provides an expressive pattern searchto extract the relevant information from stored documents.
over text streams as well as stored data. Our system consist$lowever, a critical limitation of these filtering systems and
of two main componentsnfoFilter, a content-based infor-  search engines is that they can support only simple patterns
mation filtering module that detects complex patterns over or a simplistic combination of patterns using Boolean oper-
text streams anthfoSearchhat retrieves stored documents  ators.

based on expressive patterns. Consider a real world example where a federal agent is
tracking terrorist-related information streaming from vari-
ous resources. He/she is interested in the occurrence of the
word bomb followed by the word ground zero occurring
The recent advancements in computer technologies havewice, along with the word automotive or its synonyms (i.e.,
led to a digitized world with increasing amount of online ((bomb FOLLOWED BY ground zero) occurring twice)
information. Consequently, users often find themselves AND automotive (or its synonyms)). This pattern contains
swamped with colossal amounts of information while re- keywords, sequence (FOLLOWED BY), phrase, frequency,
trieving task-relevant data. Applying appropriate search- synonyms, and a Boolean operator. This pattern cannot
ing and filtering mechanisms to retrieve only relevant data be expressed using current query specifications as they do
not support the following: i) quantification of multiple oc-
*This research was supported, in part, by 11S-0326505, EIA-0216500, cyrrences (or frequency) of patterns and complex composi-
MRT' 0421282, and IIS 0534611 N tions, and ii) a user cannot include synonyms in the pattern,
Information Technology laboratory, Dept of CSE, The University of . ; L .
Texas at Arlington; email: sharma@cse.uta.edu and is required to explicitly list all the synonyms as separate
tRaymond Technologies patterns.

1. Introduction




Thus, current query languages are quite restrictive in3.1 Pattern Validator
their expressive power and need to be extended and gen-
eralized to address the specification of meaningful complex
user patterns. On the other hand, ability to specify com-

Pattern validator accepts the input patterns in infix no-
tation from users according to the BNF [5] of PSL. Once
_ : ) . the patterns are validated they are decomposed into tokens.
plex patterns WI|! not me mee_mmgful or gffectlve.wnhout @ The tokens in a pattern can be keywords, phrases, system
correct and efficient mechanism for their detection in real- defined patterns, operators and other delimiters allowed by

time. In this paper, we introduce a novel approach, InfoFil- 1o |anguage. These tokens are sent to the pattern processor.
ter [5] and InfoSearch [9], for expressive pattern matching

over text streams and stored data, respectively. 3.2 Pattern Processor

The paper is organized as follows. Section 2 gives a de- Pattern processor accepts the patterns or tokens in the
scription of thePattern Specification Languagripported infix notation and converts them to postfix notation. Infix
by our system. Section 3 explains the architecture of our notation is easier to specify and the default operator prece-
system including the design and working of InfoFilter and dence can be altered by using parenthesis. To evaluate the
InfoSearch. Brief summary of the experiments conducted pattern, with emphasis on the operator precedence and min-
are discussed in Section 4. We discuss the related work inimization of the use of parentheses, the infix notation is con-

Section 5. Conclusions are provided in Section 6. verted to postfix notation. Patterns in postfix notation are
easier to evaluate as the operands precede the operators. It

2. Pattern Specification Language then sends the patterns in postfix notation to the graph gen-
erator.

PSL, an ex_pressive pattern specification language, allows; 3 Graph Generator
the specification of complex patterns. Occurrence Bé& ) i
tern Pis a Boolean function whose domain is an offsetinter- ~ Graph generator performs two main tasks. (i) Generate
val and range is TRUE or FALSE, depending upon whether Pattern detection graphs from user—speqﬂed patterns by in-
the specified pattern occurs in that interval. According to YOKing APIs from the pattern generator library. The graph

the semantics of PSL, a pattern is classified into a simple9&nerator constructs the PDGs corresponding to the pat-
and composite pattern. terns in the pattern detector, and interacts with the WordNet

Database tool to extract the synonyms of single words if
specified. It also extracts and stores the keywords, phrases
and regular expressions, embedded in these patterns in a
shared data structure, suffix trie. (ii) Propagate the extracted
S‘simple patterns to thimfoFilter andIinfoSearchmodules so

Simple patternform the basic building block of the PSL.
A simple patterris either a word such d8tering, a phrase
such asinformation filtering systemsr a simple regular
expression (regular expression on a single word) such a

info. A simple patte_rn Is denote_d by P[Os, Oe], where O_S that they can be detected from text streams or stored data
= Oe (i.e., the starting and ending offset of the pattern is

. . . and propagated to the pattern detection graph. \hfthFil-
the same). A simple pattern occurrence is an atomic occur-

rence of a simple pattern. It occurs over an interval [Os, Oe] ter, when simple pattens (keywords, phrases and regular
o ' . . ' expressions) are extracted, the graph generator stores them
and it is detected at the end of the interval (i.e., Oe). PSL b ) grapn g

. - in the form of a shared data structuseiffix trie with ref-
supports two types of simple patterns, system-defined (e.g

i . _"Y"erences to the node corresponding to the original pattern.
nglnDoc, EndDoc, BeginPara, EndPara_) and user-deflnecﬁvith InfoSearchthe extracted simple patterns are stored in
(single word, phrase and regular expression).

the simple pattern storage for further processing.

A composite patteriis an expression constructed using  WordNet[10] is used to determine the synonyms of the
simple patterns, previously constructed composite patternsextracted keywords, if the synonym option is specified.
PSL operators and options. PSL provides a comprehensiveniordNet is a lexical database tool, partitioned into nouns,
set of operators, OR, non-occurrence (NOT/N), sequentialverbs, adjectives and adverbs using the parts of speech.
(FOLLOWED BY/N), structural (WITHIN/N), frequency  Nouns are organized as a lexical hierarchy of nodes. Each
(FREQUENCY/N), proximity (NEAR/N) and the option node contains the meaning of a word, or a synset (a list of
synonyms (SYN) that allow users to compasemposite  synonymous words). The graph generator sends the key-
patterns Table 1 shows various operators and their func- words to WordNet to extract their synonyms. Once the syn-
tionalities with examples. For detailed explanation of PSL, onyms are extracted, the graph generator stores them.

please refer [5, 9]. 3.4 Pattern Detection Graph (PDG)

3. System Architecture A user pattern is internally represented as a PDG. It
maintains the flow of the pattern occurrences (or maintain-

Figure 1 illustrates the architecture of our system. Be- ing partial histories). For each pattern or sub-pattern, a cor-
low, we discuss various modules of our system briefly. responding PDG is constructed. Many PDGs are combined



Operators

Purpose

Examples

words of each other

Detect patterns that occur within the
same document

OR Provide optional criteria in specifying “bomb’>> OR “‘explosive’
patterns
(“bomb”> NEAR/3 ““‘automotive’) OR
(“bomb”’ NEAR ““building”)
NOT Exclude patterns that are not to be NOT (“‘retrieval”) (‘“information”, ¢
detected Siltering”’)
Exclude patterns with the number of NOT/2 (“‘retrieval’) (“information”,
pattern occurrences exceeds a user “query language’)
specified number
NOT(¢“ information> FOLLOWED
Exclude patterns within predefined BY/4 “‘retrieval”) (BeginPara,
simple patterns EndPara)
NEAR Detect patterns that occur within N “information> NEAR/2 ‘filtering”

“information> NEAR ‘filtering”

FOLLOWED BY

Detect patterns that occur in certain
order within V words of each other

Detect patterns that occur together in
certain order within the same
document

“data” FOLLOWED BY/2

“structures’’

““data structures”
“algorithm”

FOLLOWED BY

Define the scope of detection within a

(““information> NEAR ‘“retrieval’)

WITHIN document, a paragraph or a sentence WITHIN (BeginPara, EndPara)
Define a range for detecting patterns (“information” NEAR/2 “retrieval®)
within a document WITHIN (“InfoFilter”, “Psnoop’)

FREQUENCY Define minimum number of FREQUENCY/5(“Iraq’)
occurrences of a pattern

SYN Keyword synonyms “bomb’’ [SYN]

Table 1. Summary of Psnoop operators and their functionalities.

PARAGRAPH

=

———* Pattern Validator

Notifier

“Iraq” NEAR (FREQ/2
“missile”) WITHIN

T Graph Generator ——
Pattern Detector f ‘

WordNet
Database Tool

!

Pattern Processor

-

A: NEAR
W: WITHIN
BP: BeginPara
EP: EndPara

FQ: Frequency

InfoFilter

InfoSearch

Civilian flights suspended after missile
attack

us. ities in Iraq civilian

Figure 1. System Architecture

flights into Baghdad's international airport
Sunday after a cargo plane was damaged by
a surface-to-air missile over the weekend...

Document Collection



a rule, which means that a predefined action can be taken
when that pattern node is triggered. The action is typically
. Internal nodes - PSL operators — glerting the notifier to send messages to the user providing
O leaf nodes - sim him/her with the stream information where the pattern has
- ple patterns . . . .
been detected. The document information is present in the

wbsarber it PALtErN occurrences.

The flow of data up a PDG and the merging of tuples by
reference to a parent node the operators to detect patterns in documents has a similarity
with composite event detection using event detection graphs
[5, 9] in active databases. Event occurrences are propagated
, i up an event detection graph, in which the composite nodes
Figure 2. Pattern Detection Graph merge their inputs based on criteria known as parameter
contexts. Since there is similarity in the data flow in the
event detection system and our system, we use the frame-
work of such an event detection engine as the backbone for

is constructed recursively in a bottom-up fashion. The leaf ;
. .~ our pattern detector. The paradigm of data flow has been
nodes are created first, followed by the operators defined . . :
kept, with operators and semantics replaced to suit the do-

on these leaf nodes. When a parent node is created, it sub-". . P .
. : . . . main of information filtering and retrieval.

scribes to its children. Essentially, this means that the refer- ) ) o )

ence of the parent is given to the children, so that data can In InfoFilter, when a leaf node is notified, it receives the

be passed from a child to its parent. Thus, every node hasSt@t and end offset af simple patternOn the other hand,

a subscriber list that has a reference to each of its parentsn InfoSearchwhen a leaf node in the pattern detector re-

To optimize space requirements, the graph generator shareS€Ves aset of tuplesrom the Index Interface, it passes a
PDG nodes wherever possible. This is achieved by keeping €férence to this set to its parent nodes. InfoFilter, in

a single, common PDG or sub-PDG for a common expres-the internal nodes, the simple patterns are merged using the
sion or sub-expression. This avoids creation of a new PDG,0PErator semantics and the child patterns offsets. With

if a PDG has already been created for a previous expressiofCSearciwhen internal nodes merge their input set of tuples
or sub-expression. to create a merged output set, they pass a reference to this

set to their parents. The root node has a rule associated with
3.5 Pattern Detector it, which essentially directs the output of the pattern detec-

Efficient detection of user-specified complex patterns is tion to the user through e-mail or other forms of notification.
extremely critical both for streaming as well as stored data. EVen though the set of operators used for both stream data
The detection of a simple pattern is straightforward since @nd stored data are same, the computation at each node (or
the start and end offset of a pattern is the same. HoweverOPerator) are different. With streaming data, operators op-
detection of a composite pattern is complex since it involves eraté onsingle pattern and their offset at a time, whereas
the detection of simple or composite sub-patterns. One ap-With stored data they operate oweset of tuplesobtained
proach to detection is by usirgjstories(Global and Com- ~ USing the index lookup. The stream data is processed as
posite). The other approach for detection is usag@etéc- they come in; fairly static st(_)red data is mdexeq flrtsfc ar_ld
tion Modeg(Restricted and Unrestricted). These approachesthen used for pattern detection. Both have their utility in
are explained in detail with the help of examples in [5, 9].  different application domains.

The pattern detector is a library that provides_ APIs 10 35 InfoFilter
construct the PDGs for the user patterns. Once simple pat-
terns are detected in the stream processor (for streaming InfoFilter [5] analyzes text streams based on the content
data) or in the index lookup (for stored data), pattern detec- and structural information, and notifies the users when their
tor passes the notifications to the corresponding leaf nodegatterns of interest are detected.
in the PDG leading to the computation of the associated Simple patterns are stored by the graph generator in a
complex pattern occurrences. As mentioned, the patternsuffix trie. A suffix trie is characterized as a space efficient
occurrences propagate up the PDG, if the leaf nodes of arepresentation taking significantly less search time. Both
PDG have been notified. The pattern occurrences flow upfeatures are required by InfoFilter to detect patterns. Using
the tree until they reach the topmost node. That node trig-the suffix trie searching algorithm, the tokens are matched
gers the actions associated with that PDG. Initially, when against the stored words, phrases, regular expressions and
the PDG is constructed, the topmost internal node of thesynonyms. For those that do exist, the stream processor
PDG is mapped to the action required once the entire pat-notifies the pattern detector accordingly. The suffix trie re-
tern is detected. A node in the graph can be associated wittceives the patterns from the graph generator after the pat-

Actions

to form a complex pattern as shown in Figure 2. The PDG



terns are mapped to graphs. For each incoming text streamsponse to a user query. The InfoSearch modules are specific
the stream tokenizer interacts with the assigned pattern deto index-based retrieval and search, and the operators use
tector, according to the type of stream. For example, aalgorithms that have been modified to detect patterns over
stream processor handling the web pages interacts with thelata retrieved from an index. The pattern detection engine,
pattern detector associated with web pages. The stream towhich forms the core of the system and includes the opera-
kenizer parses these input streams to detect the occurrenc®r functionality has been changed to process inputs in the
of the stored simple patterns (keywords, phrases, regular exform of sets of tuples. In addition, a generic index interface
pressions and synonyms). For each type of stream, there is apecification and design has been added. The architecture,
separate parser that analyzes the features associated with tigeeneration of PDGs and other aspects are common to both
type of text stream. For instance, for web pages, an HTML InfoFilter and InfoSearch.
parser parses the input stream. Once processed, the pattern |n InfoSearch, unlike InfoFilter, while generating the
processor sends these patterns to the graph generator.  graph, the graph generator stores the keywords specified in
InfoFilter processes the incoming text streams to be the query in a keyword buffer. Once the PDG is generated,
matched against the extracted keywords, phrases and reghe graph generator queries the index for each of the key-
ular expressions stored in the shared data structure. The inwords it has stored in its buffer. This is done through the in-
coming user patterns can be associated with different typegdex interface. The index interface module is responsible for
of streams. That is, a user can specify the type of streamretrieving thehits for each keyword from the index. These
(such as email, video caption, HTML, word) over which a hits are wrapped into a set tiplesand passed on to the
pattern is to be detected. InfoFilter uses a separate streaneaf node that represents the keyword. Thus, a monotoni-
parser in the stream processor and a separate pattern deally decreasing set of data propagates up the PDG, and the
tector for each type of input stream. Patterns are accumu-output of the root node is the answer to the query which is
lated for a stream type in that pattern detector. This al- returned to the user.
lows the system to detect and exploit common patterns over The detection engine of InfoFilter is designed to be
the corresponding PDGs. InfoFilter continuously monitors generic and capable of working with any kind of index. The
multiple types of streaming text, detects simple pattern oc-index interface cleanly separates the InfoSearch system and
currences and notifies the corresponding pattern detectorsthe index which is being used. It is the only module which
Parsers and tokenizers have been developed for HTML,is specific to the index being used. In other words, the index
XML, text, and word document types. interface is the only module that needs to be changed when
InfoSearch needs to be integrated with a different kind of
3.7 InfoSearch index. The index interface accepts simple patterns from the
InfoFilter [9] allows the user to specify complex queries 9raph generator and queries the inverted index. It is respon-
and returns information about every occurrence of the pat-Sible for wrapping the result returned by the index in a set
tern specified in the query. The scope of the search is a preof <doclD, start offset, end offsettuples. The InfoSearch
indexed document collection (e.g., root of a Web site), and Operators need their input in the form of tuples with offsets,
the information returned is the document (e.g., Web page)and hence wrapping the output of the index into tuple sets
in which the pattern occurs, and the position of every oc- IS an important function of the index interface. The set of
currence of the pattern within each document. This is a two tuples generated as the index lookup for a keyword is then
step process in which the first step involves forming a PDG Passed to the leaf node in the PDG that corresponds to that
corresponding to the query. The next step involves a lookupkeyword.
for the index to detect the occurrences of the pattern (includ- .
ing complex patterns) that must be detected over the PDG4' Experiments

to generate the query result. The primary reason for developing operators to detect
InfoSearch [9] accepts complex queries from the user,complex patterns over indexed data was to support efficient
searches an index built on a collection of documents, andsearching of stored documents for complex patterns. For
returns a list of documents that contain the specified pat-streaming data, it does not make sense to store, index, and
tern. It also returns the starting and ending position of eachprocess them disregarding the quality of service (QoS) re-
pattern occurrence within a document. The system can beguirement of near real-time pattern detection. On the other
broadly divided into two components: First, an expressive hand, it does not make sensestoeam already stored doc-
guery language through which the user can specify patternsumentdo use InfoFilter for detecting patterns. Hence, both
involving term frequency, sequences, proximity and con- approaches are needed for different scenarios. Our effort
tainment is required. Second, a pattern detection engine caseparates these two approaches by a few specific modules
pable of getting the required information from the index, and keeps the bulk of the system and the architecture com-
and processing this information to generate results in re-mon. This is an important and desirable characteristic of



our system. It is true that the index-based approach will 6. Conclusions

perform better for larger \{olume of documents where as PSL — introduced in this paper, with its expressiveness
stream-based approach will be better for smaller VOIumeSand well-defined semantics, overcomes the limitations of

that are not static. The crossover point, in terms of numbery, o ¢ ,rrent information filtering systems used for specify-
of words in the document collection, where the indexed ap- i, anq detecting user patterns. It provides a complete set of
proach perform better than the streaming approach was the,aierm operators and options such as frequency, synonyms,
first parameter of interest. A set of 20 documents of aro“ndfollowed by, Boolean operators, structural, wild card, and
1.5 KB each were sele_cted_from the_ Reuters data set. Theproximity. Complete algorithms were developed for com-
total number of words in this collection was around 2600. plex operators and the synonym option. These operators
The documents were artificially converted into a stream, fed ;. on both on sets of tuples of pattern occurrences for
to InfoFilter and .patterns invoIving all the operators were stored data and on streaming data. An index interface was
detected over this stream. The time taken to process thedeveloped for the index, and the index-based algorithms
stream was noted. Subsequently, the same documents Wele e gccessfully integrated with the rest of the system.

indexed, and InfoSearch was used to detect the same paty o system has been completely implemented in Java and

terns as in the previous case. In this case, the time taken fotg o\ ~iiable for use

the result set to reach the root node was also noted. It was

observed that using an index to detect complex patterns out-/. AcCknowledgements
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the documents is not considered in the above comparison
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