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Abstract

In this paper, we point out that authentication proto-
cols with time stamps are encryption algorithm de-
pendent. They are vulnerable to replay attack if
stream ciphers are used. A detailed attack is given
in this paper. Nodes of sensor networks and home
networks are resource limited. One encryption algo-
rithm instead of two should be used for sensor net-
works and home networks for saving memory space.
An authentication protocol which is encryption algo-
rithm dependent is needed for sensor networks and
home networks.

1 Introduction

A number of authentication protocols [6]are designed
with time stamps, in order to guarantee the fresh-
ness of messages. The authors only mentioned that
symmetric encryptions should be used for their pro-
tocols, but did not specify which symmetric encryp-
tion. There are two kinds of symmetric encryptions,
stream cipher and block cipher. In this paper, we
point out that stream cipher should not be used for
those authentication protocols with time stamps. We
give the attack in details.

Nodes of sensor networks [1] - [3], home networks

[4]and duckling [5] have limited resources, such as
very limited storage. For example, nodes of Smart
Dust [1] has only 8 Kbytes instruction flash, 512
bytes RAM, and 512 bytes EEPROM. Nodes of sen-
sor networks and home networks have very limited
memory resource for data buffer. For many sensor
network and home network applications, the data is
relatively short. The data of Smart Dust is only 16
bytes. We quota here Menezes et al [7]’s statement
about stream cipher, “They can also be used when
the data must be processed one symbol at a time
(e.g., if the equipment has no memory or buffering
of data is limited)”. Since sensor networks and home
networks have limited memory space for buffering
of data, stream cipher is good for those networks.
In this paper, we point out that many authentica-
tion protocols, which use time stamps, are encryp-
tion algorithm dependent. Stream cipher can not
be used for those protocols, while other cipher al-
gorithms such as block cipher should be used. So
we either have to use two cipher algorithms, one for
data encryption and one for key update, or we should
use block cipher for both data encryption and key
update. If two algorithms are used, two different
programs are needed. A program will take memory
space. More programs mean more memory space.
Since stream ciphers need less buffer than block ci-
phers, we would like to use stream cipher for both
data encryption and key exchange to save memory
space. Saving memory space is always attractive and
important for resource limited networks, such as sen-
sor networks and home networks.



In this paper, we give attack in details for authen-
tication protocols with time stamps using stream ci-
pher.

Notation used

Z has Cr, and T,. Since we assume that there
is no delay and the clocks are synchronized, we have
T. = Ty. Z performs Cp, ®T, = K5"°*™, and obtain
the corresponding part of key stream. Therefore, he

A(B): Participant

Z: Intruder

Za: Intruder pretends to be A

Kap: Key between A and B

Kstream.  Gtream key used for stream cipher

K%‘;Te‘"”: Part of the stream key using to encrypt T}, 2-
Cr,: Cipher text of T,

Ty Time stamps

At: Maximum clock error
AT: Maximum acceptable time difference
D: XOR operation

can forge any time stamps message later. Suppose
at a later time T, jqter, Z wants to forge a message.
He can operate as follows:

1. Read his current time: T}, jqier
Forge the time stamps: 7% jqer @ K¢ =

T. iater

3. Substitute Cr, with Cr,

later

4. Send it to B: Za — B :{..., Tater; - -} Koy

2 Attack authentication
protocol with time stamps
using stream cipher

on

A time stamp is a four byte number, which represents
the number of seconds elapsed since 00:00:00 GMT,
Jan. 1, 1970.

Assume that A and B have accurately synchro-
nized clocks and there is no delay in sending packets.
Suppose there is an intruder Z. When Z intercept
a packet, he can check his time immediately and get
the current time 75,.

One example of authentication protocol using
time stamps is the ISO Symmetric Key One-Pass
Unilateral Authentication Protocol which is de-
scribed as follows.

(1) A — B :Text2,{T,|Ngy, B, Textl}g,,

For authentication protocols using time stamps,
we generalize the protocol as follows.

A—-B:A{. .. Ta.. }Kk,

Where “...” means any other information sent
by A. Since we are only interested in time stamps,
we omit all other information. We use K5 to
represent the key stream which is corresponding to
the message part of T,. And C7r, is the corresponding
part of cipher text. So we have

Cr, =T, K%Zre‘””.

When B receives the message, he performs the fol-
lowing:

1. Decrypt the message: {...
Kstream = L0 T, aters - - -}

aTz_lateT; .. -}Kab @

2. Check the time stamps: T _jqterr Wwhich, of course,
is fresh. Accept the message

So B will be fooled by Z and thinks that Z is A.
B will accept an old key and an old message. Replay
is succeeded.

However, there is a packet delay for any network.
Generally speaking, a practical network has a clock
synchronization error At between A and B. Now,
let’s suppose the maximum clock synchronization
error is Ataz. Assume that a receiver will ac-
cept a packet if T'— T, < Ar. Z gets the infor-
mation and checks his time 7,. He can be con-
vinced that |T, — T,| < A7 if Z is also a legiti-
mate user. Suppose a time stamps has n bits, i.e.
T = bnflbnfg . bmbm,1 [P bo, and A7 has m bitS,
iLe. At = bm,1 NN bo.

T, = b2 be .. bEbE .. b2
T, = b2 b7 o...b3b% .. b3

Since |T, — T,| < A7, we have either T, > T, or
T, <T,.

If7T, > T,, then T, — T, < A7. There are two
cases for this situation.

(1.1) If bZ,_,...05 > b2 _,...b%, we have
b _ % .. b8 =bZ_1b%_o...b%, (See appendix for
detailed proof).

(1.2) If b5, ,...b8 < b ...
be_ b0 .. b3 = bE_ bE_,...b% — L.

we have

bg,



IftT, <T,, then T, — T, < A7. Since T, < T,
means T, > T,. The symmetric analysis will give
the following results.

(2.1) If b2 _,...0¢ > b%Z_;...b%, we have
N Ay S SR
(22) If b2 _,...08 < b%_4...0§, we have

be_ 0% _o. . 0%, =0bZ_1bZ_o... 0%, + 1.

So we have b%_b% _o...b% = b7 (b7 _,...07,
or b%_.b% o...0% = bZ_jbi 5...b%, — 1 or
be_1b% ... 0% =0bZ_1bZ_,...0%, + 1. Now, like the
synchronization clock case, an intruder can calculate
the keys for the three cases and fake the correspond-
ing time stamps and information. One of the three
cases will give the fresh and legitimate information.

The intruder performs the following:

For the case b _ b8 _o5 ... 0% =bZ_1bZ_o...0%,

1. Calculate the key stream:
{05 b o b Figtrgam DL b o bT, =

,,,,,

stream
Kn—l,...,m'
2. Read current time T, =
c c c 1c c
e BC . bE S, .. DE.

3. Calculate {b7_1b7,_5...b5, }gcstream

4. Substitute {bzflb?172 e bfrln}Kthjfamm Wlth
{05 _1bf g - Oh Frcstream

5. Z4 — B
{. ey b%flbfl*2 P bfnbfrlnb;lnfl PR b(OZ, .o .}KstTeam.

If the assumption is correct, the forged time
stamps is fresh and the information is legitimate. B
will accept it. Otherwise, Z will consider the case
be_ 0% _o. . b8 =0 _1bZ_o... 02, — 1.

1. Calculate the key stream:
{bh_1b5_s - 'b;ln}Kfz“jfgf’f’m ® (bZ_b%_5... 0%, —
1) = K3rem, .

2. Read current time T. =
b _ b5 .. S bs L bG.

3. Calculate be_ b8 _o...08, — 1 =

Y o

4. Calculate {b;,_1bj,_5...b5, }xstream

5. Substitute  {bf ;b _5... b tgstream — with

(b5 b5y b5 Fcstream

,,,,,

6. Za — B :
Lo b b g BET e b b8 S stream.

If the assumption is correct, the forged time
stamps is fresh and the information is legitimate. B
will accept it. If not, then Z will exam the last case
be _ 0% ... b8 =02 b ... 07 + 1.

1. Calculate the key stream:

,,,,,

— stream
1) - Kn—l,.

Lame

2. Read current time T, =
be b5 _o. . bS b L b

3. Calculate be_ b8 _o...08, — 1 =
bt bet, bt

4. Calculate {b5* 05T, .. b5 Yicstream

5. Substitute {bfrll—lb’(rll—2 .. b,,an}Kstjizam Wlth
{bfcltlbflt2 “ e bfj}Ki“ 651,7.7,1,

6. Za — B
{. ey bfltlbfth “ee bf?jb’(llnb’(rln—l “ee b(Ol, .. .}Kstre(mn.

This time Z should succeeds. From the above, one
can see that the maximum number of cases he needs
to consider is three.

Of course, the intruder has no way to know in
which case B will accept the information. However,
by trying three times, he can cheat B to accept an
old message. Since replay means that an intruder can
trick B to accept an old message, replay succeeds.

3 Conclusion

Authentication protocols with time stamps are en-
cryption algorithm dependent. They are not against
replay if stream ciphers are used. An intruder can
launch a replay with 100% success rate. Those pro-
tocols can not be applied to sensor networks or home
works if only steam ciphers are used.



A Appendix: Proof of

or
b b .. b _
B b b0+ 1

The condition for the following discussion is |T, —
T.| < Ar.

For this result, we have two cases.

Case 1: T, > Ty and b7, _;...b5 > b2 _,...b§.
Suppose b%_ 0% _o ... b% FbZ_ b7 _,... b7,
Because T, > T,,.

We have b7 _ 0% _o...07, > b%_1b% _o...0%

m*

Assume that b7 _,b7_5...07, =b%_1b% _5... 0% +
0, where 6 > 0

Because § is an integer number.

Therefore § > 1.

Now T, — T, =5 x 2™+ (b, _q...b§—b%,_1...b%).

Because b7 . bg — b .0 > 0 and AT =

m—1 m—1 -
2m —1.
Therefore § x 2™ + (bZ,_; ... b5 — b, _1...b%) >
2m > Ar.

This conflicts with |T, — T, | < Ar. Therefore, we
must have b _ 0% _o...0% =0bZ_1b_,...bZ,.

Case 2: T, > T, and b2, _;...b5 > b2, _;...b.
This is a symmetric case of case 1 with the ex-

change of ¢ and z. By symmetric analysis we have
b(l b(l b(l i bZ bZ bZ
n—1“n—2--Ym — Yn-1Yn—-2"--+Ym:-

A.-2 bgl—l 3_2...6%: fl—l 2_2...61%”_1
Because T, > T, and b2, _;...b5 < b _,...b§.

We have bZ_1b%_o...b% > b%_1b% _,...b%.

Assume that b7 _ b7 _o...0%, = b2_1b%_o... 0% +
0, where § > 1.

Now T, —Tq=30x2m+(b7,_,...05 —b%_4.
and A7 = 2™ — 1.

Because [T, — T,| < AT,

Then § x 2™+ (b7, _1 ... b5 —0%, _1)...b§) <2m—1

Therefore 6 x 2™ < 2™ — 1 4+ (b b —

m—1 -

. bg)

b . bE).

Because b7, _;...0§ —b%,_;...b5 <O.

Therefore b2, _,...b§ —bZ,_;...b5 > 0.

When b%,_;...05 = 11...1 and b;,_;...05 =
00...0, we have the maximum value, i.e.
max(b%,_q...b% —bZ _;...b5) =2" — 1.

Therefore § x 2m < 2™ — 1 +2™ — 1.

Then § x 2™ < 2 x 2™ — 2.

Therefore 6 < 2.

And 1 <6 < 2.

Hence § = 1.

And b7 _1b%_o...0%, =02 _1b% _5...0% + 1.

A3 00 b0 b = b b, b ]
T, > T, and b% _,...0§ < bZ_;...b5. This

is symmetric to the above case. By a simi-
lar symmetric analysis, we have b;_,b%_,...b7, =
be_ b2 _o...0% — 1, ie. be _ b2 _o... 08 =
bZ_,bZ_5...07, + 1.
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