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Abstract— This paper presents a traffic control agent
that can perform the dynamic resource allocation by
controlling traffic flows on a Diff Serv network. In addition,
this paper presents a router that can support DiffServ on
Linux to support selective QoSin I P network environment.
To implement a method for selective traffic transmission
based on priority on a DiffServ router, this paper changes
the queuing discipline of Linux, and presents the traffic
control agent so that it can efficiently control routers,
efficiently allocates network resourcesaccording to service
requests, and relocate resources in response to state
changes of the network. Particularly for the efficient
processng of Assured Forwarding(AF) Per Hop
Behavior(PHB), this paper proposes an ACWF2Q+ packet
scheduler on a DiffServ router to enhance the throughput
of packet transmission and the fairness of traffic services.
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. INTRODUCTION

For the last few years, IETF(Internet Engineering Task
Force) WG(Working Group) have carried out research on
IP(Internet Protocol) packet transfer mode based on new
service models to support QoS that requires real-time
application services, and representative services are
IntServ(Integrated Services)[1] and DiffServ(Differentiated
Services)[2]. IntServ modd transmits packets after reserving
resources for each flow using RSVP (Resource reSerVation
Protocol) to overcome delays in end-to-end packet
transmission.

However, to support IntServe model, each intermediate
router has to store information about flow, so it needs a
storage space and may have high process overhead.
Particularly in Internet backbone routers, the transmission
rateisvery high and the number of linked flowsisvery large,
soit ishard to support IntServe model at core nodeg 3-5].

Therefore, the structure of DiffServ model and relevant
standards are being developed as a new service model that
may overcome the limitations of IntServ model, which has a
scalability problem, and be applied to Internet backbone
networks. First of all, DiffServ mode purposes to classify
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QoSinto anumber of classes and guarantee the transmission
quality of service according to each class.

Accordingly, DiffServ. modd defines differentiated
services by marking QoS information on specific fields of 1P
headers(IPv4: ToS Field, 1Pv6: Traffic Class Field), and
appropriate transmission(PHB: per hop behavior)[6] is
carried out according to the QoS information.

DiffServ model tries to solve the scalability problem of
IntServ structure by dividing therole of boundary nodesfrom
that of core nodes. DiffServ needs a device to determine
resource all ocation based on theresources required by clients
and SLA(Service Level Agreement)[7] information set in
network nodes, and a device with such a function is called
BB(Bandwidth Broker)[8].

DiffServ model, which was proposed to overcome
problems in IntServ, is under development for its
implementation. However, the proposed model has not been
deployed in networks yet. The reasons are discussed through
analyzing results from previous research on proposed
DiffServ structure{9-11].

First, while the structure of IntServ model guarantees
QoS of each flow that of DiffServ cannot support QoS of each
flow and its QoS is not perfect because it distinguishes
services to be guaranteed by class. Thus, although DiffServ
model solvesthe scalability problemin the core network sois
superior to IntServ model in application to actual networks,
it cannot provides perfect QoS becauseit does not support the
function to guarantee QoS for each flow.

Second, DiffServ models proposed so far does not
mention the use of a signal protocol. That is, because
DiffServ modd adds class information concerning QoS to
ToS field of IP headers and carries out each PHB process
based on the information, the necessity of a separate signal
protocol has not been raised. However, to support dynamic
SLA in DiffServ model, the use of a signal protocol is
essential for communication between BB and boundary
routers within a differentiated service network, between
hosts and boundary routers within a differentiated service
network, and between BB even if it may be necessary for
resource reservation.

Third, therole of BB isvery important for dynamic SLA
interference. However, IETF Diff Serv Specification does not



clearly define the role of BB. Therefore, it is necessary to
define the role and function of BB for DiffServ.

To solve problems as mentioned above, this paper
proposes a traffic control agent that performs dynamic
resource allocation in response to demand for bandwidth
from routers and clients that support DiffServ, which
guarantees QoS sdlectively in IP network environment.

The traffic control agent proposed in this paper carries
out the function of dynamic resource all ocation by collecting
and analyzing information about traffic on network nodes,
and for dynamic resource alocation, defines a signaling
system between the traffic control agent and clients, between
the traffic control agent and routers, and between the traffic
control agent and another traffic control agent.

In addition, for DiffServ-supporting routers,
ACWF2Q+(Asynchronous and Class based WF2Q+) packet
scheduler, which provides the functions of asynchronous
gueuing and by-class queuing, is proposed to improve the
processing rate and fairness of AF PHB and guarantee QoS
for each explicit forwarding(EF) micro flow.

[l. TRAFFIC CONTROL AGENT

Thetraffic control agent in this paper performs dynamic
resource management based on resources required by clients
and SLA(Service Level Agreement) information. To
perform dynamic resource management, a traffic control
agent has a database to store bandwidth allocated to each
SLA and usesit as basic data to decide resource allocation in
the future.

If a client requests a service to a boundary router of the
network, the router sends the service request information to
the corresponding traffic control agent based on SLA
information including servicetype, target transmission rate,
the maximum burst size and service time. On receiving
service request information, the traffic control agent checks
if it can allocate the requested bandwidth and, if available,
sends admission information to the boundary router.

That is, a traffic control agent manages the whole
resources in the differentiated service network, and decides
admission/rejection according to the policy of differentiated
service network. By doing so, it performs the functions of
communication between internal routers as wel as
negotiation with neighboring differentiated service
networks.

To perform these functions, the traffic control agent in
this paper has atwo-tier structure.

Thefirst tier is for inner domain resource management
that handles resource allocation inside the differentiated
service, managing resources through communication
between the traffic control agent and routers inside the
domain.

Thesecondtier isfor inter domain resource management
that supplies and allocates resources on the network
boundary between two domains. For this, it exchanges

information such as the traffic volume and the traffic type
between two domains through admission control between
traffic control agents.

Asshown in Fig. 1, the traffic control agent proposed in
this paper is composed of an admission control module, a
resource management module and a congestion analysis
module. These modules are explained in following sections.
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Fig. 1 Structured diagram of traffic control agents for flow
management
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2.1 Admission Control Module

The admission control module decides whether a new
request will be admitted or not so that the sum of reservation
rate of flows on the link does not exceed the capacity of the
link. This module can perform SLA negotiation statically
referring to policy database or dynamically in connection
with the resource management module.

The initial policy of this module is set by the network
administrator and the defined policy isstored into Policy DB.
The admission controller decides the admission of service
after performing SLA referring to Policy DB in responseto a
client'srequest. If the request is admitted, the traffic control
agent performstraffic control through communication with a
flow manager in the DiffServ router.

The flow manager performs functions such as dynamic
filter generation, queue management policy definition and
gueue weight allocation. Dynamic filter generation creates
“u32” filter in Ingressinterface of aboundary router to meter
packets, and performs DSCP marking of traffic classified
through “tc_index” filter in Egressinterface.

Queue management policy and weight setting for
allocating reserved resources is applied equally to boundary
routers and core routers.

2.2 Resource Management Module

To process SLA information requested by clients, the
resource management module collects information about
network resources from routers and calculates the
availability of service. The information collected from
routersis stored in Management DB, and information from
calculating the availability of serviceis stored in Policy DB.
Information stored in Policy DB is used by the admission
control module to decide the admission of clients requests.



In addition, the network utilization rate in a differentiation
service domain is calculated and used as information for
SLA between clients and a traffic control agent.

Asshown in Fig. 2, the resource management modulein
this paper uses a packet acquisition method and SNMP
module. The packet acquisition method is used to check the
traffic transmitted to the differentiated service network by
service unit, and is implemented using LibPcap library.
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Fig. 2 Structured diagram of Resource Management Module

In this module, packet collection and database storage
are executed as separate process, and a shared memory
technique is used for data sharing among processes. The
packet acquisition method acquires packets through packet
filtering process in a network device, decodes the headers
according to some routines and stores them into the shared
memory buffer. At that time, the data conversion process
reads the data, converts them into structure fit for database
tables through a series of conversion processes, and store
them.

2.3 Congestion Analysis Module

The congestion analysis module analyzes transmission
rate, utilization rateand error rate for each packet flow based
on management data collected by the resource management
module and uses them as basic material for. Equation (1)
through (5) is used by this module to analyze network
utilization rate and error rate. Variables in these equations
aresummarized in Table 1.

Table 1. Variables used in Equation (1) through (5)

Variable |[Explanation
X Previous polling time at polling cycle
t Polling cycle
ifinOctets  |Total number of octets received at the interfaceg
fOutOctets Total number of octets sent outside the
interface
) Time from the last re-initialization of the
sysUpTime
system
ifSpeed Current bandwidth of the interface (bit per
second)
FINError Number of packetsnot delivered to upper layers
dueto error
totalPktin  [Total number of packets arrived

First, to estimate the network utilization rate of FDDI
network, measure the input/output traffic volume of all
routersin FDDI network and dividethe sum into two. To get
theinput. output traffic volume of all routers, sum the total
number of bits of packets sent by the sender and the total
number of bits received by the receiver and divide it into the
total bandwidth of the network link as Equation (1).

Input/Output traffic of router :

(total _bit _sent +total _bits_ received ) / bandwidth (N}

Because the maximum transmission rate of FDDI
network is 100Mbps, the utilization rate can be estimated as
Equation (2).

FDDI Utilization :

1 [ifinOctets,.,, - ifInOctets,) +ifOutOctets,,,,, - ifOutOctets,, *8]1
(sysUpTime,,.,, - sysUpTime, ) * ifSpeed * 100 1

" devices
2

In general, if the utilization rate of FDDI network
exceeds 90%, it is regarded as overload. It is not serious for
the utilization rate to go over 90% temporarily, but if the
average utilization rate is over 90%, the entire network is
overloaded, so it must be reconstructed or upgraded. To
compute network traffic utilization rate, Congestion Control
Module uses different analysis equations according to
component network. Basically Ethernet uses the
broadcasting transmission mode.

Thus, to measure the utilization rate of Ethernet
networks, sumall input. output traffic and dividethe sum of
traffic by the maximum bandwidth. Equation (3) shows the
equation for analyzing Ethernet traffic utilization rate.

Ethernet Utilization :
[ifinOctets,,, - ifInOctets,, +ifOutOctets,,,,, - ifOutOctets,, * 8]
- - - ] 3)
(sysUpTime,,,,, - sysUpTime,,, ) * ifSpeed * 100 ! (

For serial link utilization rate, there aretwo transmission
modes, which are half duplex mode and full-duplex mode. In
case of half-duplex seria link, the sum of input traffic
becomes the utilization rate of the link, and in case of
full-duplex serial link, there are two lines according to the
direction of link connection. In serial links, if the utilization
rateisover 90%, thenetwork isregarded as overloaded. Like
FDDI network, it is not serious for the utilization rate to go
over 90% temporarily, but if the average utilization rate is
over 90%, the network is considered to have a serious
problem, so it is necessary to reconstruct the network or
upgrade equipment.

Full-duplex serial link utilization :
Max[(total_bit_sent + total_hit_received)/bandwidth] :
[(ifinOctets,.,, - ifInOctets, ) ), (ifOutOctets,,.,, - ifOutOctets,, ) * 8]
[ . : . 1 (4)
(sysUpTime,,,, , - sysUpTime,,)* ifSpeed * 100




Equation (4) shows equations to analyze the utilization
rate of full-duplex serial link for each direction of link
connection. As for error rate, if over 1% of the entire
bandwidth is proved to be error, the network administrator
must check network devices. Equation (5) shows the error
rate analysis equation.

Traffic error rate :

iflnError,,,, - ifinError,,
Q)
total Pktin,,,,, - totalPktn

In Equation (5) meansthetotal number of input packets.
AsEquation (6), thetotal number of input packetsisthe sum
of the number of input unicast packets, the number of input
broadcast packets, and the number of input multicast
packets.

Tatal input packet count :

totalPktin = (ifinUcastPkts + iflnBroadcastPkts + ifinMulticastPkts)  (6)

[11. DIFFSERV ROUTER

DiffServ router performs functions such as policing and
marking in the boundary router inside DiffServ domain, and
the core router executes PHB using the first 6 bits of ToS
field in the IP header. Because DiffServ operates based on
groups, it treatsflowsnot individually but asa group, namely,
a single flow into the differentiated service network. In
addition, when packets are sent and received from other
differentiated service domains, all boundary routers must set
a queue management policy fit for their domains to packets
arrived from other domains. Table 2 shows parameters to
compose the dsmark queue management policy of boundary
routers.

Table 2. Parameters composing dsmark

Variable name/ tc keyword Value Default
indicies 2" none
default_index 0...indicies-1 absent
set_tc_index none(flag) absent
mask 0... Oxff Oxff
value 0 ... Oxff 0

In Table 2, parameters composing dsmark are indices,
default_index and set_tc index. indices is expressed as a
pair of (mark, value) indicating the maximum table size.
When setting indices, the maximum table size is calculated
and set and the valueis 2n.

set tc_index informs dsmark of the value of DS field,
and store it into the filter. Fig. 3 represents the operation
procedure of dsmark queue management policy.

The procedure is described as follows.

DIf'set_tc_index' issetintheinput packet, DSfield checks
it and storesfiltered value into 'skb->tc_index'.

(Classifier is executed and returns class ID stored in
'skb->tc_index'. At that time, if a filter is not found,
‘default_index' option is applied. If al these are not
satisfactory, the value of 'tc_index' filter is reset.

@After D and (2) are competed, the packet movesto 'inner
gdisc'. Here, the packet reuses the return value in the
filter (class ID returned after being stored in
skb->tc_index), and the value is used asindicesfor table
(mask, value).

@Finally, the value of DS field allocated to the packet is
converted by Equation (7).

new_DS_ fidd=(old_DS_ field & mask) | value (7)

skb —> iph —> tos

| _—— optional: DS field is copied to tc_index

Filter

— Filter

classid ‘ Queueing discipline }—» -

Default

tc_|ndex is translated to DSCP

sch_dsmark

Classifjer may use tc_index Mask Value

skb > tc_index
Fig. 3 dsmark queue management policy

Equation 7 is to abstract a new DSCP value to execute
PHB of the core router at tc_index of the boundary router.
tc_index filter executes masking using Oxfc in Ds field
abstracted from input traffic, and the masked bit shifts
rightward two hits to convert a new DSCP value.

In corerouter, each PHB isclassified (BA classification)
based on the DSCP value of packets classified in the core
router inside differentiated service network and entered into
its queue.

To provide quality service to packets set as EF, AF and
default PHB, appropriate buffer management policy and
scheduling are executed. While the setting of a boundary
router is expensive and dynamic, the setting of core router is
cheap and static.

In the corerouter, packets are classified by thefilter into
AF, EF and BE services, and classified packets are scheduled
according tothe operation of a packet scheduler connected to
the corresponding class.

Fig. 4 showsthe detailed structure of a corerouter. In the
figure, ds_mark queue management policy isdirectly related
to the output device, and here ToS bytes are abstracted from
packets entered and transmitted to tc_index filter.

tc_index filter executes masking by applying Oxfcto ToS
bytes abstracted, and abstracts DSCP value by shifting the
masked bit rightward by two bits. Abstracted DSCP valueis
stored in skb->tc_index and packets are transferred to CBQ
(Class Based Queue).
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Fig. 4 Detailed structure of a core router

When packets are entered, CBQ 2:0 classifies them into
AF, BE and EF traffics. EF packetsaremoved to class 2:1 by
Ox2e filter, and the other packets are moved to class 2:2
through O filter.

Because EF PHB in CBQ 2:0 must have priority over
other kinds of PBB executed together to interrupt service
priority, it uses pFIFO(priority FIFO) buffer management
policy and is served prior to AF and BE traffics by CBQ 2:0.

To process AF and BE traffics, CBQ 3:0 is divided into
class 3:1 and class 3:2. AF traffics are scheduled by WRED
buffer management policy and ACWF2Q+ scheduler, and
BE traffics execute RED buffer management policy.

Then the two competes for service priority according to
CBQ 3:0 queue management policy.

The packet scheduler in this paper employs an
ACWF2Q+(Asynchronous and Class-based WF2Q+) packet
scheduling algorithm which isamodified version of WF2Q+
algorithm to support asynchronous and class-based queuing.
WF2Q+algorithm was updated in order to be implemented
with less complexity than WF2Q (Worst-case Fair Weighted
Fair Queuing)[12] algorithm.

WF2Q was developed to overcome the limitations of
WFQ (Weighted Fair Queuing)[13] that is well known as a
packet queuing algorithm.

The ACWF2Q+ scheduling algorithm uses the virtual
time function of WF2Q+ as it is, but can support
asynchronous queuing by placing a busy field in each class.
It can also perform class-based queuing process which can
resolve the problem of increasing queuing complexity dueto
theincrease of flowsin WF2Q+algorithm.

Unliketraditional methodsin which aqueuing processis
performed for each data flow, asynchronous queuing hastwo
independent processes, onetriggered by areceiving interrupt
when enqueuing and the other by a sending interrupt when
equating.

In asynchronous queuing, enqueuing may be followed by
equating or not depending on the state of the parent class and
the root node of the connection. In case equating does not
occur immediately a busy field is placed in the class, by
which the enqueuing process cannot call the scheduler. In
this way unbalanced scheduling to specific classes is
prevented for fair transmission.

Toresolvethe problem of increasing queuing complexity
when the number of objects to be queued increases in other
scheduling algorithms, the class-based queuing composes a
class using flows with a similar flow rate, performs queuing
with this class, and decides which packets are sent. It is
because, different from an ATM network where the packet
size is fixed and classes are composed according to the
requested service rates, it is meaningless to compose classes
according to the requested service rates for the packet
networks in which the packet sizeis variable.

Thus, the class-based queuing of this paper classifies
flowsinto specific classes according to the serviceinterval of
packets and decides packets to be sent. Fig. 5 gives the
procedural diagram of enqueuing and equating by the
ACWF2Q+ scheduler of this paper and the brief
explanations are given below.

LT Connection 1
T Connection 2

‘ Schedule

Parent class's HOL packet schedule
Select the lowest V.C packet

No Packet V.C <=
System V.C
Yes
L.
Set busy field = 1

Fig. 5 Procedural diagram of enqueuing and equating by
ACWF2Q+ scheduler

‘ Schedule

Parent class's HOL packet schedule
Select the lowest V.C packet

When a packet is received, the packet goes through the
packet classifier and enters into the enqueuing step. If the
gueue of corresponding connection isempty, after the virtual
time of the connection is set, the packet is enquired,
otherwise the packet is enquired immediately.

If the busy field in parent class of the packet is 0,
scheduling is performed. After scheduling the packet, the
packets in the HOL (head of line) among the connections
bel onging to the parent class of the packet are scheduled. A
connection with the shortest virtual timeis selected, and the
packet of this connection is selected as a final packet of its
parent class. Inthe sameway, among all classes of root node,
aclassis selected.

The corresponding packet in the selected class is
compared to other classes, and a packet with the shortest
virtual time is selected for being served. When a packet is
selected, the busy field of corresponding classis set to 1, and
dequeuing is performed. After dequeuing, the busy field of
the recently transmitted class is reset for the next service.
These steps are repeated.



V. PERFORMANCE ANALYSYS

This section analyzes the performance of the traffic
control system in DiffServ environment proposed in this
paper through a real test. The rea test modd for the
proposed model is as shown in Figure 6. It measures system
performance using delay, jitter, and packet drop rate. How to
measure delay is defined in RFC 2679[14]. Deay is
measured using the difference between the wire time of the
last bit of a packet recorded by the receiver side and thewire
time of the packet arrived at the link recorded by the sender
side. Jitter is measured using the method defined in 1PPM
WG[15][16] of IETF as wdll as delay, and indicates the
continuity of two packets. Thus, two packets are necessary to
measure jitter. If the delay of i th packet is D;, its jitter
becomes | D; - Dj4|.
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Fig 6. Real test evaluation model

4.1 AF(Assured Forwarding) PHB

Test 1 measured traffic processing rate and service
fairness when applying ssTCM, RED buffer management
policy and PQ (Priority Queue) to three TCP flows and one
UDP flow and when applying trTCM, WRED and
ACWF?Q" scheduling algorithm proposed in this paper to
the same flows.

To calculate the fairness of AF PHB, this paper used
Equation 8[17].

3 )
Fi=—1 (8)

% Yt
¥

In Equation 8, FI(Fairness Index) is to value fairness,
which ranges between 0 and 1. Xi indicates the average
processing rate of the i th traffic source, and N means the
total number of traffics in the sender. If FI is closer to 1, it
means that the distribution of bandwidth through which
traffics are delivered to the receiver isfairer.

Figure 7 is the result of testing average processing rates
when applying s TCM, RED buffer management policy and
PQ (Priority Queue) and when applying trTCM, WRED and
ACWF2Q+ scheduling algorithm, which are traffic control
conditions proposed in this paper. First, according to the
result of applying s TCM, RED and PQ, each flow before
bottleneck causes  traffic  congestion satisfies

CIR(Committed Information Rate) and is fairly allocated
surplus bandwidth. As shown in Figure 7, however, after
congestion has happened, UDP micro-flow is allocated not
only its own bandwidth but al so surplus bandwidth and most
of TCP flows are discarded and not allocated bandwidth at
all.
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Fig. 7 Average processing rate of TCP and UDP micro-flows

Second, according to the result of applying trTCM,
WRED, ACWF2Q+, which are traffic control conditions
proposed in this paper, both TCP and UDP flows are fairly
allocated traffics for AF traffics as well as for surplus
bandwidth as shown in Figure 8. In addition, fairness is
improved if CIR is set closer to PIF (Peak Information Rate)
intrTCM setting. The bigger the difference between PIF and
CIR, the more of available bandwidth UDP micro-flow
occupies.
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Fig 8. Fairness of TCP and UDP micro-flow

4.2 EF(Expected Forwarding) PHB

This section perform a test on what influence the
aggregation of EF traffic loads and EF micro-flows has on
the transmission rate of the whole EF traffics. Performance
factors used in measuring transmission rate were drop rate,
delay and jitter.

This test proved that packet dropping in EF class is
related to the number of flows composed of classes. In



addition, it showed that even if the size of EF packet
increases, the packet drop rateisaslow as 1.2% because the
rate of policing by PQ policier is applied differently
according to packet size. It was also found that the increase
of EF trafficload increasesthe packet drop rate but decreases
delay. Jitter increases along with the number of flows
because of EF traffic load, and then remains constant since
the number of EF micro-flows reaches 12.

Figure 9 shows packet drop rates when a number of EF
micro-flows are aggregated. In thefigure, the drop rate of EF
packets increases with the increase of EF micro-flowsin the
class. Asshown in Figure 11, EF traffic load beginsto occur
from 600K pbs, which isten thirds of the whole link capacity
and packet dropping begins to occur when the number of EF
micro-flows reaches 16.
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Fig. 9 Packet drop rate according to the number of EF
micro-flows (pkt size: 256byte)

In addition, theincrease of the number of EF micro-flows
reduces EF load caused by packet dropping. Figure 10 shows
that packet dropping occurs when the size of EF frame
increases from 256 bytes to 1024 bytes and the maximum
packet drop rate is less than 1.2%.
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Fig. 10 Packet drop rate according to the size of EF
frame(pkt size: 1024byte)

V. CONCLUSION

This paper proposes a traffic control agent that can
perform the dynamic resource allocation by controlling
traffic flows on a DiffServ network. In addition, this paper
proposes a router that can support DiffServ on Linux to
support selective QoS in IP network environment.

To implement the router supporting DiffServ, this paper
proposes aconceptual model of a DiffServ router aswell asa
mathematical model of traffic flow between edge routers.

Toimplement amethod for selective traffic transmission
based on priority on aDiffServ router in Linux, and presents
the traffic control agent so that it can efficiently control
routers, efficiently allocates network resources according to
service requests, and relocate resources in response to state
changes of the network.

Particularly for the efficient processing of Assured
Forwarding(AF) Per Hop Behavior(PHB), this thesis
proposes an ACWF?Q" packet scheduler on a DiffServ router
to enhance the throughput of packet transmission and the
fairness of traffic services. The ACWF?Q" packet scheduler
enhances the throughput by solving the problem of
restricting the use of excess bandwidth in AF PHB, and
enhances fairness by solving the problem that, some packets
of low priority are not provided with services at all, in worst
case in the existing priority-based queuing.
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