A Framework For Managing Emergent
Transmissions In IP Networks

Yen-Hung Hu Robert Willis Hyeong-Ah Choi
Department of Computer Science Department of Computer Science  Department of Computer Science
Hampton University Hampton University The George Washington University
Hampton, Virginia 23668 Hampton, Virginia 23668 Washington, DC 20052
yenhung.hu@hamptonu.edu robert.willis@hamptonu.edu hchoi@gwu.edu

Abstract— Theories and experiments have shown that average individual network domain. Therefore, adopting new queue

end-to-end delay of flows increases and TCP becomes ineffiste management a|gorithm3 by mod|fy|ng the current Internet
and instable during network congestion period, regardlessof infrastructure is practically difficult.

which queue management and packet scheduling mechanism

are being applied. Despite the concerns of network congesti When networks are congested by the increasing non-

problem have raised by the implementations of various per-iw  responsivé traffic, TCP becomes inefficient and instable,
based transmission protocols and queue policies on routerthere regardless of which queue management and packet scheduling

are still very few efforts to assess the feasibility of modifing . . .
network infrastructure to accommodate these new algorithns. It mechanisms are being applied. It was reported that even the

is practically impossible to reach the performance that clamed pe"‘ﬂOW. based queue algorithms reveal a significant short-
by the per-flow based algorithms, while updating routers is coming in protecting packets from normal flows when large

very costly and beyond the control of every individual netwok  amount of non-responsive flows exist [6], [7]. Thereforengs
dorn.ai”' In ”t‘.is pgpetr, ";’fe tp:(esem a”kapﬂ,icﬁ‘“o” '%yer re'?’t'e TCP protocol and existing queue management algorithms to
multi-connection best effort framework which provides qudi . . . _

of service (QoS) for emergent communicationsp with noqor vgry transmit em_e_rgent messag_es (_"e" strict QoS demand ee’rv_'c
few changes of the existing network infrastructure. Perfomance Such as military communications, emergent public service
of our approach and other several existing algorithms is stdied reports and resource reports, etc.) during network coingest
by using the network simulator NS2. period is not an appropriate approach.

|. INTRODUCTION In this paper, we propose a framework for managing emer-
Jent transmissions with no or very few changes to the exjstin

control technologies are based on queue management rnet infrastructure. In our previous researches [&] have

packet scheduling policy at each router. The first-in-firsP?Served: (1) UDP with proper packet lost indication and
out (FIFO) scheduling with drop tail (DT)) queueing is thd€etransmission mechanisms could prov_lde better perfocmgn
simplest queue management policy for congestion cont@} Q0S than TCP when a network is congested by high
applied in most routers. The random early detection (REGHE Malicious flows. (2) a flow with smaller size will have
[1] is the most popular active queue management scheme?frite" S‘_”‘“Vab"'ty and end-to-en_d dela_y than a ﬂO_W with
which the drop policy is dynamically changing in response t§'9€" Size. These two observations give us the ideas of
network traffic conditions. These schemes work well whe#ESI9ning our application layer reliable muiti-connentipest
their traffics are properly implemented TCP flows. Severﬁf‘fort framework.
alternatives have been proposed to improve the situatitih wi The remainder of the paper is organized as follows. In
the objective of allocating a fair share of bandwidth to eachection 2, we describe theoretical analyses of the enaido-e
flow. They include SRED [2], FRED [3], deficit round robindelay of UDP and TCP flows. Section 3, we show simulation
(DRR) [4], and fair queue algorithms [5]. results of larger and smaller flows while they are affected by
Despite the performance improvement that per-flow basacigh rate malicious flow. Section 4, we discuss the variatio
gueue management algorithms suggested in the literatupésnd-to-end delay while a single connection transactfon i
has been achieved in experimental environments, there pl@ning to transmit the same amount of data as a multiple
significant drawbacks when they are implemented in re@dnnections transaction. Section 5, we depict our framiewor
networks. Every router traversed by active flows must adopith rationale analyses. Section 6 conclude the paper.
these queue management algorithms in advance. However,
algorithms are usually implemented by router manufactures
and selected based on the Internet infrastructure, andingda  1\gn-responsive means that it will not reduce sending ratievexperi-
all routers is very costly and beyond the control of evemncing packet losses.

In the current IP networks, most of the existing congesti



Il. END-TO-END DELAY ANALYSIS OF TCPAND UDP Round  Round Round

congestion through complex mechanisms includitoyv starf
congestion avoidanceand fast retransmissionAt the be- X : META
ginning, TCP starts its congestion window (cwnd) at 2 and
sends out 2 packets (the same number as the congestignl. Delay of TCP flow:. If there is no packet loss in the last round,
window size) at once. TCP increases its congestion winddw=_! and delyD; = t; + RT'T;. Otherwise,D; = t; + . RT'T;. Where,

. . . k; depends on the time needed to retransmit all lost packetsedast round,
size by 1 each time when a non-duplicate acknowledgmegidicates a lost packet, and Y indicates a retransmittezketa
(ACK) is received. However, this increment will be tuned
to 1/cwnd when the current congestion window size is
larger than the slow start threshold (ssthresh) (This ikedal if N;/B; >> «x;RTT;, thenDi ~ N, /B;.
congestion avoidance). Generally, TCP uses two mechanismket j be a router passing through by TCP flowg; is its
to evaluate network congestion (i.e., packet losses):iptelt average queue size, aig is its capacity. Therefore average
duplicate acknowledgments (dupacks) and retransmisisian t round trip time of TCP flowi could be demonstrated as
out (RTO). If the notification of packet losses is due to
retransmission time out, TCP will reset the congestion wind RTT; ~ a; + Z 9 <a;+ Z
to the initial size (i.e., 2) (this is called slow start). Hever, ; Cj ;
if the notlflcathn of packet losses is due to 'Fhe re_ceptlon wherea; is the fixed propagation delay; /C; models the
of multiple duplicate acknowledgments, TCP will shrink the , , o I
congestion window to half of the previous size (this is ahllgdUeueing delay of routef, andg;*** is the maximum queue

. . size of routerj.
fast retransmission). In both notification cases, the slast s . .
threshold will reduce to half of the congestion window size To discuss the throughput of TCP flawwe adopt the result

In this paper, we focus our attention on the congestigﬁom [9] and rewritel3; as

avoidance behavior of TCP and the impact on throughput and

Round —
In this section we study stochastic models for congestion S H
control that yield relatively simple analytic expressidosthe H H H e | s
end-to-end deléyof TCP and UDP. re H H Y H Recenveal
Round s — — B Re ]  ACKs of last
A. Model of TCP 2 =5 B B H e
TCP is a responsive protocol which reacts to network 1@ E H H = % ........ - l
RTT,

q;n axr
Cj

®3)

end-to-end delay which are using as the assessment of QOSB,-(pi) ~ 1
We consider a TCP flow starting at time; = 0, where the RTT; 251' + Ty min (1,3 55 )pi(1 + 32p2)
sender always has data to send until all packets are traegimit 4)

We assume flow hasN; packets, and needs([0, £;]) seconds  \yhereTy, is the retransmission time out, apgis the packet
to transmit them. LeB; be the throughput (i.e., sending rate)gss rate of TCP flow.

of flow i. We have From equation 4 we have observed that the througliut

N, of TCP flow: reduces when the packet loss ratencreases.

B =-— (1) Therefore, the end-to-end delay for delivering All packets

) ) enlarges.
Therefore, for the receiver of TCP flowy it needs at least

t; + k; RT'T; seconds to receive al; packets (see Figure 1).B. Model of UDP

Where, RT'T; is the average round trip time of flow x; is UDP is a non-responsive flow which adopts best effort
a constant which relates to packet loss of the last round.piblicy and does not reduce the sending rate when experigncin
there is no packet loss during the last round and no packeftwork congestion. Meanwhile, unlike TCP, UDP does not
retransmission involved, them; will be 1. However, if there retransmit lost packets. Therefore, the throughput of a UDP
are packet losses during the last round, thewill be larger flow will keep at whatever it is at the beginning until all
than 1 and depends on how long it needs to retransmit all Iggickets are transmitted.

packets. Assume an UDP flowk, having N, packets, starts at time
Therefore, the delay; of TCP flow will be t;, = 0, where the sender always has data to send untivall
N packets are transmitted. Thus the time needed for sending al
D; =t;+rk;RTT; = E‘ + ki RTT; (2) packets is
Ny
2Because of retransmitting all lost packets, in TCP, endrd-delay means ty = (5)

the period between the time stamp of the first packet beingaahthe time By,
stamp of the last packet being received. But in UDP, packetg lose without Let’s ignore the lost packets (Actually, UDP packet losg rat

being retransmitted, end-to-end delay may only reflect thkeogd between . . . . L
the time stamp of the first packet being sent and the time stintpe last will affect qua“ty of service, for instance, VoIP. But, shwill

successfully received packet. not be discussed here.), and the end-to-end dBlayof UDP
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Fig. 2. Delay of UDP flowk. Delay Dy, = g—:ﬁ +dy,. Where,d;, depends on
network propagation delay and queueing delay, and X inglicatlost packet.

Fig. 3. Network Topology. WhereA is an attackerR is a receiver for this

. . . tacker,X; and X are routers,S; is normal flows, andR; is a receiver
flow k& will be measured as _the _tlme pe”(‘_’d needed for ﬂr S;. The sending rate of the attacker is very high and almostaatihe
N}, packets to reach the destination (see Figure 2). Theref@egieneck.

end-to-end delay);, of flow k& can be illustrated as

Buffer size is 100 packets for bottleneck link, and 50 pagket

Dy = == 4+ dg, () for other links.

where dj, is affected by network propagation delay andé\. High Rate Malicious Flow

queueing delay. IV,/ By, >> di, then Dy ~ Ni./ By In our simulations, packets from the high-rate malicious

C. Effect of Flow Size flow are introduced into the network during whole simulation
period. On the Internet, malicious packets may come from

Let flow ¢ andj be two TCP flows with siz€V; and IV, . . . L
. multiple sources and destined to multiple destinationghis
packets respectively. To compare end-to-end delay of these

; ; aper, as so many researchers have shown that the Internet
two flows, both of them are induced into the same netwo(K ... . . . o

. . . raffic is not a traditional Poisson process but self sintifar
environments. Where, these two flows will have approxinyate

. . process [10]-[13] and only a few characteristics of the ma-
the same drop probability, propagation delay, and queueir : : .
iclous flow are clear and available in the literature, we use
delay. Therefore,

the Hurst parameter (H) and rate of the aggregate traffic as

D, N4 RTT, the input to generate the simulated malicious traffic. We do
F" =2 (7) not differentiate identifications (IDs) from every packets
i g TRiRTT; the malicious flow, and we simply consider tie value and

rate of the malicious flow.

A code published inhttp://ita.ee.lbl.gov/html/contritwas
implemented in the NS2 simulator. This program takes the
H value as an input and generate an output as a time series
é(g}woseH value matches with the given input.

K In this paper, we pickd = 0.95 (high self similarity) to in-
dicate the major characteristic of the high rate malicioosfl
When the malicious flow is the only traffic in the network, it
1. END-TO-END DELAY EVALUATION OF VARIOUS FLow shows bursty behaviors and almost consumes all the batitene
SIZES bandwidth: goodpdt~ 1.5 Mbps (see Figure 4). Meanwhile,

In order to evaluate the effect of flow size, in this sectiorwe h'gh ”_’“e malicious flow is always on the network and
%oexsts with the normal flows.

we study the end-to-end delay of flows, including TCP an
UDP, with different flow size. B. Various TCP Flow Sizes

To mimic the malicious attacks, a high rate malicious 1, eyajyate the size effect of a TCP flow while it shares the
flow is induced into the network. The details of the networléame bandwidth with a high rate malicious flow, we induce

topology is showing in Figure 3. In the network, bandwidtQe,era TCP flows, having different flow size, one by one into
and propagation defay of the bottleneck (- X>) are 1.5Mbps o network which is nearly saturated by the malicious flow.

and 20 ms respectively. Bandwidth and propagation del&y,ce Tcp is a reliable protocol and will retransmit all lost

between the senders (include an attacker and several norg@ékets the simulation results show that the end-to-efay de
flows) and router 1 are 10 Mbps and 2 ms respectivelyt tcp (period between the time stamp of the first packet of
Bandwidth and propagation delay between receivers aneéroy}e Tcp fiow being sent and the time stamp of the last packet
2 are 10 Mbps and 4 ms respectively. of the TCP flow being received) is propositional to the flow

_Evaluations are performed on NS2 network simulator. EVegy, o (see Figure 5). Such results support our observatibns o
simulation starts at 0 seconds and end at 100 seconds. On eYeLyious Section.

link, Drop Tail (DT) and first in first out (FIFO) are selecte
as the queue management and scheduling policy respectivel§Goodput means the rate of packets successfully reach thiaatis.

According to Equation (4),B, ~ B,, if they have ap-
proximately the same drop probability, propagation dedeny]
queueing delay. Meanwhild);/D; ~ N;/Nj;, if N;/B; >>
k; RT'T; ande/Bj >> HjRTTj.

Intuitively, we could also deduce that the end-to-end del
of a UDP flow is proportional to its throughput when networ
conditions are fixed (see Equation 6).
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packets may lose during transmissions, Y-axis may not teftex receiving
time of the last packet of the UDP flow. UDP’s sending rate &Mbps, and
slope of the data i9.04.

§ 60 ] i

7 50 // we could evenly divide it into)M smaller flows, and each

é e R smaller flow will hasN/M packets, and the composite flow

S 207 il is made by thesé/ smaller flows. In TCP, the larger flow

g 10] - and the smaller flows will have same protocol setup (ssthresh
0 s . . e cwnd, maximum cwnd, etc.). In UDP, the large flow and the

smaller flows will have same sending rate.

In our simulations, the larger flow is evenly divided into
10 smaller flows. In TCP, the larger one and the smaller ones
have the same protocol setup, but the larger one will transmi
2000 packets but each of the smaller one will transmit 200
packets only. In UDP, the sending rate of all of them is 0.2
Mbps. The larger flow will send out 2000 packets but each of

C. Various UDP Flow Sizes _ -eacl
We also evaluate the size effect of a UDP flow while fhe Sf.“a"er one will send ogt 2.00 packets_only. Again, since
CP is a reliable protocol, it will retransmit all lost patke

shares the same bandwidth with a high rate malicious ﬂo‘tljvhtil all packets are successfully reached the destinaimte

Since UDP adopts same congestion control policy (beSttMO{JDP is not a reliable protocol, it only sends out packets in

as the malicious flow, the end-to-end delay of UDP is alstg)est effort manner without any consideration of lost patket
proportional to the flow size (see Figure 6) (Since UDP do y P

not provide retransmission for the lost packets, some pgack erefor end-to-end delay of TCP flow is counted as the period

may lose during transmissions and the last received padéke e}xveir;r:?z;:jmtﬁesi?r;n; sc;fartr:w ;;r\:,;]g?;:;e t g;;gte o-fr(fhl:; f1|_0(\:NP
the UDP flow may not reflect the last packet of the UDP flow 9 P P

Such results also support our observations of previousd®ect .IOW being received. However, end-to-end delay of UDP flow
is counted as the period between the time stamp of the first

packet of the UDP flow being sent and the time stamp of the
last received packet of the UDP flow (it may not be the last
V\Packet of the UDP flow).

Fig. 5. End-to-end delay of TCP flows with various flow sizeo# of the
data is0.03855.

IV. END-TO-END DELAY AND GOODPUTEVALUATIONS OF
VARIOUS FLOW NUMBERS

In Section Ill, we have studied the effect of the flo
size in terms of end-to-end delay. We have observed that: A
smaller flow (both UDP and TCP) will have smaller end-toa comparison of 1 Larger TCP Flow and 10 Smaller TCP
end delay than that of the larger flow when both of them aggq,y
under the same network environments. Therefore, pairititgpn
a larger flow into several smaller flows may improve the First, we evaluate the end-to-end delay and goodput of
end-to-end delay and meet the requirements of several Qb8 larger TCP flow and the 10-smaller-TCP composite flow.
concern applications (e.g., VolIP, Audio, Video, ect.) with Figure 7 shows that the 10-smaller-TCP composite flow has
modification of the existing network infrastructure. shorter end-to-end delay than the larger TCP flows no matter
In this Section, we study and evaluate the end-to-end delapat flow size they have. Meanwhile, Figure 8 shows that
and goodput of a larger flow (TCP or UDP) and a composithe 10-smaller-TCP composite flow has better goodput than
flow which is made from several smaller flows (TCP or UDP}he larger one. Note that, the goodput of the 10-smaller-TCP
Where, this larger flow has the same amount of packets as tmenposite flow drops close to 0 Mbps after 50 seconds because
composite flow. For instance, if a larger flow haspackets, most of them have finished the transmissions.
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Fig. 10. Goodput of one larger UDP flow (blue triangle) and df@esmaller-
UDP composite flow (pink square). Where the larger UDP flovdserut 2000
packets, and each of the ten UDP sender of the 10-smallercb@iposite
flow sends out 200 packets (overall is 2000 packets). Theirsgmdte of all
UDP flows is 0.2 Mbps.

B. Comparison of 1 Larger UDP Flow and 10 Smaller UDP

Flow

Now, we are examining on the end-to-end delay and goo‘éf—hlch follows the ideas of:

put of the larger UDP flow and the 10-smaller-UDP composit€l) A partitioning mechanism for evenly dividing the larger
flow. Our simulation results show that: end-to-end delayhef t flow into several smaller flows is needed because smaller
10-smaller-UDP composite flow is much better than the larger flows will have better end-to-end delay than the larger
UDP flow (see Figure 9), and goodput achievement of the ©One.

10-smaller-UDP composite flow is not only better than thé2) UDP with proper packet loss indication and retransmis-
larger UDP flow but also beats the high rate malicious flow sion mechanisms could provide better performance than
(Initially, the malicious flow almost saturates the botdek, ~ TCP when network is congested by a high rate malicious
1.5 Mbps. But, its goodput is down to about 0.4 Mbps now.)  flow.

(see Figure 10). Note that, the goodput of the 10-smalleRUD

composite flow drops close to 0 Mbps after 10 seconds becaseAlgorithm

most of them have finished the transmissions. . o _ .
In our algorithm, a specific application must be installed

V. APPLICATION LAYER RELIABLE MULTI-CONNECTION in both ends to provide QoS for their communications. This
BEST EFFORT FRAMEWORK application uses UDP in the transmission layer and covers

From the studies we have done in previous Sections, Jedlowing 4 major functions (see Figure 12 for the details):
have observed: A smaller flow (TCP or UDP) will have shorterl. partitioning Larger Flow The larger flowf; with N;
end-to-end delay than that of the larger one when they are in packets will be evenly partitioned intd/; smaller flows
a congested network; and UDP will provide better goodput by using functionPartition(B;, N;). Where, B; is the
achievements than TCP when they are in the same network bottleneck bandwidth on the path of flow This func-
environments. tion will find the optimized number of the small flows

Therefore, we have proposedApplication Layer Reliable according to the bottleneck bandwidth and the large flow
Multi-Connection Best Effort Frameworksee Figure 11) size.



Sender Receiver

Algorithm 1: Application Layer Reliable  Multi-

Connection Best Effort Framework

ovie
ovie

fi: flow 4.

B;: bandwidth of the bottleneck on the path of flaw
Bandwidth(f;): return the value ofB;.

f: 3" small flow of 4.

Partition into
N connections

Integrate into

-+—» Application Layer -—iw one file

b5 5 N;: size of flowi.
CEE ~ N Connettions " -.' M;: flow i is evenly divided intoM; smaller flows.
4 S I it 1 o Partition(B;, N;): return the value of\f;.
5Bk B a: the period of updating3.
5Bl : 3: the period of retransmitting lost packets.
& \57 S N/ ~: the period of indicating the packet loss inforation

to the sender.

™ v: number of packets being retransmitted.

lost_packet;: store lost packets at the receiver.

Lost_Indicator(lost_packet;): store lost packets’ ID
and send it to the sender eveyyseconds.

Lost_Buf fer;: store lost packets at the sender.

R;: overall sending rate of flow.

Tie = Rl/M»L

Send(r;): send packets for each smaller flgw

Retransmit(Lost_Buf fer,v): retransmitted lost packets.

- demcomtmeca.
:l<—> UDP Protocols <—>-:—

DropTail DropTail
IRED IRED

Router Router

Fig. 11.
work.

Application Layer Reliable Multi-Connection Besffort Frame-

BEGIN:

1. Update bottleneck bandwidtB, every o seconds.
B; = Bandwidth(f;);

2. Retransmit lost packets evepyseconds.
Retransmit(Lost_Buf fer;,v);

3. Indicate packet loss information evefyseconds.
a. Lost_Indicator(lost_packet;);

2. Updating of Bottleneck Bandwidth: The bottleneck band-
width that flow: (f;) traversed will be updated evety
seconds by using functioBandwidth(f;). In ordr to
reduce overhead, in our implementatonz> .

3. Retransmitting Lost Packets: The lost packets of flow
will be retransmitted every seconds by using function
Retransmit(Lost_Buf fer;,v). Where,Lost_Buf fer;
stores lost packets of flow at the sender, and is the
number of lost packets which will be retransmitted every

b. addloss_packet; into Lost_Buf fer;;
4. At time ¢:
a. Partition flows into M; small flows.
M;(t) = Partition(B;(t), Ni);
b. Send packets of each sub-flow in ratgt).

V sub-flow; of flow ¢ do
Send(ri(t));
c. If a packetpy, is lost, add it intolost_packet;.
lost_packet; = lost_packet; + py;

time. To avoid involving another burst of packet losses,
retransmission will occus seconds after detecting packet
lost. Wherepy < v+ 8 < a < 27.

4. Indicating Lost Packets: The receiver will indicate the | 5. t =t +dt. _
sender the information of lost packets evergeconds by E-NS_OTO 1 until all packets of flow: are received.

using function Lost_Indicator(loss_packet;). Where,
loss_packet; stores lost packets of flowat the receiver.

Fig. 12. Application Layer Reliable Multi-Connection Bé&sffort Framework

VI. CONCLUSIONS

Since we have observed that: (1) UDP with the retrans- The performance study of our approach and other sev-
mission mechanisms for the lost packets could provide betf@@l existing algorithms is performed through the network
performance than TCP; (2) The smaller flow will providgimulator NS2. We would see that with proper tuning of
better end-to-end delay and goodput than the larger flol}e parameters, the QoS provision of emergent fransmission
and (3) Modification of the current Internet infrastructuce C€Ould be achieved with no or very few changes of the existing
accommodate per-flow queuing algorithms may have practié}ﬂtwork |n_fra§tructure. These results encourage us tolcntevg
difficulties. Therefore, we propose an application layéiabge  Other application layer approaches and could embed them int
multi-connection best effort framework which could satisfthe existing multi-media applications.
the QoS requirements of several existing applications. Our
algorithm has several functions for handling flow partitian
packet lost indication, retransmission, and bandwidtHates
tion. Since our framework uses multiple connections for a
large flow, it can provide better survivability and end-tude  This work has been supported in part by Hampton Univer-
delay for emergent transmissions during network congestisity Research Fund (Account index 211146, Fund 100000, Org
period. number 3372, Program 4212).
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