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Abstract— More and more metering schemes based on someHoffman [11] argued that it was critical to standardize the
special protocols or mechanisms are used to calculate the mber  yeb measurement processes. Then they provided an overview
of visits which a website receives in a certain time frame. of current practice and considerations that affect the tipres

gzsghégeoimgﬁg tnol]‘mrrg%r:eé/ftk\l/iastitzn S?w\t/itlargz% prﬁgrf;) ?)r\é\/t%?:ilts of what stands for network advertisement. But both of these

were suggested for metering schemes in literature. Howevethe two discussions were not concerned with the security issues
discussion mainly focused on the theory of the metering schee. In 1998, Franklin and Malkhi [6] were the first to use the
How to design or realize the metering scheme is unclear. In t8  rigorous technical approaches to discuss the meteringrsehe
paper, a general transforming method which can transform a Teir scheme required neither a third parity involved nar th

secret sharing scheme into a metering scheme is proposed. ah . .
we follow this methodology to design a practical metering dieme record of any party that could be used to trace the identity of

based on a modular approach. clients. Actually, it offered only a "lightweight securityand
Keywords: Metering scheme, Secret sharing scheme, Autheifiere is a great possibility of inflating the metering result
tication. Later, a secure metering scheme to prevent web servers from
inflating the numbers of their visits was proposed by Naor and
. INTRODUCTION Pinkas [10]. Their scheme is based on a modified version of

Due to the rapid development of science technology ampolynomial secret sharing scheme introduced by Shamir[15]
network transfer rate, more and more digital data, such &kere are three main parties included in their scheme, i.e.
documents, pop music, e-boolkgc., are transmitted through m servers,n clients and an audit agency. Here, the audit
Internet. So, Internet and website environment provide- maxgencyA is similar to a trust third party and it is responsible
keters with the new tools and convenience that can incredse appraising the popularity of the servers. They applied
the success of their marking efforts. However, advertiseasmodified version of secret sharing schemes for the audit
need to know what their advertising result is. Therefore, agency to detect fraudulent intentions by some corrupessrv
mechanism or protocols needed to measure the popularityAdfthe same time, it can protect the metering processes from
the websites and the selecting situations of advertisenent disrupting by ill-disposed clients. Their schemes are giesil
order to reach this goal, metering schemes were proposedwork for = time frames and it is supposed to be secure
Until now, more and more metering schemes were used within such time frames. A server is able to figure out its iroo
calculate the interactions between websites and clients.  for a certain time frame if it has received a number of clients

On Internet, the metering traffic of websites is usualllarger or equal to a fixed threshold Then the audit agency
performed by automatic programs, which are installed at webll make a certain payment to the server according to its
servers to collect the access information from clients.t&&y proof. In other words, the audit agency cannot pay anyttong t
can also be used to collect the traffic information accordintbe server if its audience does not achieve the defaulttbtds
to which the advertising fee is decided. For example, tf&ince their pioneered studies, many metering schemes such a
amount of money paid from an advertiser to websites c§®l, [3], [4], [5], [8], [9], [12], [13] have been proposed in
be depending on the number of visits. From the view diterature.
economy consideration, we believe that website may pmctic After our analysis, we found that there are some related
fraud. When websites control the collection processes er tfeatures existing between the proposed metering schemes
stored date, there may be cause many serious security sorrgand the secret sharing schemes. Hence, there maybe exists
It shows that metering schemes should be secure enouglatmethodology which can transform secret sharing schemes
prevent this kind of fraud behaviors. into metering ones. Here, a generalized transforming naetho

So far, there was much research focusing on meterirggproposed in this paper. Then we combine it with another
the website’'s traffic. In 1997, Pitkow [14] discussed howhreshold scheme constructed by Chinese Remainder Theorem
to uniquely identify users and pay for the usage of proxi€d€RT) to generate a practical metering scheme which can
and cache providing access for many clients (or many visitsyercome the drawbacks in [2], [3], [4], [5], [8], [9]-
who registered at the servers for a single visit. Novak andThe rest of this paper is organized as follows. In next



section, we state the relationship between the secret shardoes not need to communicate with clients to renew the
ing scheme and the metering scheme. Then, we review #tedows. All shadows held by clients will vary automatigall
Asmuth-Bloom threshold scheme in detail and provide atcording to the time frame and specific servers. We find
example to explain this scheme. A practical metering-s&henmat the secrets in the metering process must be relateeto th
algorithm is proposed in Section 3 and then we analyze tharameter of and the identity of severs (for the sevey, its
security of our scheme in Section 4. Finally, Section 5 prese identity is j).
our conclusions. Here, we denote the mathematical method used to share se-
crets in the metering scheme H¢x) and to generate the secret
in the metering scheme @&~ (x), where %" means the input
parameters of these methods. When we are going to share
A secret of the one group, such as a ke€ycan be splitinto 5 secrety, the functionH (x) = H(¥) is used to distribute
several shares distributed to everyone in this group. TOWV8C the shadows of the secret to C1,Cy,...,C,. Relatively,
the secretk, only some of the shares are required. Such\ghen we are going to regenerate the sedetx” indicates
problem is called secret sharing or secret splitting problé  the collected shadows. S6,= HY(Cy,Cy,...,Ch). Here,
1979, the most common secret sharing scheme was propogRd shadows held by clients are concerned with a specific

by Shamir[15]. The secre” (or master key) is broken int0  parameterz, where » denotes the operation betweerand
different "shadows”V1, V5, ..., V;, each of which is chosen ; (je » = ¢0 ).

from a setV such that it satisfies the following conditions in
his scheme. A. Review the Asmuth-Bloom threshold scheme
1) Knowing h or more tham different V; can recovelx. Now, we conduct a study on thé,(n)-threshold scheme
2) Knowing onlyh — 1 or less different/; cannot recover proposed by Asmuth and Bloom[1], and then try to extend it
K. to a metering scheme. There are two phases in their threshold
Any such system is referred to as &, £)-threshold scheme scheme, i.e., environment formation phase and secreteecov
or "h-out-of-n” secret sharing scheme. phase. Here, we roughly review this metering scheme as
Secret sharing schemes are Origina”y used for key ma{ﬁllOWS |n—depth treatments of the notations can be found i
agement issues, i.e., they are used to protect the master i@éy
from being leaked to attackers. However, we found that secre Part 1: Environment formation phase
sharing schemes might be applicable to the metering schem€1], they first let the shadows be congruence class of a
by using some transformation rules. When we deployed thember associated with the sectkt The audit agencyA
h-out-of-n secret sharing scheme, there were a trusted ththooses a set of integepsd;, do, . . . , d,,, which must satisfy
party andn participants. Let the trusted third party as a dealehe following conditions.
whose job is to break a secrktinto n shadows and distribute 1y g, < ¢, < ... < d,;
them ton participants,C1, Cs, ..., Cy. Then, people Who 2y ocd(d;, d;) = 1, for i # j;
collect anyh shadows are able to reconstruct the sesfeThe 3y o.q(p, d,) = 1, for all i;
dealer is also responsible to verify the reconstructedesecr 4) Hi}_l d; > th:l doiin;
Now, let F(x) be a share secret function ait*(x) be the 5) p K. !
function used to generate the secrets, whefemeans the
input parameter of these functions. When sharing a secrét, ’
indicates the secrdt’. So,F(x) = F(K), i.e., as a secrek’ is
broken into several shadowig, V-, ..., V,, each participant
C; gets a fixed shadow; for i = 1,2,...,n. Relatively,
when recovering the secréf, "x” indicates the shadows, i.e.,
F YV, Va,...,Vs) = K.

Il. RELATIONSHIPS BETWEENSECRET SHARING SCHEMES
AND METERING SCHEMES

. Wheregcd(d;, d;) denotes the great common divisor of two
integersd; andd;. In Condition (1), we choose incremental
integers, which are labeled ds to d,, and are relatively prime
in Condition (2). Then, we pick a random prime numpeo
satisfy the Conditions (3 - 5).

Next, let M = H?Zl d; andr be a random integer within

M _ .
Analogously, in the metering schemes, the audit agencytPse range (, | P 1]]- The audit agencyd computes the

h
similar to the dealer in the secret sharing schemes. The alRfifameteri’ = K +rp and0 < K’ < [[;_, d;. _
agencyA manages to split a major seceeinto n shadows and Finally, in order to decomposk into n shadows, the audit

distribute these shadowstaclients. If a server has the numbe@9€ncyA computesk” = K;  (mod d;) and distributes the
of visits equal to the threshold value and verifies all the P&r (Ki,d;) as shadows to each client. From Condition (4),

shadows are correct, he will certainly reconstruct the etecr@ny 7 different clients can generate the paramétér People
Therefore, the server can prove its visits without handivero WO get the parameter&” and p are able to recover the
all information of clients to the audit agency. However, theecrets. On the other hand, if only: — 1 shadows were
same secret cannot reuse in different time framim the Known, essentially no information about the sedketan be
metering scheme. Once a sever has gotten the cqmeaf; it ecovered.

might forge the number of visits. In other words, we expected Part 2: Secret recovery phase

that our metering scheme is able to make a sever figure duth pairs of different shadows$K;1,d;1), (Ki2,di2), ...,
different secret for different time frames. The audit agend Ky, d;;,) are known, the parametdt’ can be figured out



by performing the CRT. LetM; = d;; ---
the abbreviation of CRT computations as followidg =
CRT(]\/[l, dil! dig, . d/ihy Kil,KiQ, ---,Kih) mod]V[l.

d;n,. We denote

Initialization phase:

First, the audit agencyl chooses a random sectg&t Then
the audit agencyd usesd as a parameter to produce initial

Due toM; > M, we can uniquely determing” and compute messages for each client and server. The initial message of

the secret’ by K’ modulop[7].
B. An example of Asmuth-Bloom threshold scheme

each clientC; is considered as its shadow. The audit ageacy
sends such messages to all receivers through a secure thanne

Now, we give an example to describe the Asmuth-Bloom Regular operation phase:

threshold scheme.

The clientC; uses its own shadow and the initial message of

Example 1: We assume that the seciktis 3, the threshold S; to compute a response and then gives i foSimilarly, the
valueh = 3 and the total number of clients = 5, the prime serverS; will receive the initial message &f; and a response
numberp = 5 (ged(K, p) = ged(3,5) = 1 and five numbers from the clientC; whenC; visits S;. The serverS; will keep

d1 =11, dQ =13, dg =17, d4 =19, andd5 = 23.
Part 1: Environment formation phase

the shadow if it is workable.
End of time frame:

1) Check whether these selected parameters satisfy ﬁ"]?eserveﬂj sends a request to audit agentyo demand the

conditions (1-5) or not.
CalculateM = d; x da % dg(: 2431) >pX dy X d5(:
2185).

2) Choose a random numberbetween) and |22+ — 1].
Here, we pickr = 481.

3) Distribute the shadows. Lét’ = K +rp = 3 + 481 x
5 = 2408 and then

Ky = K' (mod d;) =10,
Ky = K' (moddy) =3,

K; = K’ (modd3) =11,
Ky = K' (moddy) =14,
Ks; = K' (mod ds)=16.

Part 2: Secret recovery phase

If we get three of the shadows, we can compufe By
choosingK,, K3 and K4, we have

My =dy xd3z xdy =11 x 17 x 19 = 3553. (1)
Then applying CRT,

K' = CRT(My,dy,ds,dy, K1, K3, Ky)
= CRT(3553,11,17,19,10,11,14)
2408 (mod 3553).
Consequently,
K'=K (modp)=3 (mod}5). )

IIl. A PRACTICAL METERING-SCHEME ALGORITHM

According to [10], there are many clients;, Cs, ..., C,,
many serversSi, Ss,...,S,, and an audit agency in

their scheme. The audit ageney is a special party that is
responsible for dealing with measuring the interactionis|t
not necessary for clients and servers to trust each other, b
they all trust the audit agency for the purpose of metering.

In particular, the goal of the metering system is to measure

proof generation. Whei$; makes the request, audit agency
A will give another challenge to him. If the servét, has
received a certain number of visits during a certain timenfra

he can response the challenge by calculating all the reteive
shadows and the initial message.

A. A Practical Metering-Scheme Model

As explained before, we extend the above threshold
scheme[1] to meet the requirement of our proposed scheme.
Because the metering scheme must work over several time
frames and several servers, the sedrfetannot be revealed.
However, the traditional threshold scheme can be only per-
formed once. Here, we reconstruct the Asmuth-Bloom thresh-
old scheme to satisfy the requirement of metering scheme. Th
initial message of each client is related to every time frame
The audit agency selects a random interval of number sequenc
for each client. For the clienf’;, the audit agency selects
a specific interval betweeth,, andd;,;. In the time frame,
the client chooses a random primg in the interval. Then,
he applies the random numbeinto the polynomial function
f(z), whereG(z) = K + f(z)p and z denotes the operation
betweent andj (i.e. jot). Each value off (z) is restricted to be
between 0 and £ — 1]. As the above definitions, we choose
a set of integers based on the following parameter selection
rules.

Parameter selection rules

Rule 1a set of interval§diva, divs), (d2va, davs)s - -
(dnva, dnwvp), Wheredy,, < doya < ... < dpye and
Aoy < dopp < ... < dpup.

Rule 2» > K.

Rule 3G(z) = K + f(z)p, wheref(z) is a polynomial and
its value is within the ranged[ L% —1]1.

Yhese parameter selection rules are applied to our proposed
metering scheme scenario as follows:

the number of visits that a server receives. Here, the visit ¢~ () At the initialization phase:
be defined according to the information such as a page Aitcording to the parameter selection rule 1 and 2, the audit
or any other relevant information. Therefore, these opmrat agencyA chooses a secrdt, a prime numbep and a set

of the proposed metering scheme have the following geneddlintervals(diva, divw), (dava, dovb), - -

structures.

3 (dnmu dnvb) where
(diva < diub)-



The audit agencyA randomly selects a polynomialthe proposed scheme.
f(2)(which is a polynomial and its value is within the rangéttack 1:A server is not able to generate the corrpatof
[0, L% — 1]]) and then compute&'(z) = K + f(z)p. without receiving enough shadows.

Finally, he gives the informationG(z), (diva, divb)) as In order to recover secrek, G(j o t) in t needs to be
a shadow to each clienf; through a private channel andfound. If (K}, ;, K, ;,..., K}, ;) are revealed, by CRTK
generates the identity messagéo each serves;. modulo M; can be known wher@/, = d;1+ diot ... dine. AS

(i) During the regular operation phase: M, > M, can be uniquely determined(j o t) and K. On
the other hand, if onlyh, — 1 or less shadows are revealed,
essentially no information about the secfétcan be found.
Attack 2: If some clients reveal their shadow-generating
function, then the probability of a corrupt server beingeatiol
. K forge the shadows of these clients in other time frames can be

(iii) End of the time framet phase: ignored .

If the number of visits are over the threshold value, theeerv we assume that there areclients in a metering system.
will combine the CRT method and these shadows to genergigen a clientC; joins this metering system, he will receive
its proof. If the number of visits do not reach the threshold, thgis own shadowing-generating functia@ and an interval
serverS; can ask for some shadows from the audit ageAcy (diva, divp) from the audit agencyd. Let R be a prime and
until he is able to generate his proof. Finally, the auditreye 4;,, < R < d,,». If a client C; reveals its shadow-generating
A will pay something to the serve§; according to his proof function G(z) to a corrupt sever in a certain time frame

When a clientC; visits a serverS; in a certain time frame
t, the clientC; randomly selects a numbéf; (d;y, < dix <
divs) and computesi(j o t) = K}, (mod dy). Then the
client C; gives the informatio{ K} ., d;:} to S;.

and the number of shadows, which the server asked. the maximum possibility that the server can guess the correc
Now, we give another example to explain why our proposeghadows isl- and the server only has one time to guess the
scheme is feasible. possibled;;, during another time frame,.

Example 2: The audit agencyl chooses the parametefS, Attack 3: If some clients denote their shadow-generating

h, n, p, di, do, d3, d4 andds which are the same as thosdunction to a corrupt server, the server can not forge the

in example 1. Now, we assume that the ser¥ghas its own shadows of other honest clients.

identity messagg = 2 and the audit agency pinks arandom A client C;, denotes its shadow-generating functi6iiz)

function f(z) = 42> 4+ 3z 4 3. Then he compute§'(z) = to a server. We assume that a metering systemrhelents

K+ f(2)p = 3+ 5(42® + 32 + 3) = 20z% + 15z + 18 and  and the average number of prime numbers betwggn and

gives it to each client’;. We also assume that any client isj; ., is R. When the corrupt server gets the shadow-generating

able to us&7(z) to calculate its shadow, but he is not able tunction, it may want to get the shadow of another client

denote the functiori(2) to anybody. C;,. The max possibility that the server can guess the correct
In regular operation, when the clie@y visits the servelS;  shadows is71_L X % and the server only has one time to guess

in the time framet = 3, it receives the identity = 2 from the possiblel;,; during another time frame

S3. The clientC; computesG(2 x 3) =828 (mod 11) =3

(mod 11) and gives the pair3( 11) to the serverS,. Then the V. CONCLUSIONS

clientsCs and C, visit the serverS, in the same time frame.  In this paper, we have introduced a formal transformation

They give their shadowsl2,17) and (11, 19) to S,. from the threshold scheme to the metering scheme. Then, a
At the end of the time framg = 3, the server has practical metering scheme is proposed by using these transf

received three visits in the time frame, and then he performmation rules to overcome the drawbacks in [2], [3], [4], [5],

CRT(3553,11,17,19,3,12,11) to find the proof. The server [8], [9].

So gives the value ofroof to the audit agencyl. After the

audit agency gets thproof, it verifies that the secrek’ = 3

is equal to theproof. If the proof is correct, the audit agency The authors would like to thank this work was supported by

A will make a full payment to the servef,. the National Science Council, R.O.C., under contract N&NS

94-2218-E-150-001 and NSC-94-2218-E-006-021.
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