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Abstract

Today’s mobile phones are considered as fashion gadgets, communication ,deesEmnal
organisers and are rapidly moving toward becoming personal computers. Ticesdaetworks and
operating systems are getting ever sophisticated, while the giridevices and network connection is
falling rapidly. This has increased the span of mobile users andyatailiéxplore the limitation of the
devices for the hackers and crackers. The current authenticatiohnamem and lack of security tools
(such as the lack of good antivirus) should be considered cntieadtl measures should be put in
place for the near future. The paper looks at development in mebidlogy and revises mobile
industry improvements, with regards to security implications armaigitts to provide some solutions.
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1.0 Introduction

The increasing drop in price of mobile devices and coirecharges, have brought a situation where
the devices are used not only as tools to facilitaig ldistance communication but also play role of
personal computer, organiser and/or as a multipurpose cemipkgt the desktops and laptops [17].
Nowadays the mobile have extensive power in terms ofepsiitg mechanism, random access
memory, and hard drives, such as the Nokia N91 with 4T&B.technology trends and in effects the
human development in communication have also introducedityeissues that are to be considered
critically. Issuessuch as internet browsing has made younger generat@ntiace the technology and
learn it well, thus providing learning interest to thevrgeneration. However the lack of security on
these devices is currently starting to worry many mittdustry. The importance of mobile telephone
to the community and its controversial implicatiore @&laborated in [16]. He argues that “mobile
phones are important to this population because thegaapensate for missing or reduced physical
capability. Another approach is that the mobile emnnent itself can reduce capability. Features that
help some people compensate for reduced capability hepsomplify average ability.” At the
moment mobile usage ranges from being a simple commumcateans to seriously data storage
device with computer like capabilities. Many in the basmindustry are already using mobile phones
for internal E-Mail exchange that also facilitates dowdl@nd upload of data. Due to these issues
security needs to be taken seriously in mobile phonee®and architectures needs to be developed to
protect sensitive data on the device, over the aiharcell, and in the server. TrustDigital [23], put it
this way “your sensitive information, patient informoat, client financial information and competitive
intelligence are now lost on the subway”.

This paper discusses the current structure of securipfementation, the suggested structure of
security implementation and suggesting new measures thehs@curity issues. The paper is divided
into four sections starting with the Operating Systé@S) and devices improvement which also
emphases the network capabilities. The service orientaf mobile devices and the security issues
(authentication and viruses). Suggestions to the solutithe iesues encountered are given thereatfter.

2.0 Mobile systems evolution and revolution
Mobile devices are normally very small and required neeny functions apart of communication

(making a call). However, all the mobile devices aasgffied by certain characteristics. Below are
common mobile devices characteristics provided ingadl [24]:



e Limited memory

» Limited disc space

» Limited screen size

* Low power consumption

» Restricted user input facilities

Most of these characteristics are being overturnechastille devices are increasingly striving to take
over laptops and even desktops. Improvements in devegasbility, capacity functionality have
proved to quickly be on the rise. Among all of these, dperating systems (OS) play the most
important role on this development front.

2.1 The evolution of the Operating Systems

The capability of the mobile devices improvement ihigredited due to the introduction of formal
Operating Systems. The current OS functionality is apbet®a revolution to what was originally
running the mobile phone devices. In the early yeamsatfile devices introduction, the devices did not
have formal OS in that each device had its own mactude that ran the device. This code was rigid
and offer no control and capability for third party deypars [14]. However since the introduction of
Palm, Symbian and Microsoft Mobile Windows operatirygteams, this problem has been solved.
However, one could say the trend of computing environmethiatsevery solution introduces its own
problem. This has given the capability to third party deyais (including hackers) to be able to create
software which are sometimes buggy (sometimes the bugsemé&onal).

2.2 The capability of operating systems

Operating systems have moved from being each manufabaseheir own machine code running the
device to a unified OS developed by third party manufaturike Symbian and Microsoft. What we
were able to do and what we can do today is not anbetpraised on the expansion of memory and
processing capabilities as even with all this powed tharty developers would not be able to rapidly
develop software without the uniformity of OS [26].

3.0 The growth of network system

The ability to perform certain tasks on mobile systetmday is due to the introductions of more
powerful OSs and network structures. They have caused rmlasayges to the perception and
functionality of mobile devices. Here are some of thediits of improvements:

* More dependency on devices

* More dependency on saving data on mobile[6]

» Bioinformatics aiding the doctors to get patient infaiom spot
* Home devices connection and detection structure

3.1 Network system capability

Due to the increasingly network function growth, maasviges are being deployed into the market,
with the capabilities provided by the extensive networknobile devices [22]. And Third generation

(3G) devices provide low broadband type of signals that allgiv Bpeed connections [10]. These
capabilities produced products like home automation systdims. Home automation system is

currently under market focus, because it allows many usefililhighly marketable functions to take
place. For example, imagine going home from work on a eeld/day and be able to switch on your
heater an hour before you get home.

The market interest has caused many specificationsgmobeced which include Consumer Electronic
Bus (CEBus) [7], European Home System (EHS) [9] and muche.mthese specifications and
technology behind them is functioning by integrationnitwork technologies such as Integrated
Services Digital Network (ISDN), Asymmetric Digital Sdoiber Line (ADSL) and even cable TV
(CATV). However the basic characteristics offered ®sthstandards are mentioned in [25] as “plug-



and-play compatibility, simple installation, distributedntrol, multiple applications, and future-
orientation”.

The home automation system solution could possibly beesthiby using a specialised server to route
the messages that are to be used to perform functittre tbome devices [19]. In [4], it is envisaged
that this structure would “leverage limited resources tovide confidentiality, authentication,
authorization, and integrity for remote monitoring anatoal of home automation devices”. Also
creating a connection point into the house and using SMStmtact point on the system that would
activate the home network only when the user is dbgs@ he first sceptic on this structure is this will
put an extra burden to the client as he has to send than$¥dSage. However using a device based
software the phone could be configured to detect the hensving device and when the device is
detected, it sends and structure the SMS message.

3.2 Possible security threat

With the resource capacity (memory) and processing powehe current mobile devices it is clear
that complex algorithm can not be preformed on thesemgstTherefore, it is incapacitated to use
public-key encryption as is used in the normal computingg@mment found in the application layer
[13]. The major problem on mobile devices is thatphecessing capacity is very small compare to
desktop computing and thus if the information is ciphevigld complex algorithm, which could take to
long to process the encryption and even crash thermsystith work load. A better encryption
mechanism for small confined devices is AES symmetghbering which is the bases on Java phones
[15]. In [15] found that typical Java mobile phone deviarld handle just over 165 Kbits/s for AES
encryption and 105 Kbits/s for AES decryption. This is mhetier mechanism as the devices have
extensive capabilities to perform these functions. Howevédetter suggestion is to use an encryption
mechanism that could be applied in stages (of the file dadrdo upload) such that each stage is dealt
with and get displayed as it is being encrypted or deatypte

The MiDlet uses cookies in communication mechanism llowaa device based software to
communicate to server based software. This communicsttiecture is similar to that of web browser
and the server. However, there is an important differelmetween MIDlet applications and web
applications regarding cookies interchange as in MiDlet agipic the client software has to
explicitly send the session cookie back to the servewény request which in turn verifies the validity
and authenticity of the MIDLet.

4.0 I ssues on Wir eless technol ogy

Security needs to be considered very serious in termsobilandevices and radio networks -
Bluetooth, WiFi etc. - as radio signals can be eastbrcepted. To avoid spoofing and eavesdropping,
Bluetooth devices have built-in security. The security jolex) includes authentication and encryption.
In [10], it is confirmed that “Authentication is useddetermine if the sender/receiver is authorized,
and the encryption is used to prevent eavesdropping aadiesignal’; and suggested three security
features:

1. A challenge-response routine for authentication prevepbofing and unwanted access to
critical data and functions.

2. A stream cipher for encryption prevents eavesdroppidg@aintains link privacy

3. A session keys that can be changed at any time during actiomne

These features can be simplified using table 1 below.

Security Type Size  of | Responsible Function
token party
The Bluetooth device address 48 User Challenge response
A private user key 128 network Stream cipher
A random number 128 device Session key




Threats in this system include tapping into other’'s maldeBluetooth and can be used to make a call,
or log into the net at the user’'s expense. Even marglécation and threats are poised due to the
ability of piconet. Piconet is a small network formedBlyetooth devices. When piconet is formed

Bluetooth communication changes from its normal peer-o-petwork structure to master-slave

structure, the slave devices are synchronized to tiseemdevice’s clock and hopping sequence [10].

Bluetooth radios are symmetric structured so that anigeleould be the master or the slave. However
in the piconet this decision is done during the first emting (of the first two devices) and normally
the connecting device acts as the master. Howeverpobgsible to reverse the role in the piconet
mechanism [10]. One can see the threats poised due tdrthuttiee of communication. A hacker can
sneak into the piconet and swap its role to master by s&imple tricks and sending a message saying,
‘I am the administrator, and there was a fault in §stesn! Please press OK to get rectification’. Most
of the users would respond by pressing OK in this situatianweder gaining access into a Bluetooth
network without authentication is difficult as its freqog hops (1600 hops/s) makes it difficult to tap

into.

4.1 Push to Talk (PoC) system

This provides an easy platform for hackers to gain sscg&to user’'s mobile devices and remotely
manipulate them. PoC is activated by a GPRS request usingbésed code [18]. The code that is
required for establishing communication is provided fréslyNokia [18] and looks like the example

below:

<characteristic type="APPLI CATI ON'>
<par m name="APPI D' val ue="w- noki a- poc- group"/ >
<characteristic type="RESOURCE">
<par m name="URI " val ue="M/Fri ends@oc. noki a. coni'/ >
<par m name="NAME" val ue="MFriends"/>
<par m name="FROM' val ue="ny. fri end@oc. noki a. coni'/ >
<par m nanme="FROWAME" val ue="Friend"/>

</ characteristic>

This message would be addressing;



APPID: “w-nokia-poc-group” — Push to Talk Group Invitation

@ Parm: APPID: Must be “w-nokia-poc-group”

@ Characteristic: RESOURCE:
e Parm: URI: Group Uri (PocGroupUri)
» Parm: NAME: (PoCGroupNickname) Group
name, optional
» Parm: FROM: (PoClnviterUri) Inviter Uri,
optional if FROMNAME exists
» Parm: FROMNAME: (PoclnviterNickname)
Inviter's name, optional if FROM exists

Here an experienced programmer or hacker could simply emli@a hidden extra lines that would
allow this message to change into something elseearetieiver expects the message. The ability to
code calling algorithms using J2ME and LOG4J will give easess for hackers to make remote calls.

5.0 M obile Security Structure and its problems

Currently the firewalls and antivirus companies havdesiaio move into the mobile phone (and other
mobile devices) world. It is important to deal with tlmalicious programmes, though presently, the
focus is not in making the code not being executed but masing it does not cause the damage
intended [3]. This secures data while on the device\mrt more important during transfer through the
radio networks. Radio network consists of scattered svawech by knowing the right wave length
one can easily intercept a signal and read it [14]. Q#seles regarding data transfer are similar to
those of desktop computers where one can hack into peopiess! @ccount. User authentication is
another area where serious issues may arise fromofeegusing other’s connection to make expensive
calls, meanwhile data is naturally exposed when the déaflseinto wrong hands). Authentication is
normally done by asking the user for a Personal Ideatific Number (PIN). However in terms of
data, this is normally useless as most of the databeithn the device and not the Subscriber Identity
Module (SIM). PIN only protects the SIM let alone thet that the PIN could also be easily cracked
[3], [12]. Mostly there is a password on the device tagmtathe data from being accessed. As the data
is not encrypted in the device it is even easier to Igiropeak the device and remove the internal
memory block and read it using other device. Thus datgram is an important field to be explored
in mobile industry.

5.1 GSM Authentication structure

The authentication structure in GSM relies on a keygpiteedd to the user through the SIM card and its
pair being residing in the Authentication centre (Au@)e algorithm used to provide these keys is
known as the A3 algorithm. It is explained in [12] that “ABisk is to generate the 32-bit Signed
Response (SRES) utilizing the 128-bit random challenge (RAdénerated by the Home Location
Register (HLR) and the 128-bit Individual Subscriber Antlwation Key (Ki) from the Mobile
Station's Subscriber ldentity Module (SIM) or the Hobmeation Register (HLR)”. A3 is based on
COMP128 algorithm which it generates 128 bits of output to befosescurity authentication where
the first 32 bits form the Signed Response [12].

Considering that mobile devices that are supposed to &gratéd into a network, it is important that
security is not only considered in the mobile devices diso the desktops that these devices are
connecting to in the network. One scenario that coeldidéwed in this account is that a program might
not be malicious for the mobile device which could $imgppear corrupted in the device. However
this could be fully functional virus (e.g. trap door) thatild upload itself into the desktop and cause
harm to the network and not the mobile devices. This ¢§goblem could be handled by managing
security policies as [3] explained “software is an issué¢ tteeds special attention in the PDA
environment”.



Other ways of tackling this issue is to use a specia ttahsferring software that builds a bridge
between the mobile device and desktop or mobile devicebilerdevice. It could be programmed that
data is transferred and received by a specific port artdiasef translates the data. Using ontology
based technology would minimise or even remove manythia mobile environment. Each device
should be equipped with an intelligent agent software that has gjoe perform function on behalf of
the owner) that performs authenticating question during aomoation [1]. Agent industry is already
establishing itself for ubiquitous computing and security &ndp revises rigorously to tackle
authentication issues and even virus attacks. This isriemfoas mentioned by [2] that “mobile
terminals become increasingly sophisticated, the feeadbust security also increes”.

6.0 Virus attacks and implication for mobile devices

In [8] was reported that “PDAs can become just as vabieras desktop systems to viruses, mobile
code exploits and spam” could be a frightening sententeose already starting to rely on mobile
devices to do many important task like saving criticéh @for portability). But, [11plsoreported that
“communication security expert’'s do not all agree thelt phone and mobile device viruses pose
imminent threats to consumers. Whether virus attackerbe a problem in six months or five years
might depend on how cell phone carriers react now tahteat potential”. In light of the current
security problems antivirus experts have already startgshdento antivirus solutions. Symantec (the
Norton Antivirus producers) has introduced the Mobile SécdtD which aims to protesmartphone
using Symbian Series 60 or 80 Operating Systems which dshysenany leading manufacturer like
Nokia [20]. However most users do not know it exists areh ¢érose who know about it mostly cannot
update their systems. This is due to its cumbersome raxtdriack of good HCI.

A short list of current discovered virus targeted to Mohikevices exists. And these virus ranges from
being very serious to playful ones. As explained in [11} thzost of the viruses targeting mobile
devices to date have been proof of concept rather thgndeNeloped attack code”. These viruses
caused small damages like application disabling and the wasst complete mobile shutdown that
could be fixed simply by resetting the phone to factotyregs [11]. Here are some of the viruses that
caused extensive damage to the device:

»  Skulls - which was discovered in November 2004 is a Trojasettbiat pretends to be a visual
theme for Nokia 7610. It attacks the phone and disadlepplications except voice calling.
Its signature is that it turns all application ican® a skull thus confusing the user to what
icon is for what function. This virus attacks Symbi&eries 60 and spreads via Symbian
shareware sites.

* Win CE BRADOR - was discovered in August 2004, opens the/[PGort and accepts
commands remotely, also capable to uploading and downtpéitéis to and from the device
and trickily asks to be installed. It opens the porségding an email to its creator which is
normally the same way it came into the systens drrily able to infect Windows CE.

* Qdial - was discovered in August 2004, it is created to makeynfor the creator. It sends an
SMS message to a premium rate number. The user thahagged for the message. It infects
Symbian Series 60 via the Mosquitoes game downloadedtfrointernet.

 Dampig - was discovered in March 2005 disables Bluetooth sigfem file manager,
messaging applications and the phone book. The major prabldmat corrupts the uninstall
file so that it can only be uninstalled by being disitddc Infects Symbian Series 60 by
pretending to be a crack for version 3.2 of the FSCapplication.

* Locknut.B - which was developed in Feb 2005 crashes an impa@yatem component,
preventing any program from being launched. It infectsi8gmSeries 60 by pretending to be
a patch for the OS.



7.0 Conclusion

Mobile phone and other mobile devices are arguably becothengreference to the desktops. With

ability to remotely linking into home devices on the and primarily be able to use multiple devices
with no hassle of wiring or geographical distance isgrealing notion to businesses and individuals.
However this structure is good to the users but it alsodaotes its own problems. Due to device
memory and processing constraints it is currently pagsible to use the authentications, data
protection and antivirus software that exist on the mafietrs they require too much power to

operate. Measures need to be taken to tackle secuattyrds like intelligent agent and more robust
client server authentications could enhance security amgromise the device memory. For functions
like home networks using external authentication serwberdahan the service provider server could
also enhance security. The external server authdotidgta good security structure and should work
for all contents prodders.
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