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Abstract

Delay Tolerant Networks (DTNs) operate in a environ-
ment characterized by intermittently connected links and
long, variable latency. End-to-end reliability schemes,
such as TCP, perform poorly, or not at all, in this en-
vironment. Source node storage becomes a constrained
resource when intermittent links have long downtimes or
latency to receive acknowledgement from the destination
is long. To alleviate this constraint, custody transfer is a
proposed DTN reliability scheme using hop-by-hop relia-
bility to enhance end-to-end reliability. A simulation study
of storage usage is presented in this paper comparing end-
to-end reliability and custody transfer with three different
intermittent link connectivity schedules. The results pre-
sented show significantly lower storage usage when cus-
tody transfer is used as opposed to end-to-end reliabil-
ity in intermittently connected networks for all schedules
considered.

Keywords: Delay Tolerant Networks, Custody Transfer

1 Introduction

Delay Tolerant Networking (DTN) is a field of network
research focused on architectures and protocols that are
able to operate in challenged networking environments.
A challenged networking environment is a network with
extremely limited resources including CPU processing
power, memory sizes, and network capacity. Specifically,
a challenged networking environment is characterized by
one or more of the following attributes.

e Intermittently connected network
e Long variable latency
e Asymmetric bandwidth

There are several scenarios in which DTN technolo-
gies will perform significantly better than current Internet
technologies. This is because DTN solutions are designed

to perform well in challenged networking environments,
whereas current networking solutions are designed to per-
form well in the Internet.

1.1 Characteristics of Challenged Network-
ing Environment

Intermittent Connected Network : An intermittently con-
nected network contains links that become available and
unavailable during normal operation. This behavior is
caused by mobility of nodes, lack of line-of-sight, phys-
ical disconnection, node failure, and transmission power
among other factors. Link availability may be scheduled,
probabilistic, or random based on the cause of disconnec-
tion. In addition, these networks may be sparsely con-
nected due to long periods of disconnection and a large
number of intermittent links. For example, in DARPA’s
Disruption Tolerant Networking BAA Industry Day pre-
sentation [1], 20% link availability or less is defined as a
metric for a sparsely connected network to evaluate possi-
ble DTN solutions. End-to-end reliability, flow and con-
gestion control, and routing protocols based on current
connectivity will not be suitable since the fundamental as-
sumption in all of these designs is end-to-end connectiv-
ity.

Long and Variable Latency : As the DTN name implies,
long latencies are characteristic of a challenged network-
ing environment. In the case of InterPlanetary Internet
(IPN) research, latencies are in the range of tens of min-
utes to hours or days. Long latencies are caused by large
distances between communicating nodes, low data rates,
and congested resources in the network. In an end-to-
end reliability scheme, long latencies require large source
retransmission buffers when the source transmits a large
amount of data. Variable latencies yield large variance for
in values of adjacent packet or message latencies. Large
variances in latency values cause difficultly in selecting
reliability protocol parameters such as timeout values.

Asymmetric Bandwidth : Asymmetric bandwidth oc-
curs on a bidirectional link that has a different bandwidth



in each direction, which commonly occurs in space and
satellite communications. All reliability schemes require
feedback, so asymmetric bandwidth effects their ability to
receive timely feedback.

1.2 Lack of End-to-End Connectivity

The characteristics of a challenged networking environ-
ment are fundamentally different than those characteris-
tics of networks that are commonly implemented using
the TCP/IP protocol suite. The fundamental differences
contribute to one major attribute of a challenged network-
ing environment that must be addressed in any DTN solu-
tion, namely the lack of end-to-end connectivity between
source and destination.

End-to-end connectivity is defined as the existence of
one or more paths between the source and destination
nodes through the duration of transmission. Lack of end-
to-end connectivity occurs due to several of the charac-
teristics of a challenged networking environment. This
is a very challenging problem to consider with current
technologies because commonly used Internet protocols,
such as TCP, provide end-to-end reliability, flow control,
and congestion control under the assumption that end-
to-end connectivity exists. In addition, Internet routing
protocols assume an end-to-end path exists to determine
valid routes. Therefore, lack of end-to-end connectivity
requires a different approach for reliability, flow and con-
gestion control, and routing.

1.3 Node Storage

Reliability protocols require node storage to implement
a retransmission buffer to store unacknowledged data,
which is generally volatile storage. This buffer may con-
tain the only copy of the data, so if data is lost when a node
fails, it is lost from the network and cannot be retransmit-
ted in case of transmission failure. To prevent data loss,
DTNs use non-volatile, persistent node storage.

In addition, a challenged networking environment fur-
ther constrains storage in the network because intermittent
connectivity and long latency require data to be stored for
long periods of time throughout the network causing com-
petition for the persistent node storage. Therefore, storage
usage is a key factor in DTN reliability protocol selec-
tion. This paper evaluates and compares the storage usage
of traditional end-to-end reliability protocols and custody
transfer, which is the DTN proposed reliability scheme.

2 Related Work

Reliable communications research and protocols in the
past have focused on developing solutions for a given set
of assumptions, which are stable network topology and
end-to-end connectivity. Several protocols have been de-
veloped, of which TCP is one of the most commonly

used. Since the given assumptions do not hold true in a
challenged networking environment, connection-oriented
end-to-end reliability protocols, including TCP, are un-
suitable for DTN applications. Variations of TCP have
been developed to compensate for its shortcomings for
DTN applications in space for the InterPlanetary Internet
(IPN). These variations show improved performance, but
only under a strict set of networking conditions. Other re-
lated fields of research, such as Mobile Ad-Hoc Networks
(MANETS) and sensor networks, are related and address
a subset of a challenged networking environment’s char-
acteristics, but no previous reliability solution is suitable
when a lack of end-to-end connectivity exists.

21 TCP

From its original design [2] and standardization in RFC
793 [3], TCP was designed for end-to-end reliable data
communications over stable networks with high band-
width and low latency. Originally designed for DARPA
for use in ARPANET and other DoD networks, it was de-
signed for managing reliable data communications from
a sender and receiver, retransmission of missing packets,
addressing, and reassembly. TCP is a connection-oriented
transport protocol and requires a connection to be estab-
lished prior to data transfer between the source and des-
tination. It is not possible to create a connection when
no end-to-end path exists. Therefore, TCP, or any other
end-to-end connection-oriented protocol, will not work
for DTNSs since the connection is necessary for reliable
TCP data transfer.

For reliable communications, TCP uses an Automatic
Repeat Request (ARQ) algorithm to notify the source
of successful or unsuccessful delivery of data segments.
ARQ is an end-to-end algorithm that allows the receiver
to request the retransmission of specific data segments not
received from the sender. End-to-end handshaking used
for reliability, such as ARQ, will not operate without an
end-to-end path. In addition, TCP uses source retransmis-
sion buffers to store data segments until an acknowledg-
ment is received by the sender. The lack of end-to-end
connectivity requires extremely large source retransmis-
sion buffers. Without an end-to-end path, TCP periodi-
cally attempt to retransmit the data segment until a max-
imum number of retransmission is met, and the source
is required to store the data segment until the maximum
number of retransmissions is achieved. The shortcomings
of TCP for DTN applications are also well-documented in
[4].

TCP variants were developed specifically for IPN ap-
plications. IPN applications operate in a challenged net-
working environment, similar to DTN applications. First,
TCP-Peach+ was developed for satellite IP networks [5]
and attempts to address throughput performance [6], but it
does not consider reliability. TP-Planet was developed as
a replacement for TCP in IPN applications [7]. It does de-
scribe a delayed SACK solution for bandwidth asymme-



try. Also, an improved congestion control solution is pro-
vided when a link is unavailable, called a Blackout State.
During this state, the transmission rate is reduced to avoid
a large number of retransmissions for lost packets. Again,
the lack of end-to-end connectivity was not considered
in this solution. All of these solutions are application-
specific to IPN, and they do not generalize for DTN appli-
cations.

In wireless networking, TCP was considered as a solu-
tion due to its widespread use in the Internet, but TCP is
not designed to operate efficiently in a wireless network.
A wireless network contains many of the same challenges
encountered in a DTN. Many papers, such as [8], discuss
several issues pertaining to the use of TCP over wireless
links. This paper highlights the key assumptions made by
TCP designers and how wireless links contradict those as-
sumptions such as low bit error rates and errors caused by
congestion.

2.2 MANET

MANET is a field of research focusing on mobile wire-
less networking without an infrastructure of fixed access
points. DTNs and MANETS are similar in their network-
ing environment and assumptions, in fact, a DTN solu-
tion may be used as an overlay over a MANET network.
Mobility in a MANET creates a lack of connectivity in
the network and variable link parameters, such as latency
and bandwidth, as distance between nodes varies. Simi-
larly, DTNs consider lack of connectivity due to mobility
among other scenarios. The ad-hoc nature of MANETS
yield dynamic network topologies due to nodes entering
and leaving the physical range of the network, just as
DTNs consider dynamic networks. The one major dif-
ference between MANETSs and DTN is how end-to-end
reliable communications work. MANETS assume the des-
tination is reachable when the source sends data, whereas
DTNs make no assumption about the connectivity to the
destination in any part of the network. This key difference
illustrates how MANET technologies cannot offer end-to-
end reliability for DTNs.

2.3 Sensor Networks

Sensor networks are used to retrieve information from
a large number of physically dispersed computing de-
vices called sensors. Each sensor gathers information to
send upstream for further processing because sensor de-
vices are limited by electrical power budget, computing
resources, and memory resources. Specifically, limited
radio range, mobility, and power budget constraints cause
intermittent connectivity. Therefore, sensor networks also
suffer from lack of end-to-end connectivity.

Sensor network transport protocols, such as RMST [9]
and PSFQ [10], were designed for reliable data delivery.
RMST offers reliability using a selective-NACK commit
protocol. PSFQ considers out-of-order fragments by re-

questing retransmission of these fragments and reorder-
ing them prior to forwarding. An evaluation of the per-
formance of these protocols along with a TCP-like pro-
tocols using only end-to-end acknowledgments in sensor
networks characterized by high round-trip delay, discon-
nections, unreliable nodes, large messages, and high mo-
bility is discussed in [11]. The evaluation determined that
none of the protocols perform well under all of the net-
work conditions described above including lack of end-
to-end connectivity. Based on the discussion presented,
custody transfer is necessary to provide reliability in net-
works without end-to-end connectivity.

3 Custody Transfer

First described in [12], custody transfer is a mechanism to
improve reliability by using hop-by-hop reliability, one or
more hops, in the absence of an end-to-end connectivity
by transferring the responsibility of reliable delivery to in-
termediate nodes along a path from source to destination.
In addition, custody transfer improves storage usage for
the retransmission buffer at the source node.

A DTN node maintaining custody of a message is
called a custodian. A custodian is responsible for reliable
delivery of the message from itself to another custodian or
the destination. Acknowledgments and custody transfer
complete messages are transmitted between two commu-
nicating DTN nodes using a distributed commit protocol
described in [13]. The custodian of a bundle changes one
or more times on its path from source to destination. The
maximum number of custody transfers possible is equal to
one less than the number of nodes traversed by the mes-
sage.

Each message is persistently stored in a retransmission
buffer at its custodian node. Persistent storage at some or
all of nodes in a DTN is a feature of the architecture [14].
It is necessary to overcome node failure and intermittent
connectivity. The custodian of a message may be the only
node in the DTN containing a copy of the message since
each previous custodian, including the source node, has
removed the message from its retransmission buffer after
relinquishing custody. All messages at a custodian node
without persistent storage would be lost if node failure
occurred.

Operationally, a message is sent from its current custo-
dian to another node closer to the destination or to the des-
tination. A node may or may not accept custody of a re-
ceived message. If custody is accepted, a message is sent
to the previous custodian containing the acknowledgment
of receipt and custody acceptance by the receiving node,
and the previous custodian removes the message from its
storage.

Joint custody occurs when the acknowledgment and
custody acceptance message is not received by the pre-
vious custodian. At this point, the previous custodian has
not received notice of the custody transfer, and the current



custodian has already asserted custody. Therefore, both
nodes believe each is the custodian of the message and
attempts to forward the message as its custodian. Joint
custody leads to message duplication. DTN destination
nodes, or intermediate nodes, must be able to deal with
duplication by recording the receipt of unique messages
to identify duplicate messages and eliminate them from
the DTN, which requires future work.

An example of end-to-end delivery from source Node
1 to destination Node 8 using custody transfer is shown in
figure 1. All nodes along the path from source to destina-
tion are filled in gray, and the node storing the message in
its retransmission buffer is filled in black. Node 1 sends
a message to Node 5 along the path drawn in arrowed
lines because no path currently exists to the destination,
Node 8. Node 1 stores the message in its retransmission
buffer in figure 1(a). Node 5 receives the message, stores
the message in its retransmission buffer, and sends a posi-
tive acknowledgment (ACK) and custody acceptance back
to Node 1. Next, Node 1 removes the message from its
retransmission buffer in figure 1(b). The responsibility
of reliable delivery has moved from Node 1 to Node 5
through custody transfer. No path exists from Node 5 to
Node 8, so Node 5 persistently stores the message until a
path is available or it is deleted by Node 5 explicitly ac-
cording to retransmission buffer management. This is a
subject for future research.

Figure 1(c) shows two network topology changes. The
link from Node 3 to Node 5 is not available, and the link
from Node 5 to Node 6 has become available. Node 5
initiates a message delivery transaction with Node 8. The
same mechanism is followed as described between Node
1 and Node 5. The only difference in the message delivery
from Node 5 to Node 8 is that Node 8 is the destination,
and no further message forwarding is necessary. After
Node 8 receives custody and Node 5 removes the message
from its retransmission buffer, the end-to-end message de-
livery is complete as shown in figure 1(d). This simplified
example of custody transfer shows successful delivery of
a message without end-to-end connectivity. The simplifi-
cation of this example has omitted several custody transfer
issues, but it does illustrate the ability of custody transfer
to reliably transmit a message through an intermittently
connected network.

4 Reliability and Storage Issues
with End-to-End Schemes

The use of end-to-end reliability schemes is common in
today’s networks due to the end-to-end principle. End-
to-end reliability require the source to store data packets
until the source receives an acknowledgment (ACK) of
successful delivery. The lack of end-to-end connectivity
and long latency requires the source node to store the data
packets for a potentially long period of time, so source
node storage becomes a bottleneck for reliability. Relia-
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Figure 1: Custody Transfer Example

bility is not guaranteed when the source node storage is
completely full. End-to-end reliability schemes in DTNs
may require extremely large source node storage, but as
previously discussed, DTN nodes lack abundant network-
ing resources, such as storage. Therefore, a different relia-
bility approach is necessary for reliable communications.
One reliability improvement to an intermittently con-
nected network is persistent node storage. This allows
data packets to be stored in the middle of the network
while waiting for intermittent links to become available
towards the packet’s destination. This solution reduces re-
transmissions because data packets are not dropped due to
a node failure. When the intermittent link becomes avail-
able, the node removes the data packet from its persistent
storage and forwards the data towards the destination.
Two issues are still present in this solution. First, this
solution does not reduce the amount of storage necessary
at the source node for reliable communications. Secondly,



all retransmissions are still requested from the source.
Therefore, the delay in forwarding the retransmitted data
packets is higher in most cases due to the intermittently
connected links between the source and the location in the
network where the data packet was dropped or lost. The
custody transfer solution addresses both of these concerns
by allowing the retransmission buffer for a data packet to
reside at any capable node in the network rather than only
at the source node.

Custody transfer reduces storage requirements at the
source node by implementing a hop-by-hop ACK. In any
reliability scheme, a node removes a data packet from its
retransmission buffer when a corresponding ACK for the
given packet is received. Any DTN node able to persis-
tently store a data packet becomes the custodian node for
the packet and sends an ACK to the previous custodian
node. Upon receipt of the ACK, the previous custodian
node removes the data packet from its storage. This mech-
anism reduces the storage requirement at a DTN source
node. Therefore, a study of storage requirements for end-
to-end reliability and custody transfer is presented.

5 Simulation Environment

To investigate the node storage improvement claims dis-
cussed in this paper, a simulation environment was de-
veloped using YACSIM, a discrete-event simulator, and a
custom network simulation library. The custom network
simulation library was developed to accurately model the
dynamic behavior of a challenged networking environ-
ment. The details of the challenged networking envi-
ronment and DTN mechanisms, such as custody trans-
fer, contain detailed models. Other factors not associated
with DTN are abstracted to increase the performance of
the simulation environment and produce meaningful re-
sults in a shorter period of time. Other DTN simulation
environments were investigated including the Java DTN
simulator [15] and DTN simulator available in the DTN2
reference implementation [16], but neither of these sim-
ulation packages met the requirements of this particular
DTN storage research.

Specifically, this custom simulator has the ability to al-
low for highly variable latency, intermittent connectivity,
storage management, and traffic generation. The custody
transfer mechanism is implemented as described in the
bundle specification [17]. Nodes are modeled as storage,
and links are modeled as queues using delay and capacity
parameters. Therefore, network traffic stored and dropped
due to intermittent connectivity is modeled with more de-
tail than other network-based event-driven simulator that
only add link latency time to transmitted packets without
consideration of the FIFO property of the link.

For these simulations, intermittently connected links
had randomly selected on-off times while maintaining the
on-off percentage specified by the particular simulation
run. This research investigated intermittently connected

links with on-off percentages of 25/75, 50/50, and 75/25,
where the first number is on-time percentage and the sec-
ond number is the off-time percentage. Bursty traffic gen-
eration models were used to simulate the use of file trans-
fer applications in a DTN while, for this particular study,
abstracting the details of the specific file transfer applica-
tion. A 10-node moderately connected network was used
for simulation. Each DTN node performs its own storage
management.

6 End-to-End vs. Custody Transfer
without Storage Constraints

Time-weighted mean network storage measurements
were recorded from simulations of a network with inter-
mittently connected links. These measurements are the
time-weighted mean of the summation of the size of all
data packets stored in the network. The results of the
simulations are shown in figures 2, 3, 4. All of these re-
sults show significantly lower storage usage when custody
transfer is used as the reliability mechanism as opposed
to only an end-to-end reliability mechanism. The differ-
ence between the two curves in each figure increases as
the number of links that are intermittent increase. In ad-
dition, the mean network storage using end-to-end relia-
bility is approximately double the mean network storage
using custody transfer when the number of intermittent
links was greater than or equal to 5. These results show
the storage usage benefits of using custody transfer as a
reliability scheme.
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Figure 2: Network Storage Usage for 50/50 IC Links

The mean network storage results show a significantly
reduced network storage requirement when using custody
transfer. This result occurs because custody transfer en-
ables the network to use available storage throughout the
network as opposed to source node storage. End-to-end
reliability protocols operating with intermittent connectiv-
ity require a large source node storage due to long round-
trip times between source and destination. Custody trans-
fer effectively shortens the round-trip time by reducing
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the latency of the path between pairs of custodian nodes
and transfers the responsibility of retransmission to other
nodes in the DTN. On the other hand, the simulation
results showed that non-source nodes may require more
storage when using custody transfer because the storage
requirements are distributed throughout the node in the
network. Since nodes on the path from source to destina-
tion may become custodians, they require more storage to
accept custody as opposed to only end-to-end reliability.

7 End-to-End vs. Custody Transfer
without Storage Constraints

All previous simulation results assumed unlimited storage
at each node. This set of simulations restricts the amount
of storage at each node which shows the impact of node
storage requirements on the reliability protocol selection.
Simulation runs were executed with 1 MB storage at each
node and 4 MB storage at each node for all three types of
intermittent connectivity (50/50, 25/75, and 75/25). Re-
sults for each storage size and type parameter of inter-
mittent connectivity were similar. Since the storage is
constrained, it is more interesting to study the number of
dropped packets due to the storage constraint. The results

presented in figure 5 used 1 MB node storage and 25/75
intermittent connectivity, which are the most constricting
values for each simulation parameter.
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Figure 5: Dropped Packets for 25/75 IC Links

For a small number of intermittent links, the difference
is dropped packets between end-to-end reliability and cus-
tody transfer is large, but this difference decreases as the
number of intermittent links increase. When the number
of intermittent links is low, end-to-end reliability drops
packets at the source and the node (or nodes) connected
to the few intermittent links. This is why the number
of drops is significantly higher for end-to-end reliability
as opposed to custody transfer. As the number of inter-
mittent links increases, the number of drops at nodes be-
tween the source and destination increases dramatically
and dominates the number of total drops. This is why the
drop packet values are significantly closer when a large
number of links are intermittent. Nevertheless, the results
show clearly that custody transfer reduces the number of
packets dropped when storage is constrained.

8 Future Work

The results given in this paper show the benefits of using
custody transfer in networks with intermittent connectiv-
ity in terms of network storage and packet loss. The ulti-
mate goal of this is to provide the best reliability possible
in a DTN while minimizing the storage constraints put
on DTN nodes to reduce size, cost, and power. Future
work includes refining the storage management scheme
for custody transfer to better utilize currently unused stor-
age throughout the network.
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