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Abstract - In this paper, we introduce three methods
bringing new solutions to the communication security
which is of great importance in modern communication
systems. The methods proposed include data embedding
and a new R-weighted coding scheme enabling more
data to be stored in video streams. In the first proposal,
an RGB-weighted mean value technique is used to
obtain a reduced frame to store data. In the second one
though, the wavelength, a property of the visible light, is
utilized as a parameter for embedding data. Both
methods can be used as a source for R-weighted coding
technique, which is used for data embedding as a final
step.

Keywords: Steganography, Data Hiding, MPEG, Data
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1 Introduction

With the increasing importance of the security in

communication systems, many research topics have
been focused on data embedding into digital media [1-2-
3-4-5-6-7-8]. In this paper, it is aimed to develop three
methods in which data is embedded into MPEG
(Moving Pictures Expert Group) media. Enabling to
embed large amount of data and processing the data
easily are some advantages of the digital videos. The
simplest way to create a moving picture is to playback
25 frames per second consecutively at minimum. In this
manner, the human eyes perceive the motion pictures as
a movie. Conversely, the human eyes find difficulties to
perceive the motion pictures less than 25 frames per
second because of the biological properties of the eyes.
The motion picture frame numbers are preferred by
using those properties of the human eyes [9]. The
proposed methods are to embed data into video streams
rather than to embed data into pictures [10].
In the second section, we describe basic stenographic
methods and digital video basics followed by defining
the proposed methods. The discussion part takes place in
the third section, discussing alternative methods and in
the last section the proposed methods are evaluated and
advantages and disadvantages are presented.

2 Data Embedding Techniques
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2.1  Digital Video

Images are made up with pixels, the smallest part of
the image, which can be accepted as foundation stones of
pictures. A pixel (for color images) is combined from
Red, Green, and Blue colors. Other intermediate colors
are created from the mixture of basic colors in specified
proportions. In 24-bit color form, every color is
represented by 8-bits, that is, their value is ranging from
0 to 255, so that a pixel is represented by 24-bits in total.
Such arrangement can create 224 (apx. 16.7M) colors in
many contrasts [10].

A VCD (Video-CD) frame is composed of 352x240
pixels with 24-bit color depth. Thus, the total capacity
for a frame is 352x240x3= 253,440 bytes. For a 10-
second movie at 25 frames/sec will yield 253,440x25x
10= 58MB.

Using the previous computation, a 70-minute VCD
movie can be as large as 24.36GB which is mostly
inconvenient capacity for all applications nowadays. The
problem even gets worse in the case of real-time data
transfer of the VCD media, which must be 50.688MBit/s
minimum. The speed rate is practically unfeasible for
most Internet users and companies.

These problems can be overcome by compression
techniques. Although the video quality affected by such
techniques, the feasibility of the video transfer and
media storing could be realized. MPEG is a very
common video compression standard, accommodates
some versions such as MPEG-1, MPEG-2, and MPEG-
4.

2.2 Stenography

In steganography, the data is first embedded into
innocent carriers and then sent or ported to the
destination. The techniques and methods used
throughout this procedure are called stenographic
methods or techniques. The carriers can be picture,
video, text or other digital media files [11].

Today, the Internet is widely and effectively used in
many areas and it has become one of the crucial medium
to communicate between people and machines.
However, its security infrastructure is not sufficient
enough in some applications. The security measures
have been deployed as they needed, however in some
cases, this combines a trial-error design process and the
security measures can not guarantee absolute solutions.



Solution mostly comes with cryptographic methods and
algorithms. However, the cipher text can be readily
noticed by third parts and it can find itself under massive
attack to reveal its secret. In the case of hiding
communication purposes, the data masking techniques
are also deployed. The masking techniques can be seen
as a stenographic approach in which the communication
data is converted to a form and virtually impossible to be
noticed as suspicious data. There are many methods
developed by many researchers [12, 13, 14] to hide
information within pictures. For example, Least
Significant Bit (LSB), adding noise, image processing,
compression algorithms, and luminance properties
modification are amongst them.
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Figure 1: Linear wavelength values [nm] are shown
along the bottom edge; non-linear frequency values

[THz] are shown along the top edge.

2.3 The Visible Light

The wavelengths of a pixel can be utilized as data
storing object by determining appropriate segments. As
seen in Figure 1, each color has individual wavelength
and frequency values. We can detect only a very small
segment of this spectrum directly through our sense of
sight. This range is called visible light and the
wavelengths range from about 400 to 740 nm (400 to
740x10°m.), with corresponding frequencies from about
750 to 430 THz (7.5 to 4.3x10'* Hz). Wavelengths for
colors in the visible spectrum are given (very
approximately) in Table 1.

Table 1: Wavelengths of Visible light

Wavelength range (10° m) Color
400 to 440 Violet
440 to 480 Blue
480 to 560 Green
560 to 590 Yellow
590 to 630 Orange
630 to 740 Red

2.4 Proposed Methods

Many studies have been done recently on
information hiding within digital media, which is also
called watermarking [15, 16, 17, 18, 19]. However, most
of them have focused on spatial domain of data hiding,
such as motionless image or picture. A few studies
demonstrate temporal domain as well as spatial domain
[20-21]. In this paper, we proposed two methods
comprising both of domains to hide information within
the digital video.

We first have maintained each frame from the video
stream. The frames are used as a target storing media to
hide the data. The maintained frames have been reduced
by using least common multiple method in order to
obtain appropriate pixel sets for data hiding. The ASCII
codes have been inserted into the new pixel maps by
means of R-weighted coding technique and a method
specifying data hiding algorithm.

2.4.1 RGB-weighted Segmentation

Digital movies are made up digital pictures which
are called as frames. In our approach, the frames are
obtained from the digital movie by using sampling
method. The frames are segmented and, therefore,
segments of the frames are obtained. For instance, a
352x240 pixel Video-CD movie frame is obtained as
16x16 pixel segment. Thus, a new frame is created as
22x15 pixel arrays. In the second step, every segment is
compared with their RGB-weight values by the help of
arithmetic mean. Every segment is tested whether it is in
the determined boundaries. The segment is labeled as
logic 1 in determined boundaries and labeled as logic 0
in otherwise cases. By the help of these logic values,
appropriate regions are located to hide data.

The regions located as logic 0 are defined as
“critical regions” in which the color changes are
significant. It means that the color change in this area is
realized at extreme ends. Therefore, they are not feasible
areas for data hiding. By segmentation of each frame in
this manner, tracing of inter-frame changes are
maintained easily. Additionally, potential pixel faults
caused by undesired pixel changes, which can be
originated by transmission media, can be avoided. In the
final step, the ASCII codes are embedded into the areas
where their logic is “1” by the method of R-weighted
coding. There may no crucial data corruption in the final
bit stream and a large rate of data capacity can be
attained by this method i.e. Il-pixel/l-byte. On
destination, the perceptibility of the changes in the video
stream is extremely difficult since only a fraction of the
frame bits are processed.

An example is given below to elucidate the
processes mentioned above. In Figure-2, a 10x10 pixel
frame is selected and the frame is divided into as 2x2
pixels. The RGB values of each pixel belonging to
marked area are shown at the right-hand side. The RGB-
weighted arithmetic mean of values can be calculated by
Equation 1, 2, and 3.
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The frame, which includes segments consisting of 4
pixels, is reduced into a 5x5 pixel array by the help of
calculation in Equation 1, 2, and 3 as shown in Figure-2.
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Figure 2: 10x10 pixel frame example.
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Figure 3: 5x5 pixel RGB-weighted pixel array.

The RGB-weighted mean values are then checked
whether they are in the specified boundaries. A
maximum and a minimum values are determined for
each color weight in the selected segment. The deviation
between the values can affect the capacity as well as
security. In the case of high data security, the deviation
should be kept as low as possible, whereas the deviation
can be specified as large as possible to obtain larger
capacities. Therefore, the acceptable limits are highly
application specific.

Acceptable RGB values for the marked area:

Rmax : 58, Gmax: 70, Bmax : 96

Rmin : 55, Gmin : 67, Bmin : 92

Rdev : 3, Gdev: 3, Bdev: 4
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The values found above confirms that this segment
is labeled as logic 1 and the rest of segments are labeled
in the same way and therefore, the segments, which can
embed data, are determined. Having found appropriate
segments, the ASCII codes of the data are embedded into
pixels using R-weighted encoding algorithm.

2.4.2 ) Based Reduced Segmentation
The wavelength gap is determined by the help of

pixels wavelength deviations (Xmax and 7Lmin) for
each segment. If the wavelength gap of the segments

corresponds to a single color as shown in Table-1, that
segment can be marked as “data embedding segment”

and the original A values are exchanged with weighted
mean value. The procedure is repeated for all segments.
The graphical explanation of the methods is given in
Figure 4 and Figure 5 respectively. In Figure 4, every

segment is consisted of four pixels and the A max and

X min values of the pixels are determined. N
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Figure 4: 10x10 raw pixel frame
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Figure 5: 5x5 wavelength based reduced pixel array.

Since A max and A min values obtained from Figure 4
by using Equation-4 are in the range of a single color,
which is yellow in this example, the selected area can be
used for data embedding.

2.4.3 R-Weighted Coding Technique

The most desired criteria for stenographic methods
are: minimum corruption and maximum data embedding
capacity. R-weighted encoding technique was developed
in order to maintain these criteria [10].

A pixel combining with three prime colors of
RGB(89,143,240) will suggest that the distribution of the



prime colors will have following color weights: R=89,
G=143, B=240. As an example, an ASCII code (153)
will be embedded into a pixel as shown in the Figure-6.
The embedded data extraction process is illustrated in the
Figure-7.
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Figure 6: The process for ASCII code embedding into a

pixel.
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Figure 7: The data extraction process from encoded
pixel.

As shown in the Figure-6, the first digits of the G
and B colors are reset. Since the ASCII code ranges from
0 to 255 in decimal, the R color can hold maximum
value of 2 as decimal and it can be represented 10 as
binary. This incidence can be utilized as an advantage,
because we will only need just 2 bits of the R color in all
cases and the third digit of the ASCII code is embedded
into R color’s first two binary digits.

In the extraction process, first two binary digit of
the R color compound of the encoded RGB is converted
into a decimal digit which will generates the most
significant digit of the ASCII code. The least significant
digit of the G and B color weights are used to generate
the whole ASCII code. The details of the extraction
process are shown in the Figure-7.

It is not required to convert the embedded data into
the ASCII or expanded ASCII, 8-bit EBCDIC code can
be preferred instead. Encoding or embedding process is
implemented according to the reference chosen and the
extraction process is implemented in the same manner. In

this method the UNICODE can also be used, however,
the total embedding data capacity will be half in size [9].

3 Discussion

The proposed methods include a new approach to
embedding data into video streams. The contents of the
frames of the video stream or an image can affect the
security level. In some cases, certain files cannot assure
identical security, for example, excessive color transition
and regular geometric shapes can cause undesired image
or video frame distortions which can be noticed by
human eyes. These factors can reduce the potential
segments number and consequently the data embedding
capacity.

In the MPEG standard, there is no obligation for
the number of frames per second. This flexibility can
surely affect the data hiding capacity in negative manner
or vice versa. The proposed methods not only is for
watermarking purposes [6, 26], but also embedding
secure data into the video stream for the purpose of
communication envisages. The security level and data
store capacity of the data embedding procedure is
configured by a software application running the
designed algorithm explained before.

4 Results

We have investigated data hiding methods to be
used in video stream files i.e. MPEG and have also
designed an algorithm to implement the methods
proposed. Our research activities have mainly focused
on RGB-weighted based encoding techniques. The
proposed methods can embed as much data as 2,66 times
compared to the rate of the classical LSB (Least
Significant Bit) technique. Besides, in this method a
unique encoding technique implemented on ‘R’ color
values. Thus, ‘R’ color encoding only use 1, 2, and 3
numbers instead of whole decimal numbers as in the ‘G’
and ‘B’ color encoding. ‘R’ color encoding enables less
deviation in the obtained pixel color, so the final
encoded frame can be appeared undistorted. During the
entire encoding and decoding processes all exterior
noise and transmission faults are omitted.
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