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Abstract — Privacy preservation has become one of the 
top priorities in the design of various data mining 
applications. In this paper, a novel data distortion 
strategy based on structural partition and sparsified 
Singular Value Decomposition (SSVD) technique is 
proposed. Three schemes, object-based partition, 
feature-based partition and hybrid partition, are defined 
to permit a tradeoff between privacy protection on 
centralized datasets and accuracy of data mining 
techniques. Some metrics are used to examine the 
performance of the proposed new strategies. Data utility 
is examined by a binary classification based on the 
support vector machine. Furthermore, sensitivity of the 
strategies to parameters are tested. Our experimental 
results indicate that, in comparison with standard data 
distortion techniques, the proposed schemes are very 
efficient in achieving a good tradeoff between data 
privacy and data utility, and it affords a feasible solution, 
with a significant reduction on the computational cost 
from SVD, to protect sensitive information and promise 
high accuracy in decision making. 
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1. Introduction 
Accurate information is required for making wise 
decisions using data mining algorithms. In the 
implementation of these new data-oriented structures 
there exist some important problems, such as how an 

entity be entrusted with access to sensitive personal or 
business information, how sensitive datasets be protected 
from unauthorized access [1]. Without an acceptable level 
of privacy of sensitive information, many data mining 
applications would not be applicable. Therefore, privacy 
protection has become one of the top priorities in the 
design of database and data mining applications [2]. In 
[3], it showed that 73% of the respondents in a survey are 
not willing to provide their data without the protection of 
privacy.  

Many approaches have been adopted for privacy 
preserving data mining. Verykios et al. [4] made a 
classification of data use based on five dimensions: data 
distribution, data modification, data mining algorithm, 
data or rule hiding and privacy preservation. Privacy 
preservation is becoming increasingly critical for future 
development of data mining techniques with great 
potential access to datasets containing personal, sensitive, 
or confidential information. Extracting valid data mining 
results while still preserving privacy of datasets is a major 
challenge for existing data mining algorithms. Data 
selective modification is required in order to keep the 
utility for the modified data given that the privacy is 
preserved [4].  

Several randomization-based data distortion methods 
have been discussed in the literature [2]. Singular Value 
Decomposition (SVD) has been used for privacy issue [8]. 
Polat and Du suggested a SVD-based randomization 
approach to protecting user’s privacy while providing 
tolerated accurate recommendations in collaborative 
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filtering [8], although SVD is not used for the purpose of 
privacy preserving in their work. The SVD sparsification 
concept was firstly developed by Gao and Zhang in [7] 
for reducing the storage cost and enhancing the 
performance of SVD in text retrieval applications. Xu et 
al. applied SVD and sparsified SVD methods in data 
distortion in a terrorist analysis system [8].  The 
disadvantage of SVD-based approaches is that SVD 
incurs a significant computational cost for large scale 
datasets during the matrix decomposition phase. 
Moreover, in many applications with large databases, not 
the entire database is needed for data distortion. In most 
cases, only part of the collection that contains sensitive 
information needs to be protected in a database. 

Based on our previous work in [8], we present a few 
novel strategies to partially distort the original data matrix 
in order to maintain the advantage of data privacy and 
data usability of SVD, but obtain a significant reduction 
on computational cost.  

The basic idea underlying the proposed strategies is to 
perform a dimension or rank reduction and conduct 
sparsification operation on one selected part of the 
original dataset. Three different matrix structural partition 
strategies are used to partition the original data into 
several submatrices. Sparsified SVD (SSVD) strategy is 
then applied on the selected submatrix to distort partial 
information in the subset. The distorted submatrix is 
combined with the original undistorted part of the matrix 
to form the new dataset. Then data mining algorithms are 
used on the distorted matrix. Our experiments show that 
compared to other more standard data distortion 
techniques, the proposed selective SSVD-based structural 
partition approach is very efficient in maintaining both 
data privacy and data utility and it can be applied to 
protect the privacy of enterprise information and promise 
a high accuracy of decision making.   

2. Background and Related Work 

2.1 Some Assumptions  

In order to preserve data privacy, we assume that no one 
except the data owner or authorized users have the right 
to access the original data. The data analysts only see the 
distorted dataset matrix, not the original matrix and or 
any part of it that may have privacy concerns. The 
analysts run the data mining algorithms to recommend 
decisions based on the distorted dataset matrix, while 
they are not able to know the original dataset unless 
appropriate permission is granted. Therefore, sensitive 
information with high level privacy is protected from 
unauthorized access. Simultaneously data utility should 
be assured in order to control the degradation of accuracy 
of the data mining algorithms due to data distortion. 

2.2 Singular Value Decomposition 

Singular Value Decomposition (SVD) is a popular 
method in data mining and information retrieval [10], 
since it has a mathematical feature to find a rank-
κ approximation of a matrix with minimal change to that 
matrix for a given value of κ [11]. It is usually used to 
reduce the dimensionality of the original dataset. Here we 
use it as a data distortion method [8]. 

Let A  be a matrix of dimension mn ×  representing the 
original dataset. The rows of the matrix correspond to 
data objects and the columns to attributes. The SVD of 
the matrix A  can be written as  

TVUA Σ=  (1) 

where U  is an nn ×  orthonormal matrix having the left 
singular vectors of A  as its columns, ∑  is an mn ×  
diagonal matrix whose nonnegative diagonal entries are 
the singular values in a descending order, TV  is an 

mm × orthonormal matrix having the right singular 
vectors of A as its columns [11].  

Due to the arrangement of the singular values in the 
matrix ∑ (in a descending order), the SVD 
transformation has the property that the maximal 
variation among the objects is captured in the first 
dimension, as iσσ >1 , for  2>i . Similarly much of the 
remaining variations are captured in the second 
dimension, and so on. Thus, a transformed matrix with a 
much lower dimension can be constructed to represent the 
original matrix faithfully.  

We can create a rank-κ  approximation kA  to the matrix 
A  by defining,  

T
kkkk VUA ∑=  (2) 

where kU  contains the first κ  columns of U , k∑  
contains the κ  largest nonzero singular values of A , and 

T
kV  contains the first κ  rows of TV , It has been proven 

that the distance between A  and its rank- κ  
approximation is minimized by the approximation kA in 
the sense of the Frobenius norm [11,13]. 

Rank reduction was first proposed by Deerwest et al. as a 
method for removing the noise of a text collection [14]. 
We define kk AAE −=  as the noise in the original 
matrix A . Hence, using kA  instead of A may yield better 
mining accuracy. Simultaneously due to the difference 
between A and kA , the distorted data kA  can preserve 
privacy, as it is difficult to figure out the values of A from 
those of kA  without the knowledge of kE .Hence, kA  



 

can be seen as both a distorted copy of A  and a faithful 
representation of the original data. 

A good choice of the rank of SVD could capture the main 
structure of a data collection and ignore the irrelevant 
noise. Large ranks will still retain some noise, but too 
small ranks will lose the structure and meaning of the 
original collection. How to choose the rank that provides 
optimal performance of data mining algorithms for any 
given datasets remains an open question and is normally 
decided via empirical tests [12]. In this paper, we conduct 
some experiments and take a close look at the effect of 
rank of SVD on the accuracy of a binary classification. 

SVD computation incurs a significant computational cost 
for large scale data matrices. It is indicated that the cost 
of computing the SVD of a sparse matrix A using a 
Lanczos-type procedure could be expressed as [12]: 

)(cos)(coscos AxtkAxAtItTotal T ×+×=             (3) (4) 

where I  is the the number of iterations required by a 
Lanczos-type procedure to approximate the eigensystem 
of AAT , x  is a vector and κ  is the number of 
computed singular values and their corresponding 
number of non-zero entries in the sparse matrix A . The 
dominant computational cost of the Lanczos method is 
related to the number and complexity of matrix 
multiplication by A  and TA . 

2.3 Sparsified Single Value Decomposition 
( SSVD ) 

Three SVD sparsification strategies, which are single 
threshold strategy (STS), column threshold strategy (CTS) 
and exponential threshold strategy (ETS), have been 
proposed by Gao and Zhang for reducing the storage cost 
and enhancing the performance of SVD in the area of 
information retrieval [7]. In this paper, the simplest one, 
STS is used to perform sparsification on SVD matrix kA .  

The basic idea of STS-based sparsification is that, given a 
certain threshold value ε , for any iju  in kU , if ε<iju , 

then we set 0=iju . The same operation is conducted on 
T

kV .  

Let kU  and kV  denote the new matrices created after 

performing STS on kU  and T
kV  respectively, and the 

new version of the distorted matrix kA  is  

kkkk VUA ∑=  (4) 

STS is applied here to further distorting the kA  after the 
rank reduction by SVD. Obviously the degree of 
perturbation of kA  is larger than kA  and the protection 
on data privacy is improved.  

3. SSVD-based Structural Partition 
Strategies 

Instead of conducting SVD and STS on the whole data 
matrix, structural matrix partition is used here to divide 
the original matrix into several submatrices, and we 
perform SSVD on one selected submatrix.  

Three kinds of matrix partition are proposed here, which 
are denoted by P1, P2, and P3, respectively. 

3.1 Object-based partition (denoted by P1) 

Let us partition A as 

⎥
⎦

⎤
⎢
⎣

⎡
=

2

1

A
A

A  (5) 

The whole dataset is divided into two groups, 1A  and 2A . 
We perform sparsified SVD on 1A  to get 1B =SSVD( 1A ). 
Then, the partially distorted dataset is 

⎥
⎦

⎤
⎢
⎣

⎡
=

2

1*

A
B

A  (6) 

Here, all feature values of the first group are distorted  

3.2 Feature-based partition  (denoted by 
P2):  

Let  [ ]21 AAA = , 1A  contains the first part of 
feature items and 2A  the second part. We perform 
sparsified SVD on 1A  to get 1B  = SSVD( 1A ). Then the 

new distorted matrix is [ ]21
* ABA = .In this case, only 

part of feature values are distorted by SSVD. 

3.3 Hybrid partition (denoted by P3) 

Let the partition be 

⎥
⎦

⎤
⎢
⎣

⎡
=

43

21

AA
AA

A  (7) 



 

 We perform sparsified SVD on 1A  to get 1B  = 
SSVD( 1A ). Then, the selectively distorted matrix is  

⎥
⎦

⎤
⎢
⎣

⎡
=

43

21*

AA
AB

A  (8) 

Here, a part of the feature values for a part of the objects 
are selected for distortion. 

As we discussed in Section II, the dominant 
computational cost of SVD is related to the number and 
the complexity of sparse matrix multiplication by A  and 

TA . Computing SVD on part of the original matrix 
would result in a reduction on the computational cost and 
an improvement on the efficiency of data mining 
algorithms by removing unnecessary data distortion. This 
is because the matrix multiplication is now performed 
with respect to the submatrix 1A , not to the full matrix A. 

The level of distortion and data utility are dependent on 
the partition scheme in use. Depending on specific goals 
of various applications, one of the above three schemes 
can be chosen. The analysis of the performance of the 
above proposed strategies will be done in the next 
sections.  

4. Data distortion measures 
The privacy protection measure should indicate how 
closely the original value of an item can be estimated 
from the distorted data [9]. Some privacy metrics have 
been proposed in the literature [8,15,16]. Some data 
distortion measures defined in [8] are used here to assess 
the level of data distortion which only depends on the 
original matrix A and its distorted counterpart *A . 

4.1 Value Difference (VD) 

After a data matrix is distorted, the value of its elements 
changes. The value difference (VD) of the datasets is 
represented by the relative value difference in the 
Frobenius norm. Thus VD is the ratio of the Frobenius 
norm of the difference of *A  from A to the Frobenius 
norm of A :  

F

F

A

AA
VD

*−
=  (9) 

4.2 Position Difference 

After a data distortion, the order of the value of the data 
elements changes, too.  

1) Rank Position (RP) 
RP is used to denote the average change of rank for all 
the attributes. After the elements of an attribute are 
distorted, the rank of each element in an ascending order 
of its value changes. Assume that dataset A has n data 
objects and m attributes. i

jRank  denotes the rank of the 

jth element in attribute i , and *)( i
jRank denotes the rank 

of the distorted element jiA . Then RP is defined as: 

nm

RankRank
RP

m
i

n
j

i
j

i
j

×

−
=

∑ ∑= =1 1
*)(

(10) 

If two elements have the same value, we define the 
element with the lower row index to have the higher rank. 

2) Rank Maintenance (RM) 
RK represents the percentage of elements that keep their 
ranks of value in each column after the distortion. It is 
computed as:  

nm
Rk

RK
m
i

n
j

i
j

×
=

∑ ∑= =1 1  (11) 

where i
jRk  means whether an element keeps its position 

in the order of values: 

⎩
⎨
⎧ =

=
otherwise
RankRankif

Rk
i
j

i
ji

j                        ,0
)(      ,1 *

         (12) 

If an element keeps its position in the order of values, 
1=i

jRk , otherwise, 0=i
jRk . 

3) Change of Rank of Features  (CP) 
One may infer the content of one feature from its relative 
value difference compared with the other attributes. Thus 
it is desirable that the order of the average value of each 
attribute varies after the data distortion. Here we use the 
metric CP to define the change of rank of the average 
value of the attributes: 

 
m

RAVRAV
CP

m
i ii∑ = −

=
1

*

 (13) 

where iRAV  is the rank of the average value of attribute 

i , while *
iRAV  denotes its rank after the distortion.  

4) Maintenace of Rank of Features (CK) 
CK is defined to measure the percentage of the features 
that keep their ranks of average value after the distortion. 
So it is calculated as:  



 

 
m
CkCK

m
i

i∑ == 1  (14) 

where iCk  is computed as: 

⎪⎩

⎪
⎨
⎧ =

=
otherwise

RAVRAVifCk iii

           ,0
    ,1 *

  (15) 

The value of RP and CP is proportional to the level of the 
distortion. On the contrary, the value of RK and CK is 
inversely related to the level of distortion.  

5. Data Utility Measure 
Data utility measures indicate the accuracy of data mining 
algorithms on distorted data after the conduction of 
certain perturbation. In this paper, Support Vector 
Machine (SVM) classification is chosen as the data utility 
measure. SVM is based on structural risk minimization 
theory [17]. In SVM classification, the goal is to find a 
hyperplane that separates the examples with maximum 
margin.  

6. Experiments and Results 

6.1 Experiments on Synthetic Dataset 
A synthetic dataset (org), a 2000 by 100 matrix, is 
constructed with entries that are randomly generated 
numbers within the interval [1,10] obeying a uniform 
distribution. We classify all the objects into two classes 
using a random rule:  

⎩
⎨
⎧

−
=

>××−

otherwise
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• Comparison with the other four distortion methods: 
Experiment 1 

The five distortion strategies, uniformly distributed noise 
(UD), normally distributed noise (ND), SVD, SSVD, 
SSVD with matrix partition, are implemented on the 
same dataset to compare the performance [8]. Table 1 
shows the comparison among these five data distortion 
methods under certain parameters. The normally 
distributed noise is generated with 0=u  and 46.0=σ , 
see [8] for the meaning of these two parameters. The 
uniformly distributed noise is generated from the interval 
[0, 0.8]. The rank κ  in SVD is 20, and threshold value in 
SSVD is 1e-3.  The matrix partition schemes described in 
the previous section are applied in the experiment, 
represented by SSVD[P1], SSVD[P2] and SSVD[P3] in 
Table I. The part of the distorted submatrix is 2000 by 50 
for P1, 1000 by 100 for P2, and 1000 by 50 for P3, 

respectively. Based on the comparison results in Table I, 
a conclusion can be made that compared to 
randomization-based data distortion methods, UD and 
ND, SVD-based strategies achieve a higher level of 
distortion and can provide better protection on privacy. 
Roughly speaking, sparsified SVD is better than SVD on 
most of the five metrics. The CK value for SSVD-based 
methods is 0, which means all the features change their 
rank in average value after performing certain data 
transformations.  

TABLE I.  Comparison of DIFFERENT distortion strategies 

Level of Distortion 
Dataset VD RP RK CP CK 

Accuracy (%)

Org - - - - - 76.15 

UD 0.0760 664.0489 0.0062 0 1 76.20 

ND 0.0758 665.1643 0.0043 0 1 75.80 

SVD 0.3665 666.9214 0.0007 21.28 0.39 76.60 

SSVD 0.7464 664.0129 0.0005 36.42 0  76.50 

SSVD[P1] 0.5059 667.5759 0.0011 34.02 0.02 66.75 

SSVD[P2] 0.4866 332.7783 0.5002 35.48 0 77.35 

SSVD[P3] 0.3655 333.8874 0.5007 34.44 0 76.70 

 

Among the three proposed matrix partition strategies, 
SSVD[P1] performs best with the same level of distortion 
as SSVD. SSVD[P2] and SSVD[P3] is comparable on 
distortion level with the largest RK value and the lowest 
RP value. All these three methods have great variance on 
feature values.  

As to data utility, the accuracy of the three new schemes 
are 66.75%, 77.35% and 76.7%. Naturally SSVD[P1] is 
worst on data mining accuracy, due to its best 
preservation on privacy. SSVD[P2] supplies the best data 
utility with the higher accuracy than the original dataset.  
From the above analysis, we can make a reasonable 
conclusion that considering a tradeoff between privacy 
preservation and data utility, the performance of 
SSVD[P2] is the best among these three matrix partition 
strategies.  

 

• Sensitivity o f data utility to the choice of rank of 
SVD: Experiment 2 

To examine the change of data utility of the three 
partition schemes with increasing the rank of SVD, we 
conduct the experiment using the same synthetic dataset 
as the one in the Experiment 1, where the threshold value 
in SSVD is 1e-3, and in SVM, radial base function (rbf) 
is chosen as the kernel function and gamma vale in rbf is 
0.001 [8].  

Fig.1 illustrates the influence of rank of SVD on 
classification accuracy. P2 and P3 show the similar 
graphs of accuracy. The accuracy decreases with κ  till 



 

κ  is larger than the half of the number of features, κ =50 
in our experiment. For any of κ >50, the accuracy of P1 
and P2 is equal to that of the original dataset. The highest 
accuracy is obtained with the rank of 1/10 of the number 
of features. P1 shows worse performance on data utility 
than P2 and P3 and its accuracy is lower than that of the 
original dataset. It also demonstrates a different trend of 
change. The accuracy of P1 increases with k when κ <60 
and decreases with k for κ >60.  

 

Figure 1.  The effect of rank κ  in SVD on the accuracy 

How to choose the rank of SVD is still unsolved and 
empirical tests are required. Our experiment implies one 
possible good choice of the rank of SVD for our 
distortion strategies if only considering data utility. If P1 
scheme is used, 3/5 of the number of features is a good 
choice for k. For P2 and P3, we can choose 1/10 of the 
number of features as the rank of SVD. 

 

• Sensitivity of data utility to the choice of threshold 
value for STS: Experiment 3 

 

 

Figure 2.  The effect of threshhold value ε  in SSVD on the accuracy 

Here we examine the influence of the threshold value, ε , 
in the single threshold strategy (STS) used in our 
distortion strategies. Fig.2 illustrates classification 
accuracy under eps in the interval from 0 to 0.1. In the 
experiment, the rank of SVD is 40 and the same 
configuration of SVM as in Experiment 2 is used. With 

the increase of ε  in SSVD, it exhibits no observable 
trend in data utility for all three distortion schemes. This 
implies that the sparsification parameter does not affect 
the classification accuracy sensitively in this study. 

 

• Feature size sensitivity in feature-based partition: 
Experiment 4 

 

Figure 3.  Level of data distortion of feature-based distortion 

The further tests on feature-based scheme are shown in 
Fig.3, VD, RP and CP increase with the number of 
features while RK and CK decrease. An intuitive result is 
proved that distortion level increases with the number of 
features in 1A . Fig.4 exhibits a critical point with the 
highest accuracy when the number of column in 1A  is 70, 
which means 1A  contains 70 percent of the features.  

 

Figure 4.  Effect of the number of features on accuracy of feature-
based partition 

The CPU time used to compute the SVD and partial SVD 
of the dataset on a SunBlade 150 workstation is 46.12 
seconds for SSVD, 13.27 seconds for SSVD[P1], 22.95 
seconds for SSVD[P2], and 5.07 seconds for SSVD[P3].  
It can be seen that the cost of computing SVD is 
proportional to the size of the submatrix used for the 
partial SVD computation. 



 

6.2 Summary 

Some important conclusions can be drawn from these 
graphs: 

• The overall performance of the SVD-based distortion 
approaches is better than randomization-based 
approaches. 

• Most of the SVD-based approaches can obtain a 
higher accuracy on classification than the original 
data.  

• For feature-based partition and hybrid partition 
distortion strategies, the classification accuracy 
decreases with the increment of the rank of SVD. 
This special property provides a possible way to 
achieve high accuracy with a significant reduction on 
computational cost due to the use of a small rank 
value.  

• The overall performance of three structural partition 
strategies: 

1. Object-based partition has the highest distortion 
level with the lowest data utility level. Feature-
based partition has the highest data utility level. 

2. Feature-based and hybrid partitions have a quite 
comparable distortion level.  

3. Feature-based partition should be a reasonable 
solution  with a good compromise on the 
distortion and utility of data. 

Of course, which partition strategy to use in a particular 
application is dependent on the circumstances of that 
applications, i.e., on the nature of the data to be distorted. 

7. Conclusions and future work 
In this paper, we studied several existing strategies in 
privacy-preserving data mining, including two 
randomization-based methods, one rank reduction 
method (SVD), one STS-based sparsification method 
(SSVD). A set of new privacy preserving strategies are 
proposed based on matrix partition techniques, and 
object-based partition, feature-based partition and hybrid 
partition are defined. We compare the performance of all 
these methods both on data privacy level and data utility 
level. The experimental results demonstrate that the 
efficiency of the proposed strategies. With consideration 
on the overall performance, we see that feature-based 
partition is a feasible and efficient solution for privacy-
preserving data mining. Future work may include 
performance tests on real world datasets. We also plan to 
examine the other two sparsification strategies, CTS and 
ETS, proposed in [7], in data distortion applications. The 
determination of optimal rank of SVD and threshold 
value of SSVD under different applications is also 

desirable in order to implement our proposed approach on 
real applications with little user intervention. Further 
investigation is worthwhile on combining our method 
with other privacy preservation techniques to further 
improve efficiency.   
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