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Abstract

Spams are electronic junk mails that are costly for
the individuals and organizations who receive them
and Internet service providers who handle them.
They also highly contribute to the lack of trust in e-
mail service by the users, intrusion of privacy, and
fraud. Spam detectors with a wide range of
effectiveness are exist in the market. To the best of
our knowledge, none of the existing spam detectors
uses a semantic-based approach in detection of
spams. In this paper, we present Semantix-Plus
which uses both semantic-based indications and
syntax-based indications to convert a given e-mail
into a 10-variable record. The detector then uses a
backpropagation  neural  network for  the
classification of the e-mail. We have compared the
behavior of the Semantix-Plus with the spam
detectors used by Google, Yahoo, and AASU mail
servers for a limited number of spams. The results
reveal that the Semantix-Plus has a superior
detection power to its counterparts.
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1. Introduction

Spam is referred to as “electronic junk mail” [1].
Over 76 billion spams are floating in the Internet that

collectively make 60% of all the internet e-mails.
The storage need of spams is close to 10 petabytes [2,
3]. The reader needs to be reminded that these
statistics is nearly 2 years old. Although spams are
almost cost free to the spammers, but they are costly
for the individuals and organizations who receive
them and Internet service providers who handle them
[4]. The cost is more compounding when the spams
are received through mobile devices[5] Spams are
also to be blamed for (1) lack of trust in e-mail
service by the users, (2) intrusion of privacy, and (3)
fraud —to name a few.

One of the tools available to fight back the spammers
is use of spam detectors. Spam detector is a software
that is able to identify a spam and then the detected
spam may be stopped in different levels of its travel
through the Internet. A good number of spam
detectors exist and they may be grouped in five
general categories of token-based, list-based,
Initiation-based, Sender authentication-based, and
Social Network-based [6, 7] . The categorization is
based on the methodologies employed by the spam
detector.

Token-based detectors check the body and/or the
subject of the e-mail for specific tokens or a group of
tokens. A token of interest is usually a keyword or a
string of keywords that are used commonly in spams.



List-based detectors check the header of a given e-
mail to determine whether to include the e-mail
address of the given e-mail in a white, gray, or black
list for future use. All lists are dynamically built and
can grow. Any incoming e-mail that its address is in
the black list is filtered by the spam detector. The e-
mail addresses of those e-mails that are suspicious
but the detector is not sure yet, are placed in the gray
list. Gradually, the e-mail addresses in the gray list
migrate to either black or white list.

Initiation-based detectors demand some extra manual
work (initiation) from any one who wants to send an
e-mail to the owner of the detector. Of course, the
initiation takes place only for the first e-mail of every
sender. After the initiation process is successfully
complete, the e-mail address of the sender is kept in a
white list.

Sender Authentication-based detectors register a set
of legitimate e-mail servers and accept e-mails only
from the registered e-mail servers.

Social Network-based detectors build a directed-edge
graph out of the incoming and outgoing e-mails of a
user. The clustering coefficient of the graph’s
subcomponents are calculated. The spammer graph’s
subcomponents have a low coefficient where as the
non-spammer graph’s subcomponents have a high
coefficient [8]

Recently, there are some voices in the scientific
community suggesting that the best solution for
detecting a spam is to treat an e-mail as a document
and then try to use document classification
techniques.  Our spam detector that is named
Semantix-Plus is influenced by this suggestion and,
first, it tries to identify semantic-based patterns and
then quantify a given e-mail based on discovery of
those patterns. To the best of our knowledge, a
semantic-based attempt has not been exercised in
detection of spams. In addition to semantic patterns,
our methodology uses syntax-based indications for
the quantification of an e-mail (that is the reason for
adding “Plus” to the name of the methodology.)

The results of e-mail quantification are used to
classify the e-mail. To do so, a Neural Network with
a backpropagation training paradigm is built and used
[9, 10].

The rest of the paper is organized as follow. The
methodology is presented in section two. The results
are the subject of section three. The conclusion and
future research are covered in section four.

2. Methodology

Before any action be taken on the e-mail, we create a
cleaned version of the e-mail. The cleaned e-mail is
created in two steps. In the first step, all the html
tags, if any, are removed from the e-mail. The
outcome is referred to as a filtered e-mail. In the
second step all the tokens that include a punctuation
mark (in this paper, punctuation mark refers to all the
non-alphanumeric characters that can be found on a
keyboard) are removed from the filtered e-mail and
the outcome is a cleaned e-mail. In an e-mail, there
are syntax-based and semantic-based indicators that
may indicate that an e-mail is a spam. We use
filtered e-mail to find some of these indicators and
cleaned e-mail for others. The details of both types
of indicators and their identification process are
discussed in the following subsections.

3.1 Syntax-based Indicators

The syntax-based indicators deal with the properties
of individual tokens in an e-mail. We are interested
in those tokens that:
1. start with a punctuation mark continues with
all capital letters (PAC indicators),
2. include at least one punctuation mark and no
capital letters (PM indicators),
3. made up of all capital letters (AC indicators)
4. include at least one alphabet letter form a
non-English alphabet set (NE indicators),
5. are misspelled (MS indicators).

The filtered version of a given e-mail is used to find
the first two types of tokens (above) and the cleaned
version of the e-mail is used to identify the rest of
them. Finding the first four indicators in the list is
straight forward and they can be found using regular
expressions. However, the last one is different and
need an explanation.

It is a common practice for the author of a spam to
misspell a token (or tokens), break a token into two
ore more pieces, or connect two or more tokens
together, purposely. The end results of all the cases
are a set of tokens that are not valid English words
(almost all the time). The safest way to identify these
tokens is to check them against an English dictionary.
This is the path that is taken in this paper.

One may ask that why PM, PAC, and NE indicators
are needed while they are identifiable by MS? The
answer is that our observations suggest the otherwise.
Reader needs to be reminded that the MS indicators



are identified after PM, PAC, and NE indicators are
removed.

Each syntax-based indicator has two properties: type
and weight. The type represents the nature of the
indicator and weight represents its significance. For
the above five syntax-based indicators the types and
weights are: (AC, W), (PAC, Wpa), (PM, Wyn), (NE,
Whe), and (MS, W), respectively.

3.2 Semantic-based Indicators

These indicators set apart the Syntax-Plus detector
from the existing detectors and they deal with the
semantic of every sentence in a cleaned e-mail. To
explain it further, we start with some terminology and
then explain how to capture the semantic of a
sentence in form of a pattern.

Equivalent set of a token. Let t; be a token in
sentence S. Token t; is equivalent of t, if tj can
replace t; without changing the message conveyed by
S. Suppose the general message conveyed by S is
“selling jewelry”. In such a sentence the token
“diamond” in a phrase “diamonds are for sale”, for
example, may have the equivalent set of: “gold”,
“precious stone”, “emerald”, “ruby”, etc. If the
token is a verb, then all of its synonyms make its
equivalent set.

The phrase that contains a token dictates an
equivalent set for the token. However, identifying a
subset from all the possible equivalents of the token
that is proper for a given phrase is very difficult if not
impossible. As a result, replacing token t; with some
of its equivalents may not have any meaning in the
context of a given phrase, while it makes perfect
sense for other equivalents of t;.

Pattern. Let S be a sentence that is made up of N
tokens, S = {t;, . . ., t,}. Let S’ be a proper subset of
tokens in S and it is identified by a trained individual
(a lighter version of domain expert) to capture the
semantics of S. If every token in set (S-S’) be
removed from S and be replaced by a “-” to preserve
the gaps among tokens in S, then S is changed into a
pattern. Therefore, pattern is a spaced set of tokens
in a sentence that collectively reflect the semantics of
the sentence. The first token of the pattern is named
the head of the pattern.

Let P be a pattern of “—g—gx—9gmn—", where “—"
represents a gap made up of a number of contiguous

spaces and g. represents a group of contiguous
tokens. Let groups g, gk, and gy, be also made up of
tokens {t4, t4}, {t'}, and {t',, t’m, t2n}, respectively.

Table 1: A set of patterns generated from a given
pattern and the equivalent set of the tokens
participated in the original pattern.

Patterns

— it — ty— o, B o
— th, % — th— o, Yom, o
— ylu_ 2t —t, . B

1y 1 ms ms m

— Vi, B — the— thy, Con, C—
— Vi, i — the— thy, Con, C—
— yim, tzi — tik — tim, yith, tzm—
— y3t1il t2i - tlk - tlm: ylt2my t3m_
_Ytli: t i_t k_t ms yt2mytm_

(original)

Furthermore, let the equivalent sets for tokens th, 3,
the thn tn, and £, be {Y'ui, Y Y'ud @, @, 9,
{y'om}, and &, respectively. Seven new patterns
may be created from P by generating all permutations
of the elements in the equivalent sets for tokens in P,
Table 1. We generate all these permutations with the
risk that some of the new patterns may not have any
meaning.

The following algorithm sums up the creation of a
pattern for a given sentence. A home grown parser
(PARS) is used to generate a parse tree for the
sentence automatically. PARS that employs an
“incremental parsing technique [11] is imperfect and
limited. Nevertheless, it is very helpful to our goal.

Algorithm Pattern

Given: A sentence, S, and PARS.

Obijective: Creating a pattern for S.

Step 1- Create a parse tree for S using PARS.

Step 2- Build a crude pattern by keeping all the
leaves of the grammar tree that are either NP
(noun phrase) or ADJP (Adjective phrase)
Replace the non-selected leaves by dashes.

Step 3- Convert The dashes to gaps by replacing all
the contiguous dashes by one large dash.

Step 4- Refine the “crude pattern” using a trained
individual.

Step 5- End;

Example, the sentence of “The real content of this
trunk box is the sum of eighteen million United
States dollars which was his share from a secret sale
of diamond” is borrowed from an actual spam. The
grammatical components of the sentence are shown
in a tree format in Figure 1.
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Figure 1: A pars tree for the given sentence.

The crude pattern obtained from the tree structure is:
“—content—trunk box—sum—eighteen million
dollars—share—secret sale—diamond”.

This crud pattern may be refined by a trained
individual to produce the pattern: “—secret sale—
diamond”. The head of this pattern is “secret”.

We assign three properties to each pattern:
identification number, type, and weight. The
identification number is an integer number that
uniquely identifies the pattern, type represents the
nature of the pattern and weight represents its

significance. We are interested in four types of
patterns:  “Investment rubbish” (v), “pleasure
rubbish”  (p), “health  rubbish” (h), and

“miscellaneous rubbish” (m). The weights for types
“V”, upn’ “h", and umn are Wv, Wp, Wh, and Wm,

respectively.

A relational data base (called Patterns-DB) is
generated to store and handle the patterns and their
related information. The database is made up of four
relations. The first relation, Patterns(P-ID, GROUP),
includes pattern identification number, and tokens’
group of the pattern. As a result, the pattern “—



secret sale—diamond” has two entries of “secret
sale” and “diamond” with the same P-ID in this
relation. The second relation, LTable(P-1D, HEAD),
is a look-up table for the head of the patterns. The
third relation, PType(P-1D, TYPE), carries type for
each pattern. The fourth relation, PWeight(TYPE,
WEIGHT), carries weight for each type and it has
only four tuples.

3.3. Identification of Spam Indicators

The following algorithm identifies the syntax-based
and semantic-based indicators for a given e-mail.

Algorithm Syntax-Indicator
Given: An e-mail, an English dictionary, weights for
the five syntax-based indicators(Wgm, Wpac,
Woe, Wpe, and W), Patterns-DB, and The
five counters of count,m, COUNty, COUNts,
CouNt,e, and county.
Objective: Identification of the syntax-based
indicators and their quantifications.
Step 1. Create a filtered e-mail;
Step 2. Tokenize the filtered e-mail;
Step 2. Repeat steps 2 and 3 for each token t;;
If t; is a PM indicator,
Then Increment countyy;
If t; is a PAC indicator,
Then Increment countpac;
Step 3. Create a cleaned-email out of the filtered e-
mail;
If t; is an AC indicator,
Then Increment count,;
Remove t; from e-mail;
If t; is an NE indicator,
Then Increment count,;
Remove t; from e-mail;
If t; is an MS indicator,
Then Increment count;
Step 4. W, =count, * w,;
Step 5. End;

Algorithm Semantic-Indicator

Given: An e-mail, weights for the four semantic-
based indicators (w,, Wp, Wy, and wpy),
Patterns-DB that includes Patterns(P-ID,
GROUP), LTable(P-ID, HEAD), PType(P-
ID, TYPE), and PWeight(TYPE, WEIGHT).
The four counters of count,, count,, count,
and count,,.

Objective: Identification of the semantic-based
indicators and their quantifications.

Step 1. Create a cleaned e-mail;

Step 2. Repeat steps 2 through 6 for each sentence
of the e-mail

Step 3. Tokenize the sentence;
Step 4. Repeat steps 4 and 5 for each token, t;;
Location = position t; in the sentence (POS);
R1 = Select P-ID from LTable
where HEAD=t;;
Step 5. If (R1 =) Then
Repeat for each R1.P-ID
Select GROUP from Patterns
where Patterns.P-ID = R1.P-ID;
Repeat for each GROUP of the pattern
If (GROUP is found in the sentence
and its POS > location),
Then  location=POS;

FLAG=True
Else FLAG = False;
If FLAG = True,

Then
Select PTypes.TYPE from R1, PTypes
where PTypes.P-ID = R1.P-ID;
Increment countprypes. Tvee;
Step 6. W, = count, * w,;//The weight for the pattern
[ltype is retrieved from the relation PWeight.
Step 7. End;

The above two algorithms identify the syntax and
semantic based indicators and they quantify a given
e-mail by providing nine weight values (five weights
and four weights for syntax and semantic based
indicators respectively.)

3. Results

We have total of 300 spam and non-spam e-mails
(150 of each). Each e-mail is quantified as a record
of ten variables. The first nine variables are the
following weights for the e-mail: Wy, Wpae, Wom,
Whe, Wis, Wy, Wy, Wy, and Wy, The last variable
carries the class of the e-mail which is shown by
values 1 and 0. The value one means that the e-mail
is spam and zero means otherwise. The dataset is
normalized and the attribute W, is deleted because
more than 95% of the values for this attribute are
Z€ero.

The 15% of the records (e-mails) that are chosen
randomly from each class make a test set and the
remaining records make a training set. This process
is repeated three times to generate three pairs of
training and test sets. The randomly generated test
sets do not have any common records.

A neural network is built to be trained by a training
set and to be used for classification of the records in
the test set. The neural net includes an input layer
with nine nodes, one hidden layer with ten nodes, and



an output layer with one node. The number of nodes
in the hidden layer is determined using a trial and
error approach. The percent of correct classification
for the test sets along with the calculation of
sensitivity and specificity measures are given in
Table 2.

To provide a base for comparison of Semantix-Plus
behavior, we use the G-mail (Google mailer), Yahoo,
and AASU’s (Armstrong Atlantic State University)
spam detectors to determine the class of the same test
sets. To do so, we simply send each e-mail of the test
set separately as a new e-mail to three new e-mail
addresses at Gmail.com, mail.yahoo.com, and
mail.armstrong.edu to observe the behavior of the
three e-mailers. Thirty senders send these messages
to their destinations. To avoid introducing a bias in
the process, the senders and receivers are not on the
same mailer system. The average for the percentage
of the correct classifications for the same test sets
done by G-mail, Yahoo, and AASU mailers along
with the calculation of sensitivity and specificity
measures are also shown in Table 2. In addition, the
false positive (F+) and false negative (F-) for each
test set is displayed in Table 3.

4. Conclusion and future Research

The Semantix-Plus is not able to detect 5% (on
average) of the spams whereas Google, AASU, and
Yahoo mailers can not detect 20%, 33.4%, and
42.5% of the spasm, respectively.

The G-mail outperforms the Semantix-Plus by 1.7%
(on average) when it comes to detect non-spam e-
mails. However, Semantix-Plus outperforms the
other two mailers. The outperforming of Syntax-Plus
by Google mailer in this category is caused by the
fact that Semantix-Plus works with a limited number
of patterns. For the correct classification of spasms
and non-spams, the Semantix-Plus outperforms
Google, AASU, and Yahoo mailers with a high
margin of 13.4%, 34.2%, and 38.8%, respectively.
We believe that detection power of the Semantix-Plus
increases when the number of patterns is increased.

As future research a great deal of efforts is in
progress to (1) automate the process of pattern
creation and (2) test the Semantix-Plus for a high
volume of e-mails.
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