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Abstract - A new scheme for generating watermarks on the basis of the Vilenkin-Chrestenson functions is proposed. The 
scheme allows to generate the watermarks with an irregular structure in a given frequency domain. The parameters of 
the watermarks may be chosen so as to maximize the robustness of the watermarking scheme against such dangerous 
attacks as JPEG compression, low pass filtering and cropping. The proposed scheme for generating watermarks vary 
from the existing methods reported in the literature. We have performed a series of experiments to confirm the 
effectiveness of the proposed scheme. Simulation results show their robustness for surviving intentional attacks and, 
hence, their effectiveness in protecting copyrights.  
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1.0 Introduction  

 
Digital watermarks have been proposed as a method for discouraging illicit copyright and description of 
copyright material. The embedded watermark typically contains information about the source and recipient 
of the distributed data. Thus, if pirated copies of the data are distributed, it can still be determined who owns 
the copyright and was the original, authorized recipient. The fundamental description of common 
watermarking techniques is given in the Cox’s paper [1]. The most commonly used ways for digital 
watermarking are embedding in the spatial domain, or in the frequency domain.  
Watermarking in the spatial domain is performed by modifying the pixel values of the host image to 
embed the copyright information [2]. Watermarking in the frequency domain commonly performed 
by embedding a spread-spectrum sequence in the Fourier, DCT or DWT domain coefficients [3].  In 
both schemes it is desirable to ensure that a watermark satisfies the following important properties: 
perceptible invisibility and robustness to the various attacks and other types of distortion. This 
means that the watermark should be readable from the images that underwent common image 
processing operations, such as filtering, compressing, scaling, rotation, cropping, noise adding etc.  
In general case the watermark insertion and extraction model may be viewed as digital communication 
problem. A watermark is a message, while an original image is a channel. In the watermark extraction and 
detection stages, the original image acts as a noise to the watermark message. This means that we can adopt 
concepts from the digital communication system to analyze the digital image watermarking problem. 
Therefore, while designing a watermarking scheme, the watermark may be considered as a random signal, 
the energy of which somehow or other is distributed within some frequency range. The watermark, as any 
signal, can have its energy mostly concentrated in low, middle or high frequencies depending on the 
technique. The high frequency noise-like watermarks are the most imperceptible or undetectable by the 
human eyes since the Human Visual System (HVS) is less sensible to noise addition. Furthermore, they are 
extremely robust with respect to nonlinear deformation of the gray scale, such as contrast/brightness 
adjustment, gamma correction, and histogram manipulations. In the same time they are less robust to JPEG 
compression and low-pass filtering [1-6].  



 

On the other hand, the low-frequency (L-F) watermarks are very resistant to the mentioned kinds of attacks. 
Besides, the low-frequency character of the watermarks does not increase the noise level of the image and 
they have fewer problems with small geometric deformations. But in the same time they interfere with the 
image and usually it is necessary to have the original image for the L-F watermark extraction [6]. Therefore, 
the middle frequency watermarks may be considered as a certain trade off between these extremes. This 
means that depending on the specification of the targeted application the watermarks must be generated with 
one or other predictable properties. It should be noted that in the watermarking literature there are practically 
no publications devoted to the problem of generating watermarks with particular properties. Usually, for 
solving this problem, a pseudo noise (PN) generator and band-pass filter are used. As a rule it implies a 
necessity to perform time consuming two-dimensional Fourier transforms. It is obvious that in this case the 
computational cost of the watermark generating is an issue especially for such application as digital video 
watermarking. 
In this paper, we proposed to form noise-like watermarks in a given frequency domain on the base of the 
Vilenkin-Chrestenson functions (VCF) [7] and embed them to the host image straightforward in the spatial 
domain. The watermark extraction does not require the original image. Simulations have been carried out to 
evaluate the expediency of using VCF for watermark generating. Experimental results showed that the 
proposed technique of the watermark generating allows working out schemes, which are robust to such 
dangerous attacks as JPEG compression, low pass filtering and cropping.  

 
2.0  Proposed scheme of watermark generating 

 
The VCF are defined on the finite interval [ )N,0  and can be obtained with the help of the generalized 
Rademaher functions: 
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where 12 -=i , p is a prime number; 
 �×  is an integer part, Nplog=b , N is a number of samples, 

b,...,1=m , 1,...,1,0 -= Nw , Z is the set of integers. Within the interval[ )N,0 , any VCF is defined 
as a product of the generalized Rademaher functions: 
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where k is a number of the VCF, { })(mg  are the coefficients in base p  representation of a number: 
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Note that when 2=p  the VCF are converted into the Walsh functions. The mean value of any VCF is equal 
to zero when 0¹k . One of the VCF is shown in Fig. 1, when 5=p , 2=b , 22=k  and 25=N . 
 

                             
 

Fig. 1. Example of Re ( ){ }wV ,22  when 5=p , 2=b , 22=k  and 25=N  
 
As it is shown the VCF may look like PN sequences. But in this case it becomes possible to control the width 
of the spectrum of the generated sequence. Naturally, the larger the number k of the VCF, the less width of 
sequence chips and, consequently, in accordance with the scaling property of the Fourier transform, the 
wider the spectrum of the sequence. So, we propose to generate watermarks on base of the VCF. 



 

3.0  Embedding and extraction schemes 
 

Let the host image and watermark be of size 2M  and 2N  pixels, respectively. To embed the watermark, it 
is proposed to divide the image into Q blocks. Then the embedding procedure is reduced to adding the low 

energy copies of the watermark to every block of the host image 2LQ =  times in the spatial domain 
where 
 �NML /= . To improve the invisibility of the watermark its values are adjusted by multiplying them 

with a rescaling factor qa  where Qq ,...,1= . This factor determines the strength with which the watermark  

is embedded and its values depend on frequency characteristics of different parts of the host image. This 
procedure can be described with the following equation: 
 

WUB qqq a+=           

where qU  is the thq  block of the host image, qB  its watermark version and W  is  the watermark having 

zero-mean and unit variance. The rescaling factor qa  may take on some discrete number of values 

Dhhh ,,, 21 �  depending upon the following conditions:  
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where qk  is the normalized correlation between the watermark W  and the thq  centred block of the host 

image, ih is the thi  threshold. It is seen from (1) that the greaterqk , the greater qa  and on the contrary. So, 

for example, if the thq  block is characterized by zero frequency then 0=qk  and, correspondingly, the 

rescaling factor qa  will have the lowest value. This means that for providing the invisibility of the 

watermark it will be embedded into the host image with minimum energy.  
To extract the watermark from the possibly watermarked image, it is proposed to centre the values of the 

pixels of every block. Suppose that every block is represented by the matrix ( )zd
jl

zd bB = where 

Njl ,...,1, = ; Lzd ,...,1, = . In this case, each element of the block can be centred in the following way:    
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where 
zd
jlv  is the value of the thjl ),(  pixel of the watermarked image within the thzd ),(  block. Then all 

blocks are averaged into one block, which may be represented by matrix ( )jlbB = . In this case the value 

of each element jlb of the matrix B is the sum of Q corresponding values of the watermarked image and 

can be considered as the sum of the wanted signal and noise: 
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where 
zd

jls  is the value of the thjl ),(  watermark pixel embedded within the thhd ),(  block, 
zd
jln  is the value 

of the thjl ),(  pixel of a noise within this block. It is seen from (3) that the first item is the mean value of the 
thjl ),(  watermark pixel. Suppose that values 

zd
jln are low correlated random variables (in practice it is really 

so because these pixels are located at a large distance from each other). Then the second item in (3) is the 
mean value of centered random variables and tends to zero as Q is increased. So if the value of Q is large 



 

enough then we may write BW » . This means that matrix B  represents the extracted watermark. The 
proposed block-diagrams of a watermark embedding extraction are shown in Fig. 2 and Fig 3, respectively.  
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Fig. 2. Block-diagram of a watermark embedding 
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Fig. 3. Block-diagram of a watermark extraction 

 
To extract the watermark from a possibly watermarked image the normalized correlation is calculated 
between two matrixes W and B , representing the original watermark W and possibly extracted watermark 

B . If the value of similarity r  is larger than the threshold h
�

, the watermark is successfully extracted, 
otherwise, the watermark does not exist or we fail to detect it.  

 
4.0 Experimental results 

 
The experiments were performed using the standard test image “Lena” with 512512´  pixels and 256 grey 
levels (Fig. 4a). The middle frequency watermarks were 2727 ´  in size generated with 3=p , 3=b , 

1=k  (Fig. 5a) and 3=p , 3=b , 4=k  (Fig. 5b), respectively. Each watermark was embedded into the 

host image 324 times. The values of the rescaling factor ia  were chosen in accordance with (1) depending 
on the frequency characteristics of different blocks of the image, e.g. some blocks of the image might allow 
for the rescale factor of 6 or more, while others suffer a visible degradation in image quality even if the 
rescale factor is reduced to 3. Therefore on basis of some statistical data we had chosen the following values 
for the rescaling factor: 01 =h , 22 =h , 43 =h , 64 =h  and 01 =h , 32 =h , 63 =h , 84 =h  for the 



 

watermarks shown in Fig. 5a and 5c, respectively. Fig. 4b shows the image marked by the watermark 
illustrated in Fig. 5a. 
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Fig. 4. Standard test image “Lena” of 512512´  pixels and 256 grey levels 

a. Original image of “Lena” 
b. Watermarked image of “Lena” 
c. Watermarked image of “Lena” after mosaic filtering with 99 ´  aperture 
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Fig. 5. Embedded and extracted 2-D watermarks 

a, c. Embedded 2-D watermarks when 1=k and 4=k , respectively 
b, d. Extracted 2-D watermarks from the distorted images 

 
We tested the robustness of our scheme to JPEG compression, mosaic filtering (low-pass filter) and 
cropping. The threshold was chosen 6.0=h . The results for the watermark shown in Fig. 5a are listed in 

Table 1, which represents the correlations r  and *r  for proposed scheme and that in [6, Fig. 6 and 9], 



 

respectively. It is seen that r  depends upon the image compression and mosaic filtering in a less degree than 
in case of using the scheme proposed in [6]. 
                                        

Table 1. Experimental results against various attacks 
 

            JPEG compression                 Mosaic filter 

    

     %         r   
(Proposed) 

    
*r  

   In [6] 

 
 Size of  
 aperture 
 

    r   
(Proposed) 

   
*r  

  In [6] 

     1.5   0.71    - -   0.98   1.00 
     4   0.91   0.36 22 ´    0.98   1.00 
    10   0.92   0.60 33 ´    0.97   0.85 
    20   0.93   0.85 44´    0.94   0.73 
    30   0.93   0.92 55 ´     0.92   0.63 
    40   0.94   0.95 66 ´    0.90   0.52 
    50   0.95   0.97 77 ´    0.85   0.48 
    60   0.96   0.98 88 ´    0.83   0.40 
    80   0.96   0.99 99 ´    0.78   0.33 
  100   0.97   1.00   1010´      0.74   0.36 

 
The watermark extracted from the image after the 99 ´  mosaic filtering (Fig. 4c) is illustrated in Fig. 5b. The 
watermark extracted from the distorted image by JPEG compression with a quality factor of 4 % is shown in 
Fig. 5d. The proposed scheme displayed extremely high robustness to cropping: even after 95% of the image 
cropping the correlation r  was approximately 0.6. 
 

5.0 Conclusion 
 
In this paper, a simple procedure to form noise-like watermarks in a given frequency domain on base of the 
VCF has been presented. The experimental results demonstrate five facts: (i) the Vilenkin-Chrestenson 
system of functions allows to generate watermarks with an irregular structure in a given frequency domain 
by choosing a proper number k  of the VCF; (ii) the extracted watermarks are still recognizable when JPEG 
compression reaches 4% and the aperture size of the mosaic filter comes to 1010´  pixels; (iii) the 
embedded watermarks do not visually degrade the quality of the image; (iv) the proposed scheme displays 
extremely high robustness to cropping; (v) the watermark extraction does not require the original image.  
 

6.0 References 
 
[1] I.J. Cox, J. Killian, F.T. Leighton and T. Shamoon. “Secure spread spectrum watermarking for 

multimedia,” IEEE Trans. Image Proc., vol. 6, No. 12, pp. 1673-1687, 1997. 
[2] N. Nicolaidis and I. Pitas. “Robust image watermarking in the spatial domain,” Signal Process.,  vol. 66, 

no.3, pp.385-403, 1998.  
[3] J.J. K. O’Ruanaidh and T. Pun. “Rotation, scaling and translation invariant spread spectrum digital 

watermarking,” Signal Process. vol. 66, no.3, pp.303-318, May 1998.  
[4]  Jo. Je Hwang. “Digital image watermarking employing codebook in vector quantisation,” Electronics   

Letters, vol. 39, Issue 11, pp. 840 – 841, 2003. 
[5] B.G. Mobasseri, R.J. Berger. “A foundation for watermarking in compressed domain,” IEEE Signal 

Process. Letters, vol. 12, no.5, pp.399-402, May 2005, 2005. 
[6] J. Fridrich. “Combining Low-frequency and Spread Spectrum Watermarking,” Proc. SPIE Conf. on 

Mathematics of Data/Image Coding, Compression and Encryption, SPIE, vol. 3456, pp. 2-12, 1998. 
[7] V.N. Malozemov, S.M. Masharsly. “Adaptive signal processing based on discrete Vilenkin-Chrestenson 

transform,” Proc. International Conf. "Neural Networks and Artificial Intelligence," Minsk, Belarus, pp. 
211-213, Oct. 2-5, 2001. 


