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Abstract - A new scheme for generating watermarkthe basis of the Vilenkin-Chrestenson functiszoposed. The
scheme allows to generate the watermarks with i@gidar structure in a given frequency domain. Pagameters of
the watermarks may be chosen so as to maximizebhustness of the watermarking scheme against dangerous
attacks as JPEG compression, low pass filtering aemgbping. The proposed scheme for generating wzdeks vary
from the existing methods reported in the literatutWe have performed a series of experiments tdircoithe
effectiveness of the proposed scheme. Simulatmritseshow their robustness for surviving intendioattacks and,
hence, their effectiveness in protecting copyrights

Keywords: Vilenkin-Chrestenson functions, watermark generatng, attacks

1.0 Introduction

Digital watermarks have been proposed as a method for discoutHigihgopyright and description of
copyright material. The embedded watermark typically contaimsm@tion about the source and recipient
of the distributed data. Thus, if pirated copies of the data are disthjlutan still be determined who owns
the copyright and was the original, authorized recipient. The fundamdataription of common
watermarking techniques is given in the Cox’s paper [1]. The mmsimonly used ways for digital
watermarking are embedding in the spatial domain, or in the frequency domain.

Watermarking in the spatial domain is performed by modifying thel pedues of the host image to
embed the copyright information [2]. Watermarking in the frequency doomanmonly performed
by embedding a spread-spectrum sequence in the Fourier, DCT or DWihawoeificients [3]. In
both schemes it is desirable to ensure that a watermarkesatisé following important properties:
perceptible invisibility and robustness to the various attacks and es of distortion. This
means that the watermark should be readable from the imagesntetvent common image
processing operations, such as filtering, compressing, scaling, rotation, croppinggdaisgeetc.

In general case the watermark insertion and extraction modelbmayewed as digital communication
problem. A watermark is a message, while an original imageahannel. In the watermark extraction and
detection stages, the original image acts as a noise to teemask message. This means that we can adopt
concepts from the digital communication system to analyze thi&aldighage watermarking problem.
Therefore, while designing a watermarking scheme, the watiermay be considered as a random signal,
the energy of which somehow or other is distributed within some freguange. The watermark, as any
signal, can have its energy mostly concentrated in low, middle gbr fnequencies depending on the
technique. The high frequency noise-like watermarks are the mgsirdeptible or undetectable by the
human eyes since the Human Visual System (HVS) is lesdbietsinoise addition. Furthermore, they are
extremely robust with respect to nonlinear deformation of the gcajye, such as contrast/brightness
adjustment, gamma correction, and histogram manipulations. In thetissarthey are less robust to JPEG
compression and low-pass filtering [1-6].



On the other hand, the low-frequency (L-F) watermarks are esistant to the mentioned kinds of attacks.
Besides, the low-frequency character of the watermarks doeaanease the noise level of the image and
they have fewer problems with small geometric deformationsirBiite same time they interfere with the
image and usually it is necessary to have the original ifeeighe L-F watermark extraction [6]. Therefore,
the middle frequency watermarks may be considered as a cwddé off between these extremes. This
means that depending on the specification of the targeted applidsioratermarks must be generated with
one or other predictable properties. It should be noted that in the watermarkatgri@e¢here are practically
no publications devoted to the problem of generating watermarks witloybar properties. Usually, for
solving this problem, a pseudo noise (PN) generator and band-pasarfitased. As a rule it implies a
necessity to perform time consuming two-dimensional Fourier tansf It is obvious that in this case the
computational cost of the watermark generating is an issuei@gpéar such application as digital video
watermarking.

In this paper, we proposed to form noise-like watermarks in an dreguency domain on the base of the
Vilenkin-Chrestenson functions (VCF) [7] and embed them to the hogeistaaightforward in the spatial
domain. The watermark extraction does not require the original irGagelations have been carried out to
evaluate the expediency of using VCF for watermark generatixgerinental results showed that the
proposed technique of the watermark generating allows working outnssheavhich are robust to such
dangerous attacks as JPEG compression, low pass filtering and cropping.

2.0 Proposed scheme of watermark generating

The VCF are defined on the finite intervb], N) and can be obtained with the help of the geizedl
Rademaher functions:

c(m,w) = exp 2P % (p,b1 Z)
p P
where i? = - 1, pis a prime number;x is an integer partp = Iogp N, N is a number of samples,

m=1..,b6,w=01..,N- 1, Zisthe set of integers. Within the interf@IN), any VCF is defined
as a product of the generalized Rademaher functions

V(k,w) = é[c(m,w)] g(m) (k=0,..,N-1

wherek is a number of the VCF{,g(m)} are the coefficients in base representation of a number:

k=g@®p°+9@p" + ..+9(b) p° *.

Note that whenp = 2 the VCF are converted into the Walsh functionse fean value of any VCF is equal
to zero wherk * 0. One of the VCF is shown in Fig. 1, wheas, p=2, k =22 andN = 25.
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Fig. 1. Example of R¢v/(22w)} whenp =5, b = 2, k =22 andN =25

As it is shown the VCF may look like PN sequenés.in this case it becomes possible to controltuth

of the spectrum of the generated sequence. Natutiadl larger the numbek of the VCF, the less width of
sequence chips and, consequently, in accordantetingt scaling property of the Fourier transforng th
wider the spectrum of the sequence. So, we prapogenerate watermarks on base of the VCF.



3.0 Embedding and extraction schemes

Let the host image and watermark be of dizé and N2 pixels, respectively. To embed the watermark, it
is proposed to divide the image i€ blocks. Then the embedding procedure is reducadding the low

energy copies of the watermark to every block @& kost imageQ = L? times in the spatial domain
whereL = M /N . To improve the invisibility of the watermark kgslues are adjusted by multiplying them

with a rescaling fact@, whereq=1, ..., Q. This factor determines the strength with whioh watermark

is embedded and its values depend on frequencyaieaistics of different parts of the host imaghisT
procedure can be described with the following eiquat

B,=U,+ta,W

whereU , is the q™ block of the host imageB, its watermark version and/ is the watermark having
zero-mean and unit variance. The rescaling factqr may take on some discrete number of values
h,, h,, ,hy, depending upon the following conditions:

h,, kEh
a= o MTAER (i <hy< <hp) (1)

hy, h, ,<k,£hy
where k, is the normalized correlation between the wateknvdlr and theq™ centred block of the host
image, h, is thei™ threshold. It is seen from (1) that the grekterthe greatea, and on the contrary. So,
for example, if theqth block is characterized by zero frequency tHep=O and, correspondingly, the

rescaling factora, will have the lowest value. This means that fooviting the invisibility of the

watermark it will be embedded into the host imaggh winimum energy.
To extract the watermark from the possibly watekadrimage, it is proposed to centre the valuehef t

pixels of every block. Suppose that every blockrépresented by the matriB?? = (bldjz) where
l,j=1..,N;d,z=1 ...,L. Inthis case, each element of the block can h&ee in the following way:

N N
1 de (2)
2 pt ,
N p=1 t=1

where V,djZ is the value of thd]l, j)th pixel of the watermarked image within tifd, z ™ block. Then all

bd.z = V|djz _

blocks are averaged into one block, which may peesented by matriB = (Iq j) . In this case the value

of each elemenb| j of the matrixB is the sum ofQ corresponding values of the watermarked image and
can be considered as the sum of the wanted sigdaiaise:

1 L L g 1 L L q
= — S.Z+— r\.z, 3
Q d=1 z=1 J del z=1 J ( )

where S,djz is the value of thdl, j)th watermark pixel embedded within tle, h)th block, nldjz is the value

o)

of the (I, j)th pixel of a noise within this block. It is seenrid3) that the first item is the mean value of the

{a, j)th watermark pixel. Suppose that valuasiz are low correlated random variables (in practide ieally

so because these pixels are located at a largmndéstrom each other). Then the second item itis(8)e
mean value of centered random variables and tengsro asQ is increased. So if the value Qf is large



enough then we may writédV/ » B. This means that matriB represents the extracted watermark. The
proposed block-diagrams of a watermark embeddit@etion are shown in Fig. 2 and Fig 3, respecyivel
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Fig. 2. Block-diagram of a watermark embedding
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Fig. 3. Block-diagram of a watermark extraction

To extract the watermark from a possibly watermdrkeage the normalized correlation is calculated
between two matrixe¥V and B, representing the original watermatk and possibly extracted watermark

B. If the value of similaritys is larger than the threshold, the watermark is successfully extracted,
otherwise, the watermark does not exist or wetdadletect it.

4.0 Experimental results

The experiments were performed using the standetdrnage “Lena” withe12” 512 pixels and 256 grey
levels (Fig. 4a). The middle frequency watermarkse27” 27 in size generated wittp =3, b = 3,
k =1 (Fig. 5a) andp =3, b =3, k = 4 (Fig. 5b), respectively. Each watermark was embdddto the

host image 324 times. The values of the rescalotpf a; were chosen in accordance with (1) depending

on the frequency characteristics of different biokthe image, e.g. some blocks of the image natjbiv
for the rescale factor of 6 or more, while otheuffes a visible degradation in image quality evérhie
rescale factor is reduced to 3. Therefore on lHs®mMe statistical data we had chosen the follgwalues

for the rescaling factor#?, =0, h,=2, h,=4, h,=6 and h, =0, h,=3, h,=6, h,=8 for the



watermarks shown in Fig. 5a and 5c, respectively. #b shows the image marked by the watermark
illustrated in Fig. 5a.

a b c

Fig. 4. Standard test image “Lena”sf2" 512 pixels and 256 grey levels
a. Original image of “Lena”
b. Watermarked image of “Lena”
c. Watermarked image of “Lena” after mosaic filbgriwith 9 © 9 aperture

c d

Fig. 5. Embedded and extracted 2-D watermarks
a, ¢. Embedded 2-D watermarks whes 1and k = 4, respectively

b, d. Extracted 2-D watermarks from the distorteddes

We tested the robustness of our scheme to JPEGressign, mosaic filtering (low-pass filter) and
cropping. The threshold was choskn= 0.6 . The results for the watermark shown in Fig. Saleted in

Table 1, which represents the correlatiohsand r’ for proposed scheme and that in [6, Fig. 6 and 9],



respectively. It is seen that depends upon the image compression and moseicrfgtin a less degree than
in case of using the scheme proposed in [6].

Table 1. Experimental results against various kstac

JPEG compression Mo§iter
% ! r Size of r r
(Proposed) | In[6] | aperture | (Proposed)| In[6]
15 0.71 - - 0.98 1.00
4 0.91 0.36 2° 2 0.98 1.00
10 0.92 0.60 3" 3 0.97 0.85
20 0.93 0.85 4" 4 0.94 0.73
30 0.93 0.92 575 0.92 0.63
40 0.94 0.95 6" 6 0.90 0.52
50 0.95 0.97 777 0.85 0.48
60 0.96 0.98 8" 8 0.83 0.40
80 0.96 0.99 9”9 0.78 0.33
100 0.97 1.00 10" 10 0.74 0.36

The watermark extracted from the image afterdhe mosaic filtering (Fig. 4c) is illustrated in Figb. The

watermark extracted from the distorted image by@REmMpression with a quality factor of 4 % is shawn
Fig. 5d. The proposed scheme displayed extremgly ftibustness to cropping: even after 95% of tregam
cropping the correlatio™ was approximately 0.6.

5.0 Conclusion

In this paper, a simple procedure to form noise-likatermarks in a given frequency domain on bagkeof
VCF has been presented. The experimental resultormrate five facts: (i) the Vilenkin-Chrestenson
system of functions allows to generate watermarikls an irregular structure in a given frequency dom
by choosing a proper numbé&r of the VCF; (ii) the extracted watermarks ard stitognizable when JPEG
compression reaches 4% and the aperture size ofmdsaic filter comes td0” 10 pixels; (iii) the

embedded watermarks do not visually degrade thétyed the image; (iv) the proposed scheme display
extremely high robustness to cropping; (v) the wasgk extraction does not require the original imnag
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