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Abstract

This paper present a new protocol based on symmetric
encryption, which has quasi-forward secrecy and re-
sistance to quasi-key compromise impersonation. It
is a protocol suitable for computation-limited devices.
Also by blinding the long-term key, we make the at-
tack to long-term key harder.We have done the the-
oretical analysis and will finish the simulation and
implementation.

1 Introduction

Forward secrecy and resistance to key compromise
impersonation [6] are two important properties of
security protocol. However, both of them require
asymmetric encryption. Forward secrecy requires
that when a long-term key compromised, session
keys that were previously established using that
long-term key should not compromise. Key com-
promise impersonation means that an intruder can
use the compromised long-term key to impersonate
the principal, who legally has the long-term key. A
good protocol should provide both forward secrecy
and resistance to key compromise impersonation.
However, both forward secrecy and resistance to key
compromise impersonation need asymmetric encryp-
tion. Asymmetric encryption usually needs more
computational power than symmetric encryption
and hash function. As the development of tech-

nology, many devices, such as DVD players, MP3
players and TV sets will have Internet access ability.
However, those devices are all computation-limited
devices, which generally don’t have the capability to
do asymmetric encryption. A heterogeneous network
with many computation-limited devices, such as
MP3 players, will be the trend of future. One of
those heterogeneous networks is home network [20].
A secure protocol for heterogeneous network based
on symmetric encryption is needed. In this paper,
quasi-forward secrecy and quasi-key compromise im-
personation conceptions will be proposed and a new
protocol, which provides quasi-forward secrecy and
quasi-key compromise impersonation, is proposed.

Notation used
A and B: The two principals

S: A server trusted by A and B

I: An intruder

I4: An intruder pretends to be A

Ip: An intruder pretends to be B

K ap: Session key between A and B

Kas, Kps: Long-term key between A, B and S
K' ¢, Kks : Long-term session key for A, B
Ep(M): Encryption of message M using the
public key Kp

Siga(M): Signature with appendix of message
M by principal A

{Nu}Kap: Encrypt N, with key Kap

[Ny)]K ap: One-way transformation of N,

with key Kap

h(M): hash message M

N4, Np, Kg: Nonce generated by A, B, S




2 Forward Secrecy and Key
Compromise Impersonation

Definition 1 A key establishment protocol provides
forward secrecy if compromise of the long-term keys
of a set of principals does not compromise the session
keys establishment in previous protocol runs involving
those principals.

Definition 2 A protocol provides resistance to key
compromise impersonation if compromise of the
long-term keys of a principal A does nmot allow the
intruder to impersonate A for future communication.

2.1 Protocols Provided Forward Se-
crecy

General speaking, there are two kinds of protocols [6],

which provide forward secrecy. One is key transport

protocol and another is key establishment protocol.
For comparison, they are rewritten as following.

2.1.1 Key Transport Protocols Provided

Forward Secrecy
1. A— B: KT,NA,SigA(KT,B)

2. B— A: ET(KABa SigB(h(KAB),A,NA)

K ap is the session key. After the key transporta-
tion, the ephemeral public/private key pair Er are
destroyed.

2.1.2 Key Establishment Protocols Provided
Forward Secrecy

1. A-S:AB

2. A= B:AgNa

3. S— B:{A B,Ks}Kps
4. S — A:{A,B,Ks}Kas
5. B— A:B,gNe

A calculate the session key Kap = (giV#)NaKs

and B calculate the session key Kap = (g7V4)VeKs

From the above two protocols, it is easy to see that
asymmetric encryption capability is required for A
and B.

It is quite obvious that there is no resistance to key
compromise impersonation for the two protocols. An
intruder who compromise long-term key K 45 has the
ability to impersonate A. Therefore, he can commu-
nicate with anyone whom A can communicate with
in the name of A and get all the sensitive documents
which are for A only.

2.2 Protocol Provided Resistance to
Key Compromise Impersonation

MTT protocols [6] provide resistance to key compro-
mise impersonation. The protocols are all based
on Diffie-Hellman algorithm, therefore require asym-
metric encryption capability.

3 Quasi-forward Secrecy and
Quasi-key Compromise Im-
personation

Since many devices in a heterogeneous network, such
as a home network, don’t have the asymmetric en-
cryption capability, forward secrecy and resistance
to key compromise impersonation are not possible.
However, a quasi-forward secrecy and resistance to
quasi-key compromise impersonation (we will define
them later) are possible by using hash function. Our
protocol, which provided quasi-forward secrecy and
resistance to quasi-key compromise impersonation, is
based on Boyd protocol [6]. We choose Boyd proto-
col, since Boyd protocol provides key authentication,
key freshness and key confirmation.

3.1 Boyd Protocol
1. A= S: A B,Ny
2. S—B:{A B, Ks}Kas,{A,B,Ks}Kps,Na
3. B— A:{A B,Ks}Kas,[NalKap, N

4. A— B:[Ng|Kap

The session key is calculated by A and B indepen-
dently as

Kip=MACK,(Na,Np)

It is quite obvious that Boyd protocol has no for-
ward secrecy. If K45 compromise, an intruder can
have Kg by decrypting {A, B, Ks}Kas. Since Ny



and Np are transmitted in plaintext, the intruder
now can calculate

Kyp = MACK,(Na,Np)

Therefore, any previous and future communication
with A using long-term key K 4 will compromise.

The protocol has no resistance to key compromise
impersonation. By compromise the long-term key
K ag, an intruder can impersonate A as following;:

1. Iy — S: A B ,Ny

2. S—B:{A B, Ks}Kas,{A,B,Ks}Kps, Na
3. B— I4:{A, B, Ks}Kas,[NalKap, N5

4. I4 — B : [Np|Kap

The similar thing will happen if the long-term key
of B Kpg compromise. This time, all the previous
and future communications with B using long-term
key Kpg will compromise and the intruder can im-
personate B.

3.2 Our Protocol Provided Quasi-
forward Secrecy and Resistance
to Quasi-key Compromise Imper-
sonation

3.2.1 Protocol One

Our protocol is as following:
1. A= S:A B,Ny
2. S— B:{AB,Ks}K\s,{A, B, Ks}Kk4,Na
3. B—A:{A,B,Ks}K's,[NalKap, Np
4. A— B:[Np]Kap

Where Kj;‘s = h(KAS, NA), K}-BS = h(KBS, NA)

We call K45 and Kpg long-term key and KAS and
K g long-term session key.

Since K45(Kps) is only a shared-secret between
A(B) and S. They are never used directly to encrypt
any message. So an intruder can do ciphertext-only
attack [18] only against K¢ and Kkg. And they
only have limited amount of ciphertext for each long-
term session key. Hash function is a one-way func-
tion, getting K% g and K i g will not in any way help
to get K5 and Kpg.

Of course, compromise K 45 will still compromise
all the previous and future communication with prin-
cipal A. However, compromise K%y will compro-
mise only the corresponding session, not any previous
communication with A. The reason is that the long-
term session key is different for different round of key
establishment.

But compromise wa still give the an active in-
truder the chance to impersonate A. The intruder
can replay an old message he just compromised as
following:

1. Iy — S:A B ,Ny

2. S— B:{A,B,Ks}K's,{A,B,Ks}Kkss,Na
3. B—14:{A,B,Ks}K'g,[NalKap, Np

4. Iy — B : [Ng]KaB

Since the random number N4 is old, the long-term
session key KAS = h(Kas,Na) , which compro-
mise, is old too. Even though Kg is new, the in-
truder can get it by decrypt {A, B, Ks}K'’g. Now
he has enough information to calculate the session
key Kap = MACks(Na, Ng). This means that the
intruder can impersonate as A to communicate with
anyone A can communicate with.

If the long-term session key K% g compromise, the
intruder can impersonate B as following;:

1. I > S:B,A Ny

[\]

.S = A {B,A,KS}K}'BS,{B,A,KS}KAS,NA
3. A—Ip: {B,A,Ks}ngS, [NalKap,Np
4. IB — A [NB]KAB

The intruder impersonate as B and start a new ses-
sion by using an old N4 he eavesdropped. Since N4
is old, the long term-session key K% = h(Kas, Na)
and K4g = h(Kps,Na) are old too. The in-
truder can decrypt {B,A,Ks}Khs and get K.
Then he can calculate the session key Kap =
MACK,(Na, Np) and finish the protocol. Actually,
if the long-term session key Kpg compromise, the
intruder can impersonate B and communicate with
anyone B can communicate with and get whatever B
can get.



3.2.2 Protocol Two

To avoid this attack, the protocol should like the fol-
lowing:

1. A—- S:A B ,Ny

. S— B:{A,B,Ks}K',s,{A, B,Ks}Kiq, Na, Ng

2
3. B i A . {AvaKS}K,iLXS’ [NA]KAB,NB,NS
4. A— B:[Np]Kag

Now the long-term session keys are calculated as
Ko =h(Kas,Na,Ng), Kpg = h(K_BS,NA,NS)

This time, no matter how many K ¢ compromise,
only the corresponding sessions compromise. An in-
truder can not impersonate A or B as in protocol
one. Let’s say if he try the attack as before:

1. Iy - S:A B,Ny

3.2.3 Protocol Three

The following protocol will avoid the attack.
1. A—-B:A B,Ny

B—S:A B,Ns,Np

S— B:{A,B,Ks}K'\s,{A,B,Ks}Kiq

B — A:{A B, Ks}K'¢,[Na]Kap, N5

A

A— B: [NB]KAB

In step 2, B can calculate the long-term ses-
sion key K}'BS = h(Kps,Na,Np). In step 3, S
can calculate the long-term session key K}'BS =
h(KBs,NA,NB) and KAS = h(KAs,NA,NB). In
step 4, A can calculate the long-term session key
K¢ = h(Kas,Na, Np). And finally A and B agree
a session key Kap = MACks(Na, Np).

S . B-: {A,B,KS}KQS, {A,B,KS}KES,NA,NS It is quite obvious that we have quasi-forward se-

2
3. B—I4:{A B, Ks}K'g, [NalKag, Np., Ng
4. In — B:[Np|Kap

Even though he still can use an old Ny, the
long-term session key K%¢ = h(Kags,Na, Ng) and
Kyo = h(Kps, Na, Ng) are new because Ng is new.
The intruder can not calculate new K%¢ and Kig
because he has no knowledge of K45 and Kpg. The
intruder can not impersonate A or B.

However, if an intruder can impersonate as both
A and S, he still can apply the following attack.

1. omit

2. Is — B:{A,B,Ks}K'¢,{A, B, Ks}Kbg,Na,
3. B—1I4:{A B,Ks}K'\g,[Na]Kap, N5, Ns
4. Iy — B : [Ng]KapB

The intruder can impersonate as S and send B an
old message he eavesdropped. Since {A, B, Ks}K' g
is old and compromise. The intruder already knew
Kg. Because Ny, Ng are old, B will calculate
Kig =h(Kps, Na, Ng), which is old too. So by de-
crypting {A, B, Ks}Kkg, B will get an old Kg and
calculate the session key Kap = M ACks(Na, Np),
which is old too. There B and the intruder agree with
an old session key which is compromised. Therefore,
we lose the resistance to quasi-key compromise im-
personation.

crecy.

A can be sure that K% is fresh because N, is
fresh. A also be sure that nobody can forge it be-
cause an intruder does not know long-term key K 45,
therefore, A is sure that {4, B, Kg}K' 4 is fresh. So
A is sure that Kg is fresh. And finally he is sure
session key K 4p is fresh too. B can be sure for the
freshness of session key K 4p in the same way.

Therefore, this protocol give us both quasi-forward
secrecy and resistance to quasi-key compromise im-
personation.

Definition 3 A key establishment protocol provides
quasi-forward secrecy if compromise of the long-term
keys of a set of principals does compromise the ses-

Nsion keys establishment in previous protocol runs in-

volving those principals. However, compromise of the
long-term session key of a set of principals does not
compromise the session keys establishment in previ-
ous protocol runs involving those principals.

Definition 4 A protocol provides resistance to
quasi-key compromise impersonation if compromise
of the long-term keys of a principal A does allow the
intruder to impersonate A for future communication,
but compromise long-term session key does not.

So protocol one and two provide only quasi-
forward secrecy and protocol three provides both
quasi-forward secrecy and resistance to quasi-key
compromise impersonation.



Since compromise the long-term session key will
only compromise the corresponding session, there is
no need to make the long-term session key more se-
cure than the session key. The key size of the long-
term session key could be comparable to the session
key.

4 Conclusion

We have presented a new server-based key establish-
ment protocol based on symmetric encryption with
both quasi-forward secrecy and resistance to quasi-
key compromise impersonation. We achieved these
properties by introducing long-term session key and
hiding the long-term key. The long-term key is pro-
tected against ciphertext-only attack because of the
using of long-term session key. This also makes the
long-term key more secure against attack. Therefore,
his lifetime can be longer.

Our protocol makes the communication between
computation-limited devices, which can only do sym-
metric encryption, more secure.
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