
Policy Based Approach to Enhance Task Execution 
Performance of Mobile Agents 
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act - Mobile Agents research is an active 
n the agent community. Researchers are 
g to define efficient mobility architecture 
bile agents in multi agent systems but a 
 progress has been made towards how to 
mobile operations efficient and enhance 
xecution mechanisms at target machines. 
ve used Policy based approach in FIPA 

iant multi agent system to improve the task 
and execution performance. Policies 

t of rules, which are sets of preconditions, 
s and post conditions, and each set is 
ed with a particular goal. The user of a 
 agent specifies its goal at run time and 
 associated set of conditions and actions 
loaded from policy resource. The 
istrator of multi agent system can also 
 various sets of policies for its task 
ion as well as movement control pattern of 
 agents. We have distributed and shared 
policies to prevent increasing the size of 
 agents as agent can invoke the required 
operations at target machines according 
pecified goal. 

ords: Mobile Agents, Multi Agent 
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troduction 
Mobile Agents is an active research area 

 agent community. It has the potential to 
e the way distributed applications are 
ped and deployed [1]. It is still a 
ping research area, and a limited research 
ss has been made towards how to make 
ty operations efficient by enhancing 

mobile agent task execution mechanisms at 
target machines. 

The existing problems in mobile agent 
lies in the areas of dynamic and runtime update 
of knowledge, assimilation and dissimilation of 
information from agent platform to mobile 
agents and vice versa. It also includes 
information about run time update of Goals and 
information related to movement and execution 
pattern of mobile agents. If preference of goals 
is changed or some goal is no more required, 
mobile agents should update their knowledge 
base. A mobile agent is not useful enough if it 
performs only the mobility operation by moving 
to other machines, rather it should be able to 
perform its desired task and achieve its goal 
effectively.  
 

In order to make mobile agent more 
autonomous and efficient in terms of task 
execution, its structure is divided into two parts 
one includes its mobility mechanisms and other 
portion comprises of its task execution strategies 
including goals, operations implementation and 
knowledge base etc. This will make it more 
versatile and intelligent to simulate real life 
behavior. One way to achieve this is that all this 
information and skills are embedded in one 
mobile agent. This will make it too complex and 
heavy. Another better approach is only 
necessary information like network location and 
mobility capability is provided to the agent and 
all other expert skills are provided at run time 
depending on the particular scenario. 
 

Current constraints in Mobile Agent 
Computing limit their effectiveness and 
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Figure 1. General Architecture 

usefulness in application domains. Mobile 
Agents depend on their agent platform and users 
on whose behalf they are working. 
  

There is a need to make them more 
autonomous [2] so that they decide themselves 
when and where to migrate. Also while in travel, 
there should be a mechanism available to send, 
receive and control information from their users 
or platforms to individual mobile agents. 
Runtime and dynamic update of information 
include the change of goals and target locations. 
Mobile Agents need to be adaptive so that 
information of state values like goals should be 
able to adapt and update. Also in heterogeneous 
environment conditions like different platform, 
operating system or network parameters, an 
agent has to adapt its destination environment 
for its execution [3].  Mobility enhances the 
need of flexible behavior [4] especially in multi 
agent platforms, there is a need of new 
components and protocols to adapt to evolving 
service and user requirements. 
 

In this paper, we have discussed the 
approach and strategy to enhance mobility 
architecture for mobile agents including efficient 
task execution issues among such mobile agents.  
The next section provides the information about 
the related work especially in the context of 
policy based solutions to existing problems. In 
Section 3, the proposed architecture is explained 
with highlighting the policy sharing mechanism 
and implementation work. In Section 4, 

discussion has been made about the proposed 
work and at the end conclusion and future work 
is presented.  
 
2.  Related Work 

Researchers have used various 
reconfigurable approaches in applications for 
mobile service provisioning [5] but no specific 
adaptive policies have been used for 
reconfiguration. A policy based infrastructure 
has been discussed [6] for mobile code 
applications which separate the application 
programming from code mobility using event 
based models in which if some event happens, 
the system performs the related action. Policy 
based framework has also been used [7] for 
designing applications in ubiquitous 
environment in which a policy package has been 
used to describe rules, roles and set of contents. 
Similarly, Policies have been in use [8] for 
management of Mobile Adhoc Networks in 
which policies are deployed for specifying the 
desired behavior at high level of the system.  A 
role based infrastructure has been proposed [9] 
where role is defined as behavior or set of 
capabilities expected for the agent that plays 
such roles. In [10], an approach is provided for 
building a mobile service. The basic building 
blocks have been discussed but no solution is 
provided for sharing of knowledge between 
mobile agents and their task handling 
infrastructure. Our work differs from these 
approaches as we have implemented policy 



based rules which are set of pre-conditions, 
actions and post conditions and it is integrated 
with multi agent system for supporting task 
execution of mobile agents. It’s a generic 
support for all mobile agents created on that 
particular agent platform. 
 
3.  System Architecture 
3.1  Policy Model 
 

Currently in SAGE (Scalable fAult 
tolerant Agent Grooming Environment) multi 
agent system [11][12], a class loading 
mechanism is used for mobility operations in 
which on destination machine the related classes 
of agent are loaded and agent is operational. 
However, an agent in order to be adaptive and 
add semantics in its task execution mechanisms, 
it should add new characteristics in its program. 
We have used a policy-based approach in FIPA 
compliant multi agent system SAGE to address 
the issue of dynamic update of information and 
improvement of task execution mechanism. 
Policies consist of rules, which are set of 
preconditions, actions and post conditions, and 
each set is attached with a particular goal. The 
administrator of the system can define these 
conditions and actions with each goal while 

setting the policy of the multi agent system.  The 
general architecture of policy based rules is 
shown in Figure 1. A policy resource contains 
number of goals and each goal is attached with a 
set of conditions. Each of these conditions and 
actions contain at least a single or many 
operations which form the core of mobility and 
task execution strategy. These operations can be 
picked from a list of operations, placed and 
adjusted according to particular domain 
functionality. 
 

The user of a mobile agent specifies its 
goal at run time and the associated set of 
conditions and actions are loaded from policy 
resource which is stored in a separate Policy 
class. Firstly, it matches the goal of user with the 
goals mentioned explicitly in the policy resource 
data. If user mentioned goal matches with the 
already defined goal, the associated conditions 
with the specific goal like its pre-conditions, 
actions and post conditions are loaded 
dynamically. Each Pre-condition has to be 
satisfied before moving to the actions list. To 
achieve this operation, each pre-condition is 
picked one by one and checked is it true or 
satisfying the condition. If it denotes some 
operation, its definition is loaded from list of 
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Figure 2. Sharing of Policy Resource 



operations class, which includes the 
implementation details of each operation or 
entity. After loading its implementation detail, 
the operation is executed with the required 
parameters. Similarly all pre-conditions are 
checked and executed to satisfy true values and 
after that the control is passed to DoActions list. 
DoAction also consists of some operations that 
are run sequentially one by one and executed 
according to implementation defined in the list 
of operations class. This is actually the main task 
execution body, which forms the core of mobile 
agent functionality. After executing all 
operations, it goes to the post conditions list and 
checks out any task to be executed. Post 
conditions contain those operations, which need 
to be executed after the mobility operation on 
the targ

e to create and use 
e. 

.2  Policy Sharing 
 

be run on destination 
achine after migration. 

 

d authenticating the mobility 
rocedures. 

.3  Implementation 
 

resources and for adding and administrating 

et machines.  

In case the goal entered by a user is a 
new goal, which is not defined, in existing 
resource, the user is asked to define its 
associated sequence of operations for task 
execution. The user can enter its new goal and 
customize its sets of conditions by bringing the 
operations from list to its automatically 
generated and associated lists. The user can also 
define new operations particular to some domain 
functionality and add it to the operations 
resource. This provides user with great 
flexibility and convenienc
mobile agents at run tim

3

The policies are distributed and shared 
on the multi agent systems. The agent platforms 
which are connected with each other can 
dynamically share these policies. This helps in 
reducing the size of mobile agents. Initially 
when an agent has to carry its entire task related 
information and sets of conditions with it, it 
increases its size and affects its performance and 
execution. With the advantage of sharing and 
distributing such policies resource structure, the 
mobile agent just need information of its goal 
and it can invoke its associated actions and 
operations at runtime even after migrating to its 
target machines according to its specified goal. 
The Policy sharing and interaction with mobile 
agent mechanism is shown in Figure 2. At start 
of itinerary on machine 1, a mobile agent can 

retrieve the necessary set of information relevant 
to its specified goal from policy resource and 
execute the related operations. After moving to 
Machine 2, it can invoke the remaining set of 
tasks or information which are part of that goal 
activity but targeted to 
m

This policy based framework can also 
be used to control the movement and interaction 
pattern of mobile agents.  The administrator of 
multi agent system can use policies which are 
strictly implemented with the agent system and 
they control the movement of agents to specific 
locations. The administrator can either block 
certain locations or set of IP addresses for agents 
to migrate or he can create a mechanism to block 
the execution of certain activities or task at 
destination machines. These measures provide 
extra functionality to platform administrator for 
control an
p
 
3

This work has been implemented using 
SAGE (Scalable fault tolerant Agent Grooming 
Environment) multi-agent system. In SAGE, 
mobility support is provided for Intra-platform 
and Inter-platform mobility but to enhance the 
existing work, a policy based mobility 
framework has been integrated with already 
existing mobility model. We have created 
separate classes for representing policy 

Mobility Module Setpolicy 

Mobile Agent Policy 

ListOp (List of Operations) 

Figure 3. Class Structure 



policies as well as implementing various 
operations. 
 

This has been achieved by implementing 
a Setpolicy class which is executed after booting 
the multi agent system and before creation of 
mobile agents. We have created a mechanism to 
separately define the operations, which are 
actually executed and mentioned in sets of 
conditions and actions. Each particular operation 
“op” has its implementation in separate class of 
naming “ListOp”. These defined operations can 
be placed in pre-conditions, actions or post 
conditions. The administrator or user can 
dynamically place them to create working 
functional mobile agent. This reflects one of the 
advantages of policy based approach using sets 
of rules which helps in creating agents 
conveniently by separating the application 
programming from functionality defining and 
execution. Figure 3 shows the class level 
distribution of the current system. 
 

As a case study, we have chosen an 
example of a search program which takes some 
parameter, searches at target machine and 
displays the results. The user while creating the 
mobile agent program enters his goal as 
“search”. This goal is matched with the already 
defined goal definitions in policy resource and if 
it matches the goal the user is informed of 
loading already defined sets of conditions and 
actions. We have defined the basic functionality 
of this search program, the list of operations 
which are defined in Pre-conditions are 
“MacConnected” and “SearchParam”. The 
MacConnected parameter represent that the 
destination machine is available and connected. 
The “SearchParam” operation checks for the 
search parameters availability and get it from 
user at runtime. After the criteria verification by 
successful execution and true values of pre-
condition parameters, the control goes to 
DoAction lists. We have defined a single action 
in the DoAction list of search program which is 
“move”. This “move” action serves as the 
mobility request, it takes the target machine 
information and its platform name. The mobile 
agent migrates to the destination machine. In 
post conditions, we have included the 
parameters of OpSearch and Display results. Its 

implementation is dynamically invoked from list 
of operations and these operations are executed 
one by one in a sequential way. An example 
instance is shown in Figure 4. 

 

Goal: Search 
 
Pre-Conditions: MacConnected, SearchParam 
DoActions: Move 
Post-Conditions: OpSearch, Display 
 

Figure 4: Example instance 

At the booting time of multi agent system, 
the administrator may run the Setpolicy agent 
and configures the various policies and its 
associated conditions. At this moment, he may 
enter a single or range of IP addresses for which 
he want to restrict the movement of mobile 
agents. At the same time, administrator can enter 
operations which are restricted to be executed 
and it will be checked each time, some operation 
activity is entered by users. 
 
4.  Discussion 
This policy based strategy and implementation 
framework provides user the capability to create 
mobile agents with ease and convenience. They 
can also tailor their functionality by adding and 
defining their own operations in the list and 
include them as parameters in pre-condition, 
post condition or actions. The implementation of 
this model in multi agent system makes it more 
user friendly and customizable as information 
can be added and updated at run time and 
dynamically. The distribution of such policies 
has provided efficient information sharing 
mechanism and reduced the over all size of 
mobile agents. This makes their operations more 
efficient and improves the overall performance. 
This framework also provides reusability to a 
great extent so that goals and its associated 
conditions once defined can be reloaded and 



executed. This not only saves time in creation of 
mobile agents but rather it helps in making 
efficient functional agents in less time. 
 
5.  Conclusion 

In this paper, a policy based approach 
has been defined which consists of rules for 
defining the list of operation, conditions and 
actions for mobile agents. Each rule consists of 
sets of pre-conditions, actions and post-
conditions which are associated with a particular 
goal. These can be filled with parameters 
dynamically from operations whose 
implementation details are specified separately 
along with list of other implemented operations. 
The administrator or the user can define a goal 
and its associated set of conditions and actions. 
If user goal matches with already defined goals 
in policy resource, it is loaded dynamically and 
operations present in it are executed one by one 
to achieve the desired result. If user defined goal 
is not available in already existing resource, the 
user can add and customize its properties and 
related activities and operations. The model can 
also be used to control the movement and 
interaction pattern of mobile agents by 
restricting their movement to certain locations or 
controlling the execution of some specific 
activities on target and source machines. 
 
6.  Future Work 

There is a need to enhance the policy 
model to control and simplify the execution of 
all agents in addition to mobile agents running 
on multi agent systems. This separates the 
abstraction of making efficient functional agents 
from agent programming at code level details. 
This policy based model may be extended to 
monitor and control different quality of service 
parameters in multi agent systems like 
terminating or limiting the execution of certain 
agents if system resources are degrading and to 
sustain the running of basic processes of multi 
agent systems. 
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