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Abstract

Peer-to-peer (P2P) systems have become a popu-
lar medium through which to share huge amounts
of data. On the basis of network topology, P2P
systems are divided into three types: central-
ized, structured distribution, and unstructured
distribution. Unstructured P2P systems such as
Gnutella are novel in the sense that they are ex-
tensible and reliable. However, as the number of
participating nodes increases, unstructured P2P
systems suffer from the high complezity of search
operations that have to scan the network to find
the required data items. Efficient replication of
data items can reduce the complexity, but it in-
troduces another problem of maintaining consis-
tency among replicated data items when each data
item could be updated. In this paper, we propose a
new update propagation algorithm that propagates
an updated data item to all of its replica. The
proposed algorithm can reduce the message trans-
fer overhead by adopting the notion of timestamp
and hybrid push/pull messaging.
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ment, performance evaluation
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1 Introduction

Peer-to-peer (P2P) systems have become a popu-
lar medium through which to share huge amounts
of data [1, 11]. They usually adopt a decen-
tralized architecture to data sharing. By dis-
tributing data storage and processing across au-
tonomous nodes in the network, P2P systems
can scale without the need for powerful servers.
Representative P2P systems such as Gnutella [5]
and Kazaa [8] have millions of nodes sharing
petabytes of data over Internet.

The complexity of a search operation in P2P
systems would be very high since it may require
scanning the entire network to find a required
data item. Efficient replication of data items can
reduce the complexity [3, 4, 6, 7, 9]. However, it
introduces another problem of maintaining con-
sistency among replicated data items when some
data items are updated. Propagating updates
consistently through P2P systems are challeng-
ing because nodes are autonomous and may be
off-line frequently and that no global knowledge
on the system exists. This is especially relevant
for upcoming mobile environments.

In this paper, we propose a new update prop-
agation algorithm that propagates an updated
data item to its replica. The novel features of
our algorithm are as follows.

e The algorithm is purely decentralized.
Specifically, it is based on rumor spreading.



All updates must be eventually propagated
to their replica, but each update propagation
among nodes are performed in asynchronous
manner. This is a great advantage in P2P
systems that may experience transient
failures and network congestion.

e The algorithm achieves lower communica-
tion overhead. It tries to reduce duplicate
propagation of an update message to a node.

o The algorithm is adaptive to the dynamic be-
havior of P2P network. When most neighbor
nodes leave the network, a node reconstructs
the neighborship with new nodes by itself.
This contributes to fault-tolerance and fast
update propagation.

The rest of this paper is organized as follows.
Section 2 introduces related work and Section 3
describes the proposed algorithm in detail. Sec-
tion 4 presents the experiment model and Sec-
tion 5 summarizes the experiment results. Fi-
nally, Section 6 concludes the paper.

2 Related Work

There are two types of update propagation al-
gorithms in P2P systems: push and pull. In the
push-based algorithm [7], a new update is pushed
by an initiator to neighbor nodes, which in turn
propagate it to their neighbor nodes. In the pull-
based algorithm [2], a node polls periodically to
one of neighbors if there are any new updates.
The push-based algorithm can provide good con-
sistency guarantees for nodes that are online and
reachable from the initiator. However, it has high
communication overheads and is suitable only for
static networks. The pull-based algorithm is bet-
ter suited for dynamic networks but suffers from
longer propagation delay and weaker consistency
guarantees - the consistency guarantees in pull
are critically dependent on the effectiveness of
polling [9].

To combine the best features of push and pull,
hybrid push-pull [3, 9] algorithms are proposed.
In [9], each data item has a unique owner node.
Updates on a data item can only be made by its
owner. The owner pushes an invalidation mes-
sage upon each update of a data item to its neigh-
bors, who then propagate the message to their

neighbors. The hybrid technique requires nodes
to occasionally poll the owner to check whether
the data item was updated. However, the pull
phase does not work when the owner leaves the
network. A duplicate message propagation may
also be happened at the push phase. The hy-
brid algorithm of [3] allows any node to be able
to update a data item. Its notable features are
two-fold. First, at the push phase, an update
message includes a receiver list. The receiver list
is a list of node identifiers to which the same mes-
sage has been sent. By not forwarding the update
message to any node in the receiver list, the algo-
rithm can avoid duplicate message propagation.
However, if the message is lost or a node in the
receiver list is off-line at the push phase, the node
cannot receive the message again. Next, the up-
date message includes an updated value of the
data item. This means that the pull phase may
work even the initiator of the push phase leaves
the network. A node may contact several nodes
and select the most up to date versions among
them. However, the algorithm does not describe
how to get the most recent version in the system.

3 The Proposed Algorithm

In this section, we propose a new hybrid push-
pull algorithm, named PRC (Peer-to-Peer Repli-
cation Control). PRC guarantees complete prop-
agation of updates to every replica with reason-
able overhead.

3.1 Data Structures

We assume that each node creates a new neigh-
borship with other nodes when it joins the P2P
system. Gnutella’s ping-pong protocol [1] is an
example to make such neighborship. Then a
node N; maintains the information of its neighbor
nodes at neighbor(i).

Every node in PRC maintains three data struc-
tures to synchronize propagations and to detect
missed updates. First, a node N; maintains an
update counter UC(i). N; increments UC(i) by
one whenever N; updates a data item. UC(i)
is broadcast to other nodes at the push phase.
Next, N; maintains an update counter vector UV;
for other nodes. UV;[k] stores a value of UC(k)
that N; knows. Finally, N; maintains an update
history table H;. If H;[k,UC(k)] = d, then N;



knows that another node N; updates a data item
d at UC(k). The initial settings of the data struc-
tures are UC(i) = 0, UV;[«] = 0, and H;[x, *] = 0.
The contents of UV and H are updated at push
and pull phases.

3.2 Push Phase

When a node updates a data item, the node
makes a new update message and propagates it to
the neighbor nodes. The update message consists
of six attributes: <sender, initiator, identifier of
data item, updated value of data item, update
counter, sender list>. The sender list is a set of
nodes that have sent the same message. Let us
suppose that a node N; updates a data item d.
Then the following steps are performed.

(1) UCG) = UC(@) + 1

(2) Hi[i,UCG)| = d, UVili) = UC(3)

(3) To every node in neighbor(i), send an update
message <i, i, d, value of d, UC(7), {i}>.

Since NV; is an initiator of the update propaga-
tion, the update message includes ¢ twice. The
sender list includes only i due to the same rea-
son. Now let us suppose that a node Ny receives
the update message <s, i, d, value of d, UC(i),
{i,s}> from a node Ns. Then the following steps
are performed to process the message.

(1) TUC(i) == UVg[i]+1, Ni has received every
update message of INV; that was sent before
UC(i). So Nj needs to process this message
only as follows.

— Hil[i,UC(1)] =d, UV[i] = UC(1)
— Replace the local copy of d by the value of
d at the message.
— To every node in neighbor(k)—{i, s}, send
an update message [k, i, d, value of d,
C(i), {i, s, kY.

(2) Else if UC(i) == UVg]i], this is a duplicate
message. So N just neglects the message.

(3) Else if UC(i) > UVii] + 1, there are some
updates that N; missed. Then N} requests
the missed updates to N at the pull phase.

There are two comments on the push phase.
First, when a node is in the sender list, it ac-
tually received the message. So other nodes do
not need to send the message to any nodes in
the sender list. As a result, compared with send-
ing the receiver list as [3], PRC can increase the

probability of receiving the update message at the
push phase. However, the probability of dupli-
cate message propagation would be higher. Next,
the update counter can guarantee complete prop-
agation of updates to every replica. If some data
items have been updated during a node is off-line,
the node can eventually detect the missed up-
dates after reconnection by comparing the update
counter and its update counter vector. The node
can get the missed updates at the pull phase.

3.3 Pull Phase

A node performs the pull phase at two cases: (a)
when the node detects any missed updates at the
push phase, or (b) just after the node joins the
P2P system. A selective pull is performed at the
former case. The node performs an entire pull at
the latter case. We describe a selective pull first
and then describe an entire pull.

3.3.1 Selective Pull

Let us suppose that a node INj receives an update
message <s, i, d, value of d, UC(7), {i,s}> from
anode Ny, and Ny, finds that UC(i) > UV, [i]+1
Then Nj performs the selective pull as follows.

(1) Nj sends a pull message <k, i, UV[i|> to Ns.
(2) When Nj receives the message, it makes a
response message PR as follows.
- PR—{}
— For (t = UWli;t < UV4[i];t =
1), PR = PR U <i,H[i, ],value of
Hli, t], t>.
(3) Ng returns PR to Ni. Nj updates its data
structures and local copies as follows.
— For each tuple <i,d,v,t> € PR, set
Hy[i,t] = d and replace the local copy of
d by v.
— UVgli] is set to the maximum value of ¢
for all tuples in PR.

3.3.2 Entire Pull

When a node joins the P2P system, it needs to
validate the currency of its local copies by per-
forming the entire pull. Let us suppose that a
node N joins the P2P system. The entire pull
consists of the following steps.



Table 1: Simulation Parameters

] Parameter \ Description \ Setting
CPUSpeed Speed of nodes’ CPU 1 Gips
NetBandwidth | Network bandwidth 100 Mbps
NumNode Number of nodes 500
NumNeighbor | Number of neighbor nodes 8
DiskTime Disk access time 10 ms ~ 30 ms
Msglnst CPU instructions to process a message 22000
PerIOInst CPU instructions for a disk I/O 5000
NumDataltem | Number of data items 1000
UpdateRate Probability of a data item being updated 1.0
OnlineRate Probability of a node being online 0.2
LeaveRate Probability of an online node leaving network | 0.0 ~ 0.5
MsgLossRate | Probability of a message being lost 0.0 ~ 0.3
MsgDelay Delay to transfer a message 1 ms ~ 5 ms

(1) Ny selects a node Ny € neighbor(k) in a ran-
dom manner. Then N sends a request mes-
sage <k,UVi> to N;.

(2) When N; receives the message, it makes a
response message PR as follows.
~ PR={}

— For each node n where UVi[n] < UV;n],
perform the following steps.
For (t = UWlnl;t < UVinl;t = t +
1), PR = PR U <n,Hg[n,t],value of
Hgln, t],t>.

(3) Ns returns PR to Ni. Ny updates its data
structures and local copies as follows.

— For each tuple <i,d,v,t> € PR, set
Hyli,t] = d and replace the local copy of
d by v.

— UVgli] is set to the maximum value of ¢
for all tuples in PR.

Note that the random selection of target node
would not be optimal. This is especially true
when the target node has missed some updates
also. However, both the push phase and the selec-
tive pull can guarantee to get the missed updates
eventually. If a node contacts multiple nodes
at the entire pull, it may reduce the amount of
missed updates. This in turn increases the com-
munication overhead and consumes CPU cycles
of more neighbor nodes.

3.4 Reconstruction of the Neighborship

The correctness of PRC depends on the connec-
tivity of a node with its neighbor nodes. When
most neighbors leave the P2P system, the node
would not receive any push messages. To detect
such condition, each node sends periodically an
are_you_alive message to every neighbor node.
The living nodes reply to the message. If the
number of living nodes drops down under the
threshold value, the node has to reconstruct the
neighborship with new nodes by Gnutella’s ping-
pong protocol [1]. Furthermore, if the node has
been isolated completely (i.e, the number of liv-
ing nodes is zero), it has to perform the entire
pull to one of the new neighbors.

4 Experiment Methodology

We develop an experiment model of a P2P sys-
tem using the CSIM [10] simulation package to
compare the performance of PRC with other al-
gorithms. We consider two target algorithms, PO
(push only) and LRA (List of Receivers Algo-
rithm). PO implements a pure push algorithm.
LRA is a hybrid push-pull algorithm, which im-
plements the push phase of [3] and the pull phase
of PRC. We do not consider another hybrid push-
pull algorithm of [9], because it assumes that only
an owner node can update a data item.

Table 1 summarizes the simulation parameters.
We model a P2P system with a limited number
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Figure 1: Number of messages
(MsgLossRate = 0)

of data items and high update ratio. This set-
ting helps us investigate the differences between
algorithms. There are three types of nodes: on-
line, join, and leaving. Online nodes are alive
through the experiment. Join nodes are off-line
initially and then join the network with a prob-
ability of OnlineRate. Leaving nodes are online
initially, but leaves the network with a probabil-
ity of LeaveRate. MsgLossRate is a probability of
a message being lost. These three parameters are
used to model the dynamics of the P2P system.

5 Experiment Results

We have compared three algorithm (PRC, PO,
and LRA) under a wide variety of network con-
ditions. Specifically, we first compare the number
of total messages propagated during the experi-
ment. Then we compare the number of lost up-
dates for each algorithm. Both experiments are
performed by changing the dynamics of a net-
work. When the network is stable, the value of
MsgLossRate is zero. An unstable network has
nonzero value of MsgLossRate.

5.1 Experiment 1: Number of Messages

We first compare the message overhead of three
algorithms. The unstable network has MsgLoss-
Rate of 0.3. Figure 1 and Figure 2 show the ex-
periment results at the stable network and the
unstable network, respectively.

PO suffers from the heavy communication traf-
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Figure 2: Number of messages
(MsgLossRate = 0.3)

fic due to large number of messages. Note that
PO does not filter any duplicate update messages.
Every node just propagates an update message to
all of its neighbors. PRC reduces the number of
messages about 35% compared with PO. This is
because PRC attaches a sender list at the up-
date message so that it can reduce the duplicate
message propagation significantly. As expected,
LRA reduces the number of messages the most.
It was about half of PO. The receiver list can
prevent the duplicate update propagation com-
pletely, even though lost updates would happen.

An interesting observation is that the number
of messages of LRA is reduced when MsgLossRate
= 0.3. This means that some nodes do not re-
ceive messages at LRA when the messages could
be lost. On the other hand, both PO and PRC
perform similarly at both experiments. They al-
low a node to receive a message from multiple
network links; hence, they are more resilient to
the message lost. We will evaluate the effect of
MsgLossRate and LeaveRate in detail at the next
section.

5.2 Experiment 2: Lost Updates

We evaluate the number of lost updates for each
algorithm by varying MsgLossRate and LeaveR-
ate. Figure 3 shows performance graphs when
LeaveRate varies from zero to 0.5 but MsgLoss-
Rate is zero. This parameter setting models a
stable network. As LeaveRate increases, PO suf-
fers from large number of lost updates. When
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Figure 4: Number of lost updates
(LeaveRate = 0)

LeaveRate is 0.5, PO loses about 20% of updates.
This is because PO does not include a pull phase.
If a node is off-line during a push phase of an up-
date, it should lose the update. On the other
hand, both PRC and LRA do not cause any lost
updates. They can allow a new joining node re-
ceive any missing updates at the pull phase.
Figure 4 shows experiment results when Ms-
gLossRate varies from zero to 0.3 but LeaveRate
is set to zero throughout the experiment. When
every node is alive (LeaveRate = 0) and there is
no message lost (MsgLossRate = 0), every algo-
rithm propagates all of the updates completely.
As MsgLossRate increases, LRA loses more up-
dates. When the MsgLossRate is 0.3, LRA loses
about 10% of updates. The reason is same to
that we described at Figure 2. The receiver list
approach of LRA restricts a node to receive an
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Figure 6: Number of lost updates
(LeaveRate = 0.1 and 0.4)

update message from only one of its neighbor
nodes. If the message would be lost, the node
cannot receive the message again from any other
nodes. Figure 4 also shows that both PRC and
PO do not cause any lost updates. The duplicate
message propagation is beneficial at this setting.
Note that PRC does not cause any lost updates
at both experiments.

The next two experiments compare three algo-
rithms when both MsgLossRate and LeaveRate
are not zero. Figure 5 shows the experiment re-
sults by varying LeaveRate while MsgLossRate is
set to either 0.15 or 0.3. The experiment results
are similar from the performance graphs of Figure
3 and Figure 4. PO performs worse as LeaveR-
ate increases due to the lack of pull phase. Its
performance behavior is nearly equal at both set-
tings of MsgLossRate. On the other hand, LRA



does not respond significantly to the change of
LeaveRate. Its performance degrades just when
MsgLossRate is high. PRC still performs best at
this experiment.

Figure 6 shows the experiment results by vary-
ing MsgLossRate while LeaveRate is set to either
0.1 or 0.4. Most results correspond with the pre-
vious experiments. PRC can guarantee safe up-
date propagation at unstable network when mes-
sages could be lost and many nodes leave or join
the network.

6 Concluding Remarks

This paper has described PRC (Peer-to-Peer
Replication Control), a new update propagation
algorithm for P2P systems. PRC is novel in
the sense that it is purely decentralized and has
lower communication overhead. More impor-
tantly, PRC is adaptive: it can reconstruct the
neighborship and is resilient to the message lost.
We have demonstrated the efficacy of PRC us-
ing a number of different experiments. In the
experiments, PRC propagates most update mes-
sages completely even when messages could be
lost or nodes are often disconnected. This means
that PRC can support P2P systems at mobile
ad-hoc network. Furthermore, PRC also reduces
the amount of duplicate message delivery signifi-
cantly compared with the push only algorithm.
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