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Abstract

Recently, disasters are often striking the earth. In case of those emergency cases, information sharing infrastructure is
highly required to be available with minimum security. This paper proposes a basic concept of responsive
event-driven safe and secure information sharing platform to respond the above requirement. Our idea is twofold.
One is the robust ad hoc network concept. When hosts and terminals may lose accessibility to the existing
infrastructure after the emergency, we propose to establish wireless ad hoc network environment with
information-oriented routing and route multiplication for safety. The other is the data-driven platform to support the
safe and secure information sharing, which achieves efficient real-time multi-processing capability without any runtime
overhead based on the passive or data-driven execution mode. By virtue of the processor, we apply it to continuous
packet filtering for security and multiple job handling.
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1. Introduction

It becomes realistic to have a ubiquitous networking society which people can take advantage of information
sharing environment anytime and anywhere [1]. The studies so far, however, mainly tackled so-called “usual
situation”.  Recently, disasters often strike in a global size because of abnormal climate and human activities [2]. If
natural disasters and in some cases terrorism attack metropolitan areas where infrastructures are well installed, the
damage infrastructures must suffer will be terrible.

Hence, it is urgently required to establish the information sharing environment that can be securely used in case of
emergency. At the same time, it is doubtless minimum assurance of security of communication will be required even
in emergency.

To achieve above emergency information sharing environment, comprehensive study must be necessary from the
hardware platform through the network layer to application.

First, the hardware platform [3][4] that will support the information sharing platform will have to be tolerant to
multiprocessing and congestion of processes in unstable condition of emergency case, and consume as little electric
power as possible.  And it will be efficient if pattern check for viruses and worms is realized in the hardware layer.



In the network layer, it is likely to happen for hosts and terminals to lose accessibility to existing infrastructure in
case of emergency. In this case, it seems the wireless ad hoc network [5] can be a useful communication environment,
which can set up a local network connecting to neighboring hosts.  In emergency case, it is highly required to find such
important information as where water, food, shelter, medicine, and hospitals are. Hence, information discovery
mechanism is a very indispensable issue in emergency ad hoc network. Moreover, considering unstable network
condition, it will be needed to have diversity in route and information transmitter.

In upper layer, it will be required to have some authentication mechanism without usual security infrastructure
because even in emergency minimum security will be assured.

This paper proposes a concept of responsive event-driven safe and secure information sharing platform to achieve
above objectives by synthesizing application, network and hardware platform.

Section 2 discusses the requirements to the information sharing platform in emergency such as natural disasters.
Section 3 proposes emergency ad hoc network architecture. Section 4 describes data-driven processor platform to
achieve the requirements.  Section 5 summarizes the discussion.

2. Requirements for Safe and Secure Information Sharing Platform

Ubiquitous communication provides information communication environment anytime and anywhere [1]. The
keyword, anytime, is always true? Recently heavy natural disasters often attack such as storm, flood, tsunami, and
landslip. In such a case, to keep or urgently restore infrastructure is indispensable. The information sharing
infrastructure including information and communication services and its facilities is one of the most important
infrastructures. The requirements to make information sharing platform to be available “anytime” would be as
follows.

2.1 Requirements for the hardware platform

In case of emergency, hardware platform [3][4] must be tolerant to heavy load and simultaneous multiple processing
such as many node discovery message handling and frequent routing information control to establish mobile ad hoc
network as described in 2.2.

Since ad hoc networks always exchange and process network configuration information such as routing messages, it
is not desirable for normal processing to be loaded by the network configuration processing.

More over in some case, it may be very effective to continuously execute the pattern file checking for internet virus
and worms in the hardware layer in order to keep security and safeness in the overall ad hoc network.

Hence, real-time multi-processing capability without any runtime overheads is required for the hardware platform.

Also in emergency, power feeding also becomes a problem. The hardware must reduce as much as power
consumption as possible.

2.2 Requirements for the network layer and above

It is highly possible for hosts and terminals to lose accessibility to the communication infrastructure whichever
wired or wireless is in case of such emergency as disasters. To make a quick recover of the communication capability
in this situation, wireless ad hoc network could be a good alternative to the lost infrastructure.

Mobile Ad hoc networks [5] are defined as a group of wireless devices that are capable of organizing themselves
in a mesh topology in order to find routes and relay packets from a node to any node within the network without the
support of any fixed infrastructure.

The routing in the ad hoc network is made assuming every node knows addresses and/or names of the



communication opponents. But in the initial stage of the emergency ad hoc network establishment, it is likely that
nodes do not know who are in the same ad hoc network. So, some means to discover the opponents will be needed.

Especially in the case of emergency, there is a case where specific address is not necessary but specific
information owned by the nodes is. For example, people would like to know where medical doctors are, where
drinking water is, and so on. They need no specific IP address. This is “information or contents discovery
mechanism which must be required in the emergency network.

This type of discovery mechanism is generally adopted in the P2P environment using the existing infrastructure but
not well discussed for the ad hoc network.

And after information discovery, layer 3 routing must be executed. In the ad hoc network, the routes are not stable
due to mobility and some more wireless specific conditions. So, to assure the information transfer, some efficient
diversity mechanism will be needed.

In upper layer than layer 3, minimum security will be required. If the PKI (Public Key Infrastructure) [6][7] does
not work well in the emergency, some alternative mechanism of authentication, ciphering, and virus checking
mechanism will be needed.

3. Emergency network formed by wireless ad hoc network (Robust ad hoc
network)

3.1 Information discovery mechanism

As discussed in section 2, in case of emergency, it is highly required to discover necessary information as soon as
possible. The IP addresses and server name are not actually useful in the initial phase of emergency because the DNS
might not work well and geographical distance is not clear to know whether the host with the destination address is in
the same ad hoc network as the source node belongs to. Hence, some mechanism to discover the communication
opponent is needed.

Let us consider what the keys for discovery are. First, the specific information owned by each node is the most
possible key. For instance, people want to know where medical doctors are, where drinking water is, and so on.
Second, the specific group is also a good key for discovery. You would like to discover your community such as
your company, school, and so on.  Third, specific names and addresses could be used.

We propose a mechanism of discovery for two directions. One is “push” typed, the other is “pull” typed.

1) PUSH mechanism

As for the push typed discovery, we have already proposed “Words-of mouth information sharing mechanism
based on MPR” [8]. Information owner broadcasts a PUSH packet informing the fact that he has the information or
catering information itself by using flooding mechanism. To reduce total broadcast packets, we adopt MPR
(Multi-Point Relaying) [9]. If a node that needs the information in the PUSH packet receives the packet, he can
discover the source. Then, layer 3 routing information must be discovered.

2 PULL mechanism [8]

We also added inquiry mechanism in the above mechanism, which will be categorized into Pull mechanism.
When people would like to know a place where specific information is, he sends a PULL packet for inquiry. If nodes
hearing this PULL packet have cache of a PUSH packet which contains same information as the PULL does, they will
at once send back the PUSH packet to the PULL sending node. Then, layer 3 routing will be begun.
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Fig.1 PUSH and PULL

3.2 Route discovery

A node who wants the information notified by a PUSH packet, it will start route discovery mechanism in layer 3.
To enable effective route discovery, the path information, a sequence of addresses the PUSH packets passed through,
is assumed to be recorded in PUSH packet.

Considering the less stability of the emergency ad hoc network, it might be better to have diversity in routes.
Diversity can be considered in several senses. One is the case where a source has multiple routes to diversify the
same traffic. The other is source diversity. This is the case where you can find the same data in different nodes
mirrored, which is a kind of source diversity. Depending on the route information got by the PUSH packet, a node
will select appropriate route diversity.

Especially for the video transmission over the mobile ad hoc network, we have proposed a multipoint-to-point
video transmission mechanism [10], by modifying existing routing mechanism, DSR (Dynamic Source Routing) [11].

3.3 Security mechanism

Even in emergency, minimum security might be required. It is likely for the PKI not to work well in the
emergency and some alternative mechanism of authentication, ciphering, and virus checking mechanism will be needed.

Let us consider the case where a node would like to talk to a server node over ad hoc network. Now, those two
nodes know mutually the names and/or addresses but they cannot rely on each other.

There are several ideas to enable the secure communication in this case.

First, before the emergency, the server has been certified by a CA of PKI and the server has a certified public key in
a limited duration of time. If a non-server node which does not have any certified public key is certified by the server
in some means, the node can be an authorized node in the ad hoc network and can use its own public key. The more
the authenticated nodes increase, the more securely communication over the ad hoc network can be made.

The other idea is “Guild” system. Considering possible emergency, each node belongs to a community such as a
company, school and so on beforehand. It has an emblem containing a list of message digest of MAC address of guild
member nodes. After the emergency, each node exchanges its emblem and knows the opponent is a member of the
guild.

As for the virus attack, we are considering to embed the function onto the data-driven processor as described in
section 4.



4. Multi-Media Networking-Oriented Data-Driven Processor: CUE

To realize a secure networking infrastructure, the authors are carrying out CUE (Coordinating Users' requirements
and Engineering constraints) project. This research currently aims at building ubiquitous networking-oriented
data-driven real-time execution platform.

In the CUE project, the authors first realized emulation facility having prototyping functions of dataflow late and
turnaround time named RESCUE (Real-time Execution System for CUE series data-driven processors)[12].

In the first stage of the research, effectiveness of these functions was proven through protocol handling program
developments by RESCUE. That is, CUE project was inaugurated in 1995 by feasibility study on possible data-driven
implementation of real-time multiprocessing essentially needed in protocol handling for multi-media networking
environment.

In order to keep maximum throughput in our data-driven processor, the basic design target for real-time
multiprocessing scheme was chosen so as to alleviate any runtime overheads and to achieve real-timeness in the
protocol handling without any supervisory controls.

Finally, data-driven parallel realization of protocol handling demonstrated efficient real-time multi-processing
capability without any runtime supervisory control as long as data length is appropriate as shown in [13].

The RESCUE also showed that sequential parts of real-time programs frequently encountered in actual
time-sensitive applications such as connection/port management in TCP and the serialization of parameters in video
compression result in bottlenecks in data-driven execution. Since data-driven architectures cannot exploit the locality of
computation, it is not good at sequential processing. This is the compensation of exploiting fine-grained parallelism.

To alleviate this issue with retaining the advantages of pure data-driven architecture, architecture of the latest
version named CUE-v2 [14][15] was established as a hybrid processor enabling simultaneous processing of data-driven
and control-driven threads to achieve higher performance for inline processing and to avoid any bottlenecks.

The prototype chip was developed by employing standard-cell design, and it was implemented using timing-driven
synthesis/layout. Crosstalk, antenna effect, and voltage drop were analyzed and validated using commercial EDA tools.
The chip is built in a generic 0.18um six-metal layer process, the die size of 5 x 5 mm2, including 64 kbyte SRAM, and
is packaged in a ball grid array having 292 pins. The chip layout is shown in Fig.2.

IF0,1: Instruction Fetch 0,1 IDO,1: Instruction Decode 0,1
FCO0,1,2: Firing Control 0,1,2 INTO,1: Integer 0,1  LS: Load/Store
BR: Branch Reg: Register file CTQ: Control Thread Queue

Fig. 2 Layout image of the CUEV2



The chip was verified with several applications. It proved to work without any significant flaws in this chip. Most
of its functional verification time was spent for an out-of-order scheduling of control-flow. The verification for basic
operations and the simultaneous processing of dataflow and control-flow threads was not dominant. Thus, the CUE-v2
architecture is not more complex than superscalar processors. The CUE-v2 chip will be installed to PCI board in Fig.3,
which was originally designed in the CUE project, to be examined for its potential capability as chip multi-processor
core in the next generation CUE-v3.which will achieve around 40 Giga bit per second through wireless network
interface.

Ethernet PHY CUE-w2

Fig.3 CUE-v2 PCI board

In CUE project, elastic pipeline realization has been experimentally verified for turn-around time and throughput in
a circular pipeline adopted as a chip multi-processor core in the CUE-series data-driven multi-processors. Through
VLSI realizations of CUE-p and CUE-v1, the turn-around time keeps minimum value as far as over loaded condition is
avoided. This nature of the pipeline fully utilized in the real-time multiprocessing discussed in Section 2.1. Also, it
was experimentally verified that power consumption of our data-driven processors was in proportion to throughput
achieved in the pipeline. This feature and passive operation mode in ready-to-fire principle of the data-driven scheme
will be effective to minimize power consumption at standby time.

Fully utilizing throughput, multi-processing capability and real-time responsibility CUE-v3 will be one of the most
promising platform to realize the robust ad hoc network in our project.

5. Summary

This paper discusses and proposes a concept of Responsive Event-Driven Safe and Secure Information Sharing
Platform encompassing layers from application to hardware platform.

One of the main ideas is the robust ad hoc network concept. When hosts and terminals may lose accessibility to
the existing infrastructure after the emergency, we propose to establish wireless ad hoc network environment with node
discovery mechanism by using information owned by them. After getting the location of information, route discovery
and route multiplication mechanisms are proposed for safety. On top of the robust ad hoc network, we propose a way
of authentication by use of ex-PKI and MAC address based guild system.

The other is the data-driven platform to support the safe and secure information sharing, which achieves efficient
real-time multi-processing capability without any runtime overhead based on the passive or data-driven execution mode.
By virtue of the processor, we apply it to continuous packet filtering for security and multiple job handling.

By combining these ideas above, we believe we can establish a new paradigm for emergency information sharing.
We are going to implement proposed systems to show the effectiveness of the proposal.
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