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Abstract

Events of a distributed system are partially ordered, but
additional ordering information can aid in understand-
ing the causal impact of events on other events. The
assignment of weights to events measures the temporal
proximily of events and quantitates the causality among
events. In particular, weights have been used in the
feature location problem to determine the relevance of
events to the feature. Weights propagate to other pro-
cesses following the Lamport causal ordering, with an
applied decay representing their time-distance from the
point of certain relevance.

The focus of this paper is proving the decreasing
property of weights as the time-distance from preceding
events increases. Specifically, we prove that a weight
of zero is reached despite intermediate weight increases
that may incur from interprocess communication. An
upper bound is placed on the elapsed time required be-
fore an event is assigned a weight of zero.
Keywords: distributed system, execution trace,
event weight, causality, feature location

1 Introduction

For distributed systems, the concept of a par-
tial order[2] is used to understand the ordering of
events. The partial order can be established by
examining the causal relationships stemmed from
message passing between processes. However, in
some circumstances, it is useful to provide a weight-
ing of the closeness of events in time. Such a
measure is useful in addressing the feature location
problem in distributed systems[4].

Feature location is a well known problem faced by
Software Engineers in understanding large software
systems|7, 8, 6, 9, 1, 5]. Such systems may involve
hundreds of thousands of lines of code and provide
many different features to their users. The code for
a particular feature is often not well localized, but

is spread around several different modules. Since
comprehensive understanding of the entire system
is not feasible, the Software Engineer instead lo-
cates and studies the code for the particular feature
that needs to be fixed or enhanced.

Most feature location methodologies involve run-
ning the program and comparing a time interval in
which the user invoked the feature with an interval
in which the feature was inactive. Traces of execu-
tion from the two intervals are compared to look for
code components that were only executed when the
feature was present. Application of such method-
ologies to distributed systems is complicated by the
stochastic behavior of such systems and by diffi-
culties in determining the start and end points of
feature intervals across processes.

A recently proposed feature location method-
ology for distributed systems assigns weights to
events to indicate their relevance to the feature.
Events that are known to be in the feature inter-
val are given a weight of one. Weights propagate to
other processes following the Lamport causal order-
ing, with a decay applied to represent their tempo-
ral distance from the point of certain relevance[4].

Propagating weights provides a quantitative
measure of cause and effect in the causal ordering.
The properties of such weights are thus of general
interest, as well as of practical importance in fea-
ture location. An important property is that the
weights should eventually decrease to zero for any
possible pattern of inter-processor messaging.

The assignment of weights to events for the fea-
ture location problem and then more generally, the
establishment of event weights decreasing to zero
are the topics of this paper. In section 2, our sys-
tem model and the assignment and propagation of
weights is defined. In section 3, the proof of con-
vergence of the weights is provided.



2 System Model and Compo-
nent Relevance Index

A distributed system is modeled as a set, C' =
{c1,¢2,...,¢q,...,cQ}, of software components.
Fundamental to this research is the association be-
tween events of a distributed system’s execution
and the components of the distributed system. An
event is a discrete occurrence on a process. As soft-
ware components execute, they generate events in
the IV different processes of the system, P; ... Py.
Event ef is the kyn, event generated in P;. The
events on process P; are identified by the set E;.
The set E contains all events in the system and is
the union of the events from each individual pro-
cess, i.e., E=F UF,U---UFEy.

A software component, ¢4, is the source of an
event, ef if event e¥ was the direct result of the
execution of ¢;. The function o() is a surjective
map from an event to a source software component.
That is, ¢, = o(eF) if ¢, is the source of eF. One
source component can map to many events but an
event maps to exactly one component.

Figure 1 depicts our system model. The left side
of the figure shows the code components. These
code components are executed giving rise to events
in different processes, as shown in the time lines on
the right. The mapping between the two is pro-
vided by the function o().
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Figure 1: The System Model

The causal, or happens before, relationship[2] is
one means of defining order among events in a dis-
tributed system. This relationship is defined either
by the temporal occurrence of events on a single
process or by interprocess communication. If event
e causally precedes event €', then the execution of
e can have a causal impact on ¢’. Lamport formal-
ized this relationship and its transitive closure as
follows. Event e causally precedes event e’, written
e— e, iff

1. Events e and €’ are executed in the same pro-
cess and e temporally precedes €/,

2. Event e is the transmission of message m and
¢’ is the receipt of the same message m, or

3. Event e — €¢” and €’ — ¢'.

We let F' denote the feature being investigated.
The software engineer gains information for map-
ping the feature F' to software components by ex-
ecuting the feature. Each execution of a feature is
associated with an interval of events defined by the
start event of the feature, e, and the end event
of the feature, ez’-. The interval consists of the
start event, the end event, and all events that both
causally follow the start event and causally precede
the end event. The events that occur some reason-
ably short time after the interval are also important
for the feature location problem. Since, in the gen-
eral case, effects of the feature outlast the duration
of the feature.

The events of the interval are precisely defined,
but the events that occur some reasonably short
time after the interval need further identification.
A weight function w() has been developed to la-
bel events according to their relevance to the
interval[4]. The weight assigned to an event de-
creases as temporal proximity to the interval in-
creases. The value decayTime is the expected
amount of time for the impact of the feature to
diminish to a negligible amount. From this value,
a decay factor is computed to indicate the amount
a weight is reduced per unit of time.

1
decayTime

(1)

Weights originate in the interval by assigning in-
ternal (to the interval) events a weight of one as
shown in equation (2a). These weights are de-
creased and propagated to external (to the inter-
val) events according to the definition of causality.
Let 7(c) be the local clock time of event e. Equa-
tion (2b) shows that weights are computed from the
weights of causally preceding events from the same
process for events other than message receipts. The
computation of weights for receive events is given
in equation (2c). Note that a message send can
propagate its weight to other processes without de-
cay. However, all other event weights are dimin-
ished during propagation.

The weights of the events are used to compute
a component relevance index[3, 4] for ranking com-
ponents for a particular feature. The component
relevance index will be close to one when the events
of the component occur within the interval or close
to the interval. The details of computing the com-
ponent relevance index and case studies performed

decay =



can be found in [4]. This paper will show that
the weights decay to zero so that the component
relevance index will approach zero for components
whose events occur a reasonably long time after the
feature.

w(ef) =
1.0
ifeFel (2a)
max(w(ef ) = ((7(eh) = 7(ef ™))
xdecay), 0)
if ¥ is not a receive and e¥ ¢ I~ (2b)
k-1 k—1
max(w(ej ) = ((1(ef) — (e 7))
xdecay),w(send(e})))
if e¥ is a receive and ef & I (2¢)

3 Proof

Although weights assigned to events on a process
will be reduced to zero as time from the interval in-
creases, the weights are not monotonically decreas-
ing. A message receipt can cause the process weight
to increase. However, every process’s weight will
reach zero in a finite amount of time. The amount
of time is stated for each process P; and is measured
from the last event of the interval that causally im-
pacts process P;. We prove that the amount of time
for each process’s weight to reach zero is finite and
place a maximum bound on this time.

A labeled, directed graph G provides the foun-
dation for showing the weight reduction to zero.
Graph G represents the events of the execution
and conveys the causal relationships between those
events.

Each event in the execution is represented by a
unique node in G. We label each node to indicate
the event from which it is derived. Node n} repre-
sents the k' event of process P;, ef .

neGeeeE

We make the assumption that receive events and
send events are distinct. That is, no single event
can simultaneously receive a message and send a
message.

Assumption 1 Receive events and send events
are distinct.

The directed arcs of graph G represent the imme-
diate causality between events. Transitively defined
causal relationships are omitted. We categorize the
arcs as either intraprocess or interprocess.

Definition 1 (Intraprocess) If ef and ™' are

consecutive events on P; such that ef — ™! then
arc (n¥,nF e G

Definition 2 (Interprocess) If ef is a message
receipt event and eé = send(e¥), then arc (nk,n¥) €

E
G

Assumption 1 combined with definitions 1 and 2
describe the degrees of each node in the graph. A
node representing a send event has an in-degree of 1
and an out-degree of two. Conversely, a node repre-
senting a receive event has an in-degree of two and
an out-degree of one. Nodes representing events
that are neither send nor receive events have both
an in-degree and an out-degree or one.

The label of the arc connecting node nf to né»,

denoted vs ’jl,
weight of €l is reduced from the weight of ef. We
first consider intraprocess arcs. Referring to fig-
ure 3, if the weight of event € is given as w(e?),

then the non-negative weight of event e} will be

0.1
w(ef) — v;y. More generally, for events repre-
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indicates the potential amount the

sented by nodes with an in-degree of one, w(e
maz(w(ek) — vF o).
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Figure 2: Two processes

We assume clocks are sufficiently precise to cap-
ture the elapsed time between two causally related
events on the same process. We further assume that
a minimum amount of time, A, elapses between any
two causally related events.

Assumption 2 At least A time will elapse be-
tween any two consecutive events on P;.

T(ek‘H) - T(ef) > A

K3

Equation (2b), gives us that an intraprocess arc is
assigned v7F ! = (7(eF 1) — 7(eF)) x decay. Using

the inequality of assumption 2, we can conclude
that o7 > A x decay.

iy
Property 1 The minimum value of any arc repre-
senting intraprocess causality is A X decay.

k,k+1
’U’+

i,

> A x decay



We next consider interprocess arcs. Two arcs
point to a receive event: an intraprocess arc and
an interprocess arc. In figure 2, arcs from both n
(intraprocess) and nY (interprocess) point to ng, a
receive event. An interprocess arc is labeled with
zero since the weight of the receive event is never
less than the corresponding send event.

A path from node nf to node n! represents a
causal chain of events starting at event eé? and end-
ing at event eﬁ». Multiple paths may exist to node
eé. For each path, a cumulative value, cv, is com-
puted as the sum of each arc label on the path.
The length of the path is the number of arcs on the
path.

Referring again to figure 3, we see that there are
two paths from node n{ to node n$. The first path,
through nodes n9, n}, nZ, n?, and n3, traverses
the arcs connecting those nodes. The cumulative
value of the path from node nf to node n} through
the given nodes is the sum of the values of each
traversed arc
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The second path, through nodes nf, n}, n?, and
n$ traverses the arcs connecting these nodes. The
cumulative value of the path from node nf to node
n3 through these nodes is

1,2

0,1 .2 3y_ 01 2,3
v(ng,ny,ny,ny) = vyt oy

)

Lemma 1 Any path, q, through G of length 2 has
a cumulative value no less than A X decay.

Proof:

Let (n,n’) and (n’,n”) be the arcs in path
q- There are two cases to consider. Arc
(n,n’) is either an intraprocess arc or an
interprocess arc.

Case 1 (n,n’) is an intraprocess arc
From Property 1 we know that the value
of arc (n,n’) is no less than A X decay.
The value of (n/,n”) is either zero, if the
arc is interprocess, or at least A x decay, if
the arc is intraprocess. Therefore, cv(q) >
(A x decay + 0).

Case 2 (n,n’) is an interprocess arc

Node n' must represent a message re-
ceipt. By Assumption 1, a receipt must be
succeeded only by an event on the same
process as the receive event. Therefore,

arc (n’,n”) must be an intraprocess arc.
Hence, cv(q) > (0 + A x decay).

We can conclude that a path, ¢, through
G of length 2 has a cumulative value no
less than A X decay. That is, cv(q) >
A X decay. ]

We now apply Lemma 1 to a path of arbitrary
length greater than one. We partition the path into
segments of length two and apply Lemma 1 to each
segment. By summing the values of the segments,
we arrive at a minimum cumulative value for the
path.

Partitioning an odd length path results in a single
arc that is not part of a two arc segment. In this
case, we assume that the final arc is interprocess
and has a value of zero. No contribution is made
by the final arc towards the cumulative value of the
path. In the following lemma, we assume that the
length of the path is L which is even. A path of
odd length, L + 1, is composed of an even length
path, L, and the final, interprocess arc which may
not contribute to the value of the path.

Lemma 2 Any path through G of length L must
have a cumulative value of at least £ (A x decay).

Proof:

Let @ be a path through G of length L.
Let ¢1, qo, ..., qr be a partition of path
@ such that the length of each ¢; is 2. By
Lemma 1, we know that the cumulative
value of each ¢; is at least (A x decay).
Therefore, the cumulative value of path

Q is

(@) = cv(q)+cv(ge) +---+evgr)
> (A x decay) + (A X decay) +
-+ (A X decay)
L
> 5(A x decay)

Therefore, the minimum cumulative value
of a path @ of length L is at least é(A X
decay). That is, cv(Q) > £ (A x decay) if
QI = L. n

The term minimum cumulative value refers to
this lower bound of %(A X decay) for a path @
of length L. Suppose that multiple paths exist be-
tween two nodes of the graph. Lemma 2 tells us
that the minimum cumulative values for each path
is directly related to the length of the path. The
shortest path will have the smallest minimum cu-
mulative value.



Lemma 3 The smallest minimum cumulative
value of a path from n to n’ is the minimum cu-
mulative value of the shortest path from n to n'.

Proof:

Let Qo, @1, ..., @ be the paths through
G from node n to node n’. Let Ly, L1,
..., L, be the lengths of the paths, respec-
tively. Assume that path Q; is the short-
est path with length L;. From Lemma 2
we know that the minimum cumulative
values of the paths are %(A x decay),
L (Axdecay), ..., %(Axdecay). There-
fore, the smallest minimum cumulative
value is %(A x decay). [ |

Recall that events in an interval are assigned the
weight of one. We want to show not only that
the weight in each process reaches zero but that
a bound exists on how long it will take a process
to reach zero. To accomplish our goal, we derive
the length of the path whose minimum cumulative
value is one. Since the minimum cumulative value
is the minimum amount the weights are reduced
along the path, a minimum cumulative value of one
guarantees a weight of zero is reached.

Lemma 4 The minimum cumulative value of a
path Q of length L is at least one, cv(Q) > 1, if

2
L= (Axdecay) -

Proof:
Let @@ be a path of length L such that

L > W. From Lemma 2, we know
)
that the minimum cumulative value of @

is £(A x decay). Substituting m

for L, we reach the following conclusion:

L
Q) > §(A x decay)
2
> 7AX(12€C% (A x decay)
> 1
Therefore, cv(Q) > 1if L > —2—. B

(Axdecay) "

We can now show that the weights assigned to
events must eventually reach zero. Using the short-
est path from the interval to an event, we can de-
duce the minimum weight reduction that the path
must represent. When the path reaches a length
such that the cumulative value of the path is at
least one, then the weight of the event must be
Z€ro.

Theorem 1 The weight of event ef is zero if the
shortest path from any node representing an event

in the interval to nf is of length L > m.

Proof:

Let e¥ be an event following the end of the
interval, I. The weight of e is computed
as one minus the cumulative value of the
shortest path from a node representing an
event in I to n¥. If the cumulative value
is greater than 1, then a weight of zero is
assigned.

By assumption, the shortest path from
any ”37 where eé eI, to nf is of length
L> (AX;W. By Lemma 4, the cumu-
lative value of the path from né to n¥ is

at least 1. Therefore, the weight of e¥ is
Zero. |

We have shown that the weights assigned to
events from a single interval will eventually dimin-
ish to zero as the temporal distance from the inter-
val reaches a length computed from the user-defined
value decayTime. Succeeding intervals will return
the weights to their initial value of one. This may
occur before the weights of the preceding interval
have dissipated. The theorem still holds if we re-
place the phrase “in the interval’ with “in any in-
terval’ to allow multiple intervals to effect a single
event. We see that only the most recent interval is
relevant to the computation of the event’s weight.

4 Conclusions

Locating the source code responsible for imple-
menting a particular software feature is problematic
when the exact start and stop times of the feature
activation are not known. Many features initiate
actions that propagate through the system even af-
ter a feature is thought to have completed. Cap-
turing the closeness of events to a feature enables
a software engineer to locate the code components
that are potentially part of the feature’s implemen-
tation.

One method of extracting meaningful informa-
tion from program traces with imprecise intervals
uses weights to identify the relevance of each event
to the feature. During the time the feature is
known to be active, events are assigned a weight
of 1. When the feature is thought to have termi-
nated, the weights are reduced as temporal prox-
imity to the interval increases. Events that closely
follow the interval are assigned weights near one,



and events occurring long after the interval are as-
signed weights of zero. Event weights quantitate
the casual affects of the interval.

A general system model has been presented to
describe the assignment of weights to events. The
model, based on Lamport’s formalization of causal
order, uses a user-defined value, decayTime, to indi-
cate the amount of execution time the effects of the
feature should linger. After decayTime, the impact
of the feature diminishes to a negligible amount.

Weight calculation is based on these factors:

location whether the event occurs while the fea-
ture is known to be active or after the feature
is thought to have terminated,

type whether the event is the receipt of a message
or not, and

time the elapsed time from the previous event of
the same process.

Note that the event execution times are localized
and therefore do not require synchronization. A
proof has been presented to show that the assign-
ment of weights to events corresponds to the soft-
ware engineers notion of decayTime and eventu-
ally decreases to zero. Two assumptions are made.
First, no single event can simultaneously trans-
mit and receive a message. Second, some measur-
able amount of time must elapse between successive
events on a processor.

Since interprocess communication may experi-
ence relatively long propagation delays that do not
alter the relevance of the message, the weights of
receive events are not decayed as are other events.
Instead, it is possible that a receive event may be
assigned a weight greater than that of the preceding
event on the same processor.

The proof establishes that any event for which
the shortest causal path from the end of the inter-
val to that event is at least length L must have a
weight of zero. A value for L is computed based on
the assumptions and user-defined value. The proof
shows that the weight function accurately charac-
terizes the software engineer’s intuitive definition of
decayTime. It also shows that weight assignments
indicate the importance of events to the feature and
can be used to quantify the causal impact of one
event on another. Case studies demonstrate the
practical application of event weights in [4]
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