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Abstract - Emerging parallel applications re-
quire a significant improvement in communication
latency. Since the time required for transferring
data between host memory and network interface
(NI) takes up a large portion of overall communi-
cation latency, the reduction of data transfer time
is crucial for achieving low-latency communica-
tion. In this paper, a new data transfer mechanism
- called hereafter the DT, is proposed to reduce
communication latency for latency demanding
applications. The DT employs a cache coherence
interface hardware to utilize an eager method for
transferring data between the host and NI. Our
simulation results show that the DT significantly
reduces message latency up to 36 % compared to
a Direct Memory Access (DMA) based approach.
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1. Introduction

Due to the fast evolving network and proces-
sor technology, cluster computer systems have
become the most cost-effective platform for paral-
lel and distributed computing. As the popularity
of cluster computing grows, there is an increasing
demand for low-latency network protocol and in-
telligent network interface hardware. Since the
performance of parallel and distributed applica-
tions is greatly dependent on message passing fa-
cility, low-latency message processing becomes a
main design issue for cluster network protocols
and network interface (NI). User-level network
protocols such as Virtual Interface Architecture
(VIA) [4] and InfiniBand Architecture (IBA) [12]

significantly reduce user-to-user communication
latency compared with legacy network protocols
(e.g., TCP/UDP/IP). User-level protocols execute
time-critical operations, such as message send and
receive, without the kernel involvement, and im-
plement zero-copy data transfer to avoid data copy
overhead. Although those recent development
efforts have been successful in lowering commu-
nication latency, the demand for low-latency com-
munication is still high. Therefore, this paper was
motivated to investigate opportunities for further
reducing communication latency using special
network interface hardware. The previous study
[18] on the communication performance of VIA
showed that the data transfer time between the
host and NI constitutes a significant portion of the
overall communication latency.

For example, VIA uses a series of events dur-
ing a message send described as follows. First, the
user first prepares a message in the host memory
and notifies the NI of a message send request.
Second, the NI copies the user message from host
memory to NI buffer. Finally, the network trans-
port protocol starts to send out the message into
the network. There is a large time gap between
the first step (when the user message is prepared)
and the second (when it is copied into the NI
buffer). Therefore, an idea is to execute simulta-
neously those two time-consuming operations:
preparation of the user message and copying of
the user message.

This paper proposes a hardware-based data
transfer mechanism, which is called hereafter DT,
to attain the reduction of data transfer time in the
execution of communication primitives such as
send and receive. The DT employs a cache-
coherence interface hardware to efficiently trans-
fer data between the host and NI.



The rest of the paper is organized as follows.
Section 2 discusses the related work. Section 3
describes a model of user-level network protocol
and its data transfer mechanism. Section 4 pre-
sents the proposed data transfer mechanism. Sec-
tion 5 explains the performance evaluation. Sec-
tion 6 presents conclusions.

2. Related Work

Banikazemi showed that PIO is faster than
DMA for transferring small size data (16 bytes or
less) [2]. Bhoedjang presented a comparison of
data-transfer performance between DMA and PIO
[19], which shows that PIO using Pentium-Pro™
write combining buffers moves data faster than
DMA for data up to 1024 bytes because of the
DMA start-up cost. Mukherjee proposed Cache-
able Network Interface (CNI), which allows a co-
herent, cacheable memory block implemented as a
Cacheable Device Register (CDR) to be shared
between the host processor and NI [10], [13], [18].
They compared PIO and CNI to show that CNI
has better performance than P10 [18].

3. A User-Level Network Protocol
model

User-level protocols were motivated to over-
come the shortcomings of the legacy network pro-
tocols such as TCP/IP and UDP/IP. They avoid
the kernel involvement for time-critical communi-
cation services, such as message send/receive, and
thus allow user applications to directly access the
network. Popular user-level protocols include Vir-
tual Interface Architecture (VIA) and InfiniBand
Architecture (IBA) [4], [13]. Since VIA architec-
ture was developed as a industry standard and
have influenced many of recently developed user-
level protocols, our model of user-level protocol
shares main features with VIA. This section
briefly describes the model and a typical sequence
of operations for a data transfer.

As shown in Figure 1, the model includes sev-
eral key components: Send Queues (SQ), Receive
Queues (RQ), Completion Queues (CQ), Notifica-
tion Registers, and Application Programming In-
terface Library. User program issues send or re-
ceive message requests through the Application
Programming Interface Library, which includes
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Figure 1. A User-Level Network Protocol

message send and receive primitives. A gueue
pair SQ and RQ is the communication end point
that allows applications to submit message re-
quests directly to the communication facility run-
ning on the NI hardware. User applications write
request into the queues in the form of descriptors,
whis is shown Desc in Figure 1. Descriptor is a
data structure that contains all the information
needed to process the user request including the
address of the user buffer. It also contains the ad-
dress of the user buffer at the destination node.

Descriptor posting is followed by writing a
token to the Notification Register, which notifies
the NI to process the descriptor. When a user re-
quest completes, the associated descriptor in the
work queue is updated with a status value, and a
notification is inserted into the CQ. Applications
can check the completion status of their message
request via CQ.

It is assumed that the memory regions for
holding the user messages and their descriptors
are pinned down through a registration process.
The purpose of the memory registration is to fix
the user’s virtual memory in physical memory so
that it avoids memory swap operations. Even
though user-level protocols allow different types
of communication primitives such as the send/
receive messaging and remote direct memory ac-
cess model, this paper focuses only on the send/
receive messaging.

A number of steps are executed for a message



send or receive. In order to perform a send opera-
tion, the sender builds a message (Send1) and a
descriptor (Send?2) in the registered memory re-
gions. The descriptor includes the address of the
message buffer, message size, type of operation,
and a status field. Then, a token is written to the
send Notification Register to notify the NI of a
message send operation (Send3). The send Noti-
fication Register token includes the address of the
descriptor, which in turn holds the address of the
user message. Since the address of the user mes-
sage is contained in the descriptor, the NI reads in
the descriptor (Send4) and the user message
(Send5). Finally, after the message is sent out to
the network (Message Send), the completion
status is set in the CQ (Send®6).

Since a receiver needs to post a descriptor be-
fore a message is sent, a message receive is per-
formed in two separate sequences: Posting a de-
scriptor and receiving a message. A descriptor
posting for receive follows the same steps as in
the send case. The receiver builds a descriptor
(Recvl) and writes (Recv?2) to the receive Notifi-
cation Register, which is followed by the transfer
of the descriptor (Recv3). The remaining steps
are executed when a message arrives (Message
Receive). The NI moves the message into the
registered memory region, which is pointed to by
the address held in the descriptor (Recv4), and
sets the completion status in the CQ (Recvb).
The receiver polls the CQ to detect a new message
arrival (Recv6) and reads the message from the
registered memory region (Recv7).

4. Proposed Data Transfer
Mechanism

In the earlier description of a series of opera-
tions for a message send, there is a time interval
between Sendl and Send5. Since this time ac-
counts for a significant portion of the overall la-
tency, the DT executes those time-consuming op-
erations simultaneously. The DT mechanism al-
lows to move data in an eager method. Therefore,
as the application builds the message in the user
buffer, the message is copied into the NI buffer.
In this way, Sendl and Send5 are executed at
the same time.

Figure 2 shows the architecture of the DT
consisting of tag memory and local buffer, which
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Figure 2: DT Architecture

is also called NI buffer. In the following descrip-
tions, we use DT and NI interchangeably. During
the registration of a host memory region, an asso-
ciated local buffer and a tag entry are allocated.
The allocated buffer is the same size as the mes-
sage buffer in the host memory and is subdivided
into memory blocks, where each block is equal to
the cache line size. Each memory block has a
Status bit (ST) indicating the state of the cache
block. Each tag entry consists of five fields: Start
and End Host Addresses (SHA and EHA), Start
and End Buffer Addresses (SBA and EBA), and
Access bit (A). The host address pair, SHA and
EHA, points to a registered memory region in the
host memory. The buffer address pair, SBA and
EBA, points to the associated buffer in the local
memory. A-bit is used to represent the validity of
the tag. The tags are used for monitoring access
attempts to the registered regions. The tags are
also used to associate a registered host memory
region with a local buffer. In addition, the NI
buffer uses status bit per cache block to indicate
the modification of the data. Using the memory
association information, memory updates on a
host memory region are reflected on the associ-
ated NI buffer.

To accomplish the simultaneous execution,
DT employs a simple cache coherence protocol,
which follows the underlying cache coherence
protocol. In this paper, it is assumed the host uses
MESI cache protocol [19]. The cache coherence
protocol uses Modified (M), Shared (S), and Inva-
lid (1) states, which mean the line is modified,



shared, and is not valid, respectively.

Once the Tag fields are properly set, the cache
lines for the registered memory regions are initial-
ized to Shared (S) state. This step is needed to
allow DT to monitor the attempts of writing to the
registered memory regions by the host processor.

A brief description of the cache coherence
protocol is presented for a message send. When
the host processor writes to the registered memory
region (Send1l), there can be a cache hit or miss.
If a processor write hits on the cache, an invalida-
tion bus transaction is generated to gain exclusive
ownership of the cache line. On the other hand, if
a processor write misses on the cache, the cache
line is first loaded from the host memory and then
an invalidation bus transaction is generated. In
either case, the cache line and the memory block
in the NI buffer transition to the Modified (M) and
Invalid (1) states, respectively. Once the DT de-
tects the invalidation bus transaction, the corre-
sponding block in the NI buffer changes the state
from Shared (S) to Invalid (I). At this point, DT
places a bus read request to read in the cache
block modified by the host processor. This causes
the requested block to be transferred to the NI lo-
cal memory, and both the cache blocks in the host
processor and the local memory transition to the
Shared (S) state. As the host processor continues
to write to the registered memory region, memory
blocks in the local buffer are invalidated and the
updated cache lines are read into the buffer.

For the message receive case, the host proces-
sor read operations do not begin until the message
is completely received. Therefore, the data trans-
fer phase cannot be overlapped with the host proc-
essor reads, unlike the case for message send.
However, the use of DT mechanism can still avoid
the use of DMA and thus eliminate DMA startup
and interrupt processing overhead, which results
in a small performance gain.

The operations performed by DT for message
receive are described below. An additional state
Modified (M) is used to indicate a message has
been received from the network. As soon as a
message is received to the local buffer, invalida-
tions are generated to purge the cache lines in the
host cache. The completion of the invalidation
transactions causes the buffer blocks to change
from Shared (S) state (the initial state) to Modified
(M) state. Once the message is moved to the NI

Table 1: Simulation Parameters

Simulation Parameters

Host L1 cache 2-way set, 32B/line,
Processor 32KB, 1cycle/hit
L2 Cache 2-way set, 128B/line,
1MB, 10 cycles/hit
CCP MESI
Host Access Latency | 100 cycles
Memory
& Bus Data Width 16 B/access
Max. Transfer |1600 MB/sec
Rate
Network | Local Buffer 10 cycles
Interface | Access
(DT)
Host Memory | 1600 MB/sec
Access (Max.
Rate)

buffer, it notifies the receiver process that a new
message has arrived. After the notification, the
user process attempts to read the message by plac-
ing read requests on the bus. This causes the
blocks to be copied to the host processor cache
and those cache blocks both in the host processor
cache and NI buffer are changed to Shared (S)
state.

5. Performance Evaluation

5.1 Simulation Environment

A system simulation environment [15] was
used for the evaluation of DT. To set up a full
system evaluation environment, a network proto-
col and benchmark programs were written and
executed on top of the simulation environment.
The system configuration and parameters are sum-
marized in Table 1.

The host processor model includes L1 and L2
caches and follows the MESI cache coherence
protocol to maintain data consistency between
cache and memory. The DT has a data transfer
speed comparable to the maximum host memory
bandwidth because it is connected to the host




memory bus. Since our simulation study focuses
only on network protocol processing within a
node, our simulation results are based on a no-
delay network model.

For performance evaluation, the DT mecha-
nism was compared against a DMA mechanism. A
micro-benchmark was used to send and receive
messages between two users on different hosts. A
sender sends a fixed-size message to the receiver
and then waits for a message arrive from the re-
ceiver. When the receiver receives a message, it
sends a new message back to the original sender.
Messages are sent back and forth between sender
and receiver for a number of times. To show the
impact of data transfer mechanism, message send/
receive time was measured as a function of mes-
sage size.

5.2 Simulation Results

The total execution times for message com-
munication between two user applications are pre-
sented in Figure 3. The execution time represents
the number of host processor cycles between a
sender call and the corresponding receiver call.
These results do not include the effects of MAC,
physical layer operations, and network transfer
time. The message size was varied from 64 bytes
to 512 bytes, which represent a typical range of
message sizes for a SAN environment [13]. Fig-
ure 7 shows that the proposed DT mechanism re-
sults in much better performance compared to the
DMA. The DT attains 34% to 36% reduction in
the user-to-user messaging latency compared to
the DMA.

The pie charts shown in Figure 4 give a more
detail breakdown of the communication latency
for 256-byte message. The total execution times
are divided into three most significant operations:
User Data, Data Transfer, and Transport. The
User Data represents the time required for the user
program to write a message to the host memory.
The Data Transfer includes the time to transfer
data between host and the local buffer in the DT
(NI). The Transport represents the execution time
of the network protocol to service the user send/
receive requests. For DMA, both the User Data
time and Transport time take significant portions
of the total execution time because those two op-
erations are executed sequentially. For DT, in con-
trast, the Transport takes a smaller portion of the
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Figure 4. A breakdown of total execution time

total execution time because the Transport and the
User Data are executed simultaneously. The charts
clearly shows that DT significantly reduce the
communication latency by simultaneously execut-
ing data transfer.



6. Conclusions

This paper proposed a new mechanism called
DT to reduce communication latency for user-
level network protocols. The DT reduces data
transfer time between host memory and NI by
overlapping writes to the user buffer with the ac-
tual transfer of user data from user buffer to NI
buffer. Our detailed simulation study showed that
the DT reduces the message latency by 36% com-
pared with the DMA.
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