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Abstract - Because network-level reliable group commu- received increasing attention. But, LBRM [6] is central-
nication protocols rely on IP multicast and have lack of ized approaches. It uses loggers to provide stable storage
reliability, this motivates the demand on application-level and to handle retransmission of missing messages. So, the
group communication. Epidemic-style protocols among amount of information to be stored grows with the number
these application-level approaches guarantee reasonablyof nodes and loggers could be overloaded. Also, SCRIBE
high reliability, provide good scalability and are easy to [3] needs the existence of a large-scale peer-to-peer routing
deploy. But, earlier versions of these protocols often rely on infrastructures [5]. In contrast, gossip-based protocols scale
the assumption that every process knows every other pro-well to large groups, are easy to deploy, and degrade system
cess. There exist epidemic-style broadcast protocols basegerformance gracefully even if node failure or message loss
on partially randomized individual views providing totally rates increase while they do not need these infrastructures
ordered delivery of broadcast messages to members of largd2,4,9,11].

groups. However, there is no such epidemic-style broadcast Gossip-based broadcast protocols appear to be more ad-
protocol providing causally ordered delivery property, equate in large-scale group communication than the tra-
which is very useful for many distributed applications such {itional strong reliable approaches by Birman [2] and
as video-conferencing and multi-party games. This paper \arzullo [9]. To send a broadcast message, a process ran-
proposes an efficient epidemic-style broadcast protocol to domly selects a subset of members, called gossip-targets.
guarantee causally ordered delivery semantics based onTpig approach often relies on the assumption that every
the local view of every i_ndividual member consisting of a process knows every other process. When managing large
subset of members, which continuously evolves, but nevehympers of processes, this assumption becomes a barrier to
exceeds a fixed size. scalability. It hampers the very nature of a scalable peer-
to-peer architecture [4]. So, there have been approaches at-

Keywords: distributed Systems, group communica- tempting to address how they scale in terms of membership
tion, scalability, causally ordered delivery, partial view management [4,5,10,16].

) In TIBCO [16], membership management is sometimes
1 Introduction delegated to dedicated servers in order to relieve applica-
tion processes. But this only defers the problem, since those
As there are many applications based on a group in dis-servers are limited in resources. To increase scalability, the
tributed systems, the demand of scalable and reliable groupmembership should be split. In particular, every participat-
communication is very increasing [11]. So, several group ing process should have a partial view [4,5]. This partial
communication protocols were proposed based on peer-toview of every individual member consists of a subset of
peer interaction models for offering scalability [5]. Tech- members, which continuously evolves and never exceeds
niques such as SRM and RMTP rely on best-effort IP- a fixed size. Every member selects gossip-targets based on
multicast and ensure reliability by using positive or nega- this local view. In order to avoid the isolation of processes,
tive acknowledgments to repair packet losses. But the num-their group membership information should be shared by
ber of duplicate copies of the multicast that they generatethem to some extent [4]. A protocol that partially addresses
grows linearly with the size of the system. In addition, IP- this issue is presented in [9,10], where a connection graph
multicast is not currently deployed in the Internet and track- called a Harary graph is constructed. However, building
ing membership remains an issue in network-level multi- such a graph requires the global knowledge of member-
cast approaches. Consequently, application-level multicasship, and it may be very difficult to maintain such a graph
protocols like SCRIBE [3] and LBRM [6] have recently structure in the presence of joins/leaves of processes. So,



non-deterministic approach is proposed [4,5]. To promote anot consider Byzantine failures.). For simplicity, we do not

uniform distribution of membership knowledge among pro- include process recovery in the model. We expect that both

cesses, every gossip message also piggybacks a set of pro-andd are small probabilities. Processes communicate us-

cess identifiers, which are used to update the views. ing the primitives send(m) and receive(m). Communication
But, there is no existing gossip-based causally orderedlinks are fair-lossy, but correct processes can construct reli-

delivery protocol based on a partial view. Gossip-based able communication links on top of fair-lossy links by peri-

protocol offering causally ordered delivery property is very odically retransmitting messages.

useful for many distributed applications such as video-

conferencing, multi-party games and_ private chat rooms3  Related Work

[11]. Therefore, after developing seminal causally ordered

broadcast protocols [1,15], further researches have pro- _. | d . | | called
ceeded to minimize the space and the time overheads irlo' Birman etg. [2] propose agossm—sty(_aprotoco » C& ?
dynamically changing broadcast groups [8,12]. Energy ef- |mod_a!,mult|cast also pbcast, thanks to its two phases. a
ficiency and low bandwidth requirements of the algorithm classm. best-effort'multhast'such as IP multicast is used
for the first rough dissemination of messages. The second

proposed in [12] are suitable for mobile computing sys- h liability with ai babilitv b .

tems. The algorithm presented in [8] achieves optimality phase _aszuresdre Ita ity witt a.cer an prc;_ a “i/. yt#smg

by transmitting the bare minimum causal dependency infor- a gossip-based retransmission. every participant In the Sys-
tem periodically gossips about a digest of its received mes-

mation specified by the necessity conditions, and using an q ; : licit h f
encoding scheme to represent and transmit this information 329€S, and gossip rECEIVers can Solicit such messages irom

And in [7], a gossip-based causally ordered delivery broad—:heI sbendtler |f_ttrf11ey Tgw_e not recglv%d thzm prewousl,ly. ,tb_\s-
cast protocol based on a global group view was proposed. rolabe aigorithm [13] is a gossip-based resource loca lon
Igorithm for the Internet and can be seen as a membership

In this paper, we present an efficient gossip-based causall))’JI . . . .
ordered delivery protocol based on a partial view consist- algorithm in that sense. This algorithm enables the reduc-

ing of a subset of members, which continuously evolves, tr:on of the View .Of ea(f:htlnFi|V|du§I Eroce.si.b Each EY;JC?;S
but never exceeds a fixed size. This protocol can pro—kas al‘ %remze View OI s |mrr1ne '?e nte_lg ors, Wdl'et €
vide performance improvements in terms of message sta- nowledge becomes less exnaustive at increasing distance.

bility, throughput and membership management compared’A‘SJ[r()l_"’Ib_e howev_er only _co_nsiders the propagation of mem-
with the existing causally ordered gossip ones using globalber:sh|p information and it is not clear how this membership

views. Moreover, the protocol is not affected by changing |ntteDrgcti_W|thl p();bcagt [29]'. ially t ted at wid
the size of large-scale groups and results in very low deliv- rectiona °$S'p_[ ]is especially targeted at wide area
ery latency. networks. By taking into account the topology of the net-

work, optimizations are performed. A weight is computed
for each neighbor process, representing the connectivity of
2 System Model that given process. The larger the weight of a process, the
more possibilities exist thus for it to be infected by other
The distributed system consists of a finite set of pro- processes. That way, redundant sends are reduced. The
cesses P {pl, ... , pr} that communicate only by ex- algorithm is also based on partial views, in the sense that
changing messages over a fully connected, point-to-pointthere is a single gossip server per LAN that acts as a bridge
network. The processes have unique, totally ordered iden-to other LANs. This however leads to a static hierarchy,
tifiers, and can toss weighted, independent random coinsin which the failure of a gossip server can isolate several
Runs of the system proceed in a sequence of rounds inprocesses from the remaining systems. It is possible to
which messages sent in the current round are delivered inmplement less resource intensive broadcast algorithms in
the next. There are two types of failures, both probabilistic terms of memory and network bandwidth based on Harary
in nature. The first are process failures. There is an indepengraph [10]. But it is not clear how these algorithms perform
dent, per-process probability of at mesthat a process has in very large scale WANs where membership is dynamic,
a crash failure during the finite duration of a protocol. Such that is, in an environment where the members can join and
processes are called faulty. And processes that never faildeave the system at runtime. It would be a very difficult
are correct. The second type of failures are message omistask to construct the Harary graph each time the member-
sion failures. There is an independent, per-message probaship changes.
bility of at mosté that a message between non-faulty pro-  Recently, Scribe [11] is proposed for a large-scale event
cesses experiences a send omission failure. The union of alhotification infrastructure for topic-based publish-subscribe
message omission failure events and process failure eventapplications as a decentralized membership protocol, which
are mutually independent. There are no malicious faults, is built on top of a generic peer-to-peer object location and
spurious messages, or corruption of messages (i.e., we doouting substrate overlayed on the Internet. This overlay



substrate is used to create a topic (group) and to build anDIGEST(msg), COMPARE-MSG, DELIVER-MSG(msQ)
efficient broadcast tree for the dissemination of events toand DO-Garbage-Collection, when p receives a unreliable
the topic’s subscribers (members). In opposition to over- multicast or a gossip message msg from q, it compares msg
lay substrate, gossip-based protocols are easy to deploywith messages in its own buffer. If p does neither have nor
But gossip-based broadcast protocols based a global viewdeliver msg yet, p inserts msg into the buffer. It checks
become a bottleneck at an increased scale. So, in Lpbthe order-list piggybacked on msg and if the condition is
cast [4] and Directional Gossip [9], the algorithms are pro- satisfied, both the delayed messages that causally precedes
posed gossip-based broadcast membership based on a pdt-and the message are delivered to the application. For
tial view. Each process has a randomly chosen local viewthe integrity property, the vector delivered should be
of the system. Lpbcast [4] requires no dedicated messagesipdated to systematically prevent processes from receiving
for membership management. And Scamp [5] employs apreviously delivered messages again. Then, p gossips about
self-organizing subscription mechanism that automatically msg to a randomly chosen members with a digest after
provides each node with a partial view of the membership incrementing a gossip-count. bool-delivered of delayed
of fixed size on average. So, Lpbcast and Scamp are comimessages is checked with FALSE. Also, some messages
pletely decentralized membership protocols. with TRUE have been remained in the buffer because of
The implementation presented in [15] uses vector clocks. periodically gossiping. During the maximum number of
Un like the first version of ISIS [1], each message carries rounds, processes periodically gossip about a digest of
control information consisting of ordered pairs of the type messages in their buffer. If the maximum number of gossip
(destination site, vector time). There can be up to N-1 suchcount has elapsed after the messages were received, they
ordered pairs with each message. In [12], the algorithm isare garbage-collected.
espegially suitable for mpbile computing systems. In orde.r In  procedures RECEIVE-GOSSIP(msg, msg-
to malr_wtaln causal ord_enng, each message needs to carry ingigest), RECEIVE-DIGEST(msg-digest), RECEIVE-
formation only about its direct predecessor messages W'thSOLICITATION(ID, Count) and SOLICIT-Unreceived-
respect to each destination process and most recent mUtUMSG(msg-digest), when p receives a digest of messages

ally concurrent messages delivered to its sender. from q, it compares the digest information with messages
in its own buffer. If there are some messages p didn’t
4 The Protocol received yet, p sends a solicitation for these messages to the

gossip information sender q. If this solicitation is received
The proposed Partial-View based Probabilistic Causally Pefore the maximum number of rounds of these messages
ordered BroadCast (PV-PCBCast) protocol is composed ofP€ing terminated, q retransmits the messages to p. In pro-
15 procedures like in figure 1. We assume that the taskcedure VIEW-CHANGE, p periodically updates its local
scheduler is fair, i.e., all procedures get equal chances tgMember view. A member that joins a virtual synchrony
execute. Moreover, each line is executed atomically. When9roup Wwill receive all the broadcasts and membership
process p starts its execution, the membership sequenc&hanges with a deterministic reliability. Virtual synchrony
number and the message sequence number for p is ini@n be implemented probabilistically by composing the
tialized to zeros, and a buffer for gossip messages and $0SSip-style dissemination and K-committee Protocol.
vector delivered are created. Whenever p broadcasts eacin® K-committee periodically initiates and agrees on
message, the message sequence number is incremented BjemMbership changes, then assigns it a global sequence
one. In procedure SEND-PCBCast, each message msg I51umber, and hands it off to gossip-based broadcast pro-

broadcasts is piggybacked with order-list, which contains tocols for dissemination to the group. The periodic view
the summary information about its causally related mes- change offers a checkpoint beyond which messages can be

sages. So, this order-list guarantees causally ordered delivdarbage-collected at members in procedure DO-Garbage-
ery semantics. In procedure DIGEST-RECEIVED-MSG- Collection. The broadcast d|§sem|nat|on and the repair
PARTIAL-ORDER, order-list is updated. And process p Sub-protocol are blocked during view changes by the
sends this message with a summary of its message histol-committee, in order to reduce the number of involuntary
fies to randomly selected members. In procedures RUN-Member droppings.
PERIODICALLY-GOSSIP and SEND-DIGEST, each pro- Figure 2 illustrates an example of the protocol PV-
cess periodically gossips about a digest of all messages in it#CBCast, where group viewl=(pl, p2, p3, p4), group
buffer until the maximum number of rounds has been com- view2=(p3, p4, p5, p6), view size |||, fan-out = 2, maxi-
pleted. msg.gossip-count is incremented by one per round. mum number of rounds = 3, ordered message list = (m1, m2
In procedures ADD-MSG-into-BUFFER(msg), or m3, m4). The global member view is (p1, p2, p3, p4, p5,
RECEIVE-Unreliable-Multicast(msg), RECEIVE- p6). Every participating process only have a partial view
GOSSIP(msg, msg-digest), SEND-GOSSIP-with- of the system. For example, a process pl knows a subset



procedure SEND_PCBCast
id=p ; meg_seq = msg_seq+l
delivered[id] = {nsg_seq, VI EWSEQ
order_list = call procedure Di GEST_RECEI VED_MSG_PARTI AL_CRDER( SND)
nmsg = (id, msg_seq, current_round, 0, TRUE, order_list, VIEWSEQ
buffer = b uffer U {msg}: Unreliable_Milticast(nsg)

procedure  ADD_MSG. i nt o_BUFFER( nsg)
buffer = buffer U {msg}
call procedure DI GEST_RECEI VED_MSG_PARTI AL_CRDER( RCV)
cal | procedure COVPARE_MSG
if (current_round - nmsg.round) =< R) then call procedure SEND GOSSIP_with_DI GEST(msg)

procedure RECEI VE_Unrel i abl e_Mil ti cast (nsg)
call procedure ADD_MSG.into_BUFFER(nsg)

procedure DO Gar bage_Col | ection
for all msg in buffer do
if(nsg. gossi p_count >= MAX_GOSS| P_COUNT or msg. VI EW SEQ < VI EWSEQ the n
renove nsg from buffer

procedure COVPARE_MBG
for all msg in buffer do
delivered_ready = TRUE
for all msg in msg.order_list do
if(there is nmsg not in  delivered[nsg.id]) then delivered_ready = FALSE
break
if(deliv ered_ready = TRUE) then cal | procedure DELIVER MSQ nsg)

procedure DELI VER MSG( nsg)
deliver msg to the application  ; msg.bool _delivered = TRUE
del i ver ed[ msg. i d] ={ msg. mg_seq, msg_VI EW SEQGH

procedure DI GEST_RECEI VED_NMBG_PARTI AL_CRDER
if(ROV) then
for all itemin msg.order_|ist[nsg.id] do
if(there is not itemin order_list)
order _|ist=order_list U {nsg.id, nsg. seq, VI EW SEQ
el se
order_list=order_list U {nsg.id, nsg.seq, VIEWSEQ

procedure RECEI VE_GOSS| P(msg, nsg_di gest)
if(there is not msg in buffer and msg. VIEWSEQ = VI EWSEQ then
cal| procedure ADD_MSG i nto_BUFFER(nsg)
cal | procedure SOLICI T_Unrecei ved_MSG msg_di gest)

procedure RECEI VE_DI GEST( nsg_di gest)
call procedure SOLICIT_Unrecei ved_MSG msg_di gest)

procedure RECEI VE_SOLI CI TATI ON(1 D, Count)
if(there is msg = (1D, Count) in buffer and (current_round - msg.round) < R) then
send Forvard_MSG(msg) to g

procedure SOLIQl T_Unrecei ved_MSQ nmsg_di ges t)
for all nsg in nsg_digest do
if (there is not msg in buffer and msg. VI EWSEQ = VI EW SEQ then
send solicit_Retransnission(nmsg.id, msg. vt[nsg.id]) to q

procedure RUN_PERI CDI CALLY_GOSSI P_AND_VI EW CHG
current_round = current_round + 1 ; call procedure SEND DI GEST
call procedure VI EW CHANGE

procedure VI EW CHANGE

stop sending broadcasts ; send PRE_NEW VI EW gossip_nsg
receive ACK_PRE_NEWVIEW ; waiting stability in K_COM TTEE
VIEWSEQ = VIEWSEQ-1  ; send NEWVI EWgossip_msg

procedure SEND_GOSSI P_wi t h_DI GEST(nsg)
mEg. gossi p_count = nEg. gossi p_count + 1
for all msg in buffer do
msg. gossi p_count = meg. gossi p_count + 1
for each p in processes with probability rate
send Gossip(msg, digest(buffer)) to p
call procedure DO_Garbage_Col | ection

procedure SEND_DI GEST
for all msg in buffer do
msg. gossi p_count = meg. gossi p_count + 1
for each p in processes with probability rate
send Gossi p(di gest (buffer)) to p
call procedure DO Garbage_Col | ection

Figure 1. Procedures for every process p in
PV-PCBCast
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Figure 2. An execution of the proposed pro-
tocol PV-PCBCast

of all processes, (p1, p2, p3, p4). The process pl generates
m1 and sends it to randomly selected targets, (p2, p3). Af-
ter receiving m1, p2 creates m2 and transmits the message,
including a gossip message of m1, to (p3, p4). Also, p3 gen-
erates m3 and sends the message with m1 to (p1, p4). After
receiving m3, pl immediately delivers it. Then, pl gossips
about m3 to randomly selected processes, (p2, p4). On re-
ceiving m1 and m2, p3 knows that they have already deliv-
ered ml. So, p3 discards m1 and gossips about m2 to (p4,
p5). After receiving m1 and m2, p4 delivers them respec-
tively. Then, it gossips about them to (p3, p5). We know
that a gossip message including m1 and m2 is distributed
to the partial member view, (p3, p4, p5, p6). Because there
are overlapped members in two partitions, messages are re-
ceived by all of non-faulty members. In here, it is important
to avoid the isolation of each partition of the membership
especially in the case of failures. Thus, the membership
information should be shared by processes to some extent.
For instance, process p4 creates m4 and sends it with the
gossip message of m3 to (p3, p6). On receiving a gossip
message m2, p5 knows it didn’t receive m1. Thus, it de-
lays the delivery of m2 and solicits the gossip sender p3 to
retransmit m.

5 Conclusion

In this paper, we proposed a probabilistic broadcast pro-
tocol PV-PCBCast to guarantee causally ordered delivery
semantics based on the local view of every individual mem-
ber consisting of a subset of members, which continuously



evolves, but never exceeds a fixed size. In the protocol PV-[8
PCBCast, processes propagate each message with the iden-
tification information of its causally related messages much
like the spread of rumor in society for a fixed number of
rounds. Upon receipt of these messages, correct processes
immediately deliver the corresponding messages to the ap 9
plication layers in such a way that these deliveries respect
causality. Also, the members of the local view are piggy-
backed on each sent message. Thus, the view is periodically
updated by this gossip-style dissemination. The size of the[l
local view containing nearer neighbors is very smaller than
that of the global one. The members of the partial view are
joined into a virtual synchrony group. This group will re-
ceive all the broadcasts and membership changes with a de-
terministic reliability. Therefore, the proposed protocol PV-
PCBCast can preserve high scalability, low message over{1l
heads, decentralized membership management and stable
average throughput in large group-based multimedia collab-
orative works compared with the traditional ones.
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