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Abstract. The explosive evolution of pervasive com-
puting environments presents several new challenges
such as smart spaces, invisibility, localized scalability,
and masking uneven conditioning. One of the key
challenges in such environments is how to manage
security and access control. A suitable approach for
managing access control in pervasive computing envi-
ronments should consider different features of such
environment which are not supported by traditional
access control mechanisms. The features impose the
access control mechanisms to satisfy especial re-
guirements. In this paper, we propose an access con-
trol framework supporting different requirements of
pervasive computing technology. The framework is
capable of providing solutions to the requirements by
some functionalities such as decision making based on
user intent and in an invisble manner and re-
authorization of granted services based on context
changes.

KEYwORDS—Access Control, Security Framework, Perva
sive Computing.

1. Introduction

With the event of pervasive computing, transparent
functionalities of pervasive applications integrated to
homes and communities make living easier and more
comfortable for people. In comparison with distributed
systems and mobile computing, Pervasive computing
environments (PCE) introduces new goals such as
effective use of smart spaces; invisibility, localized
scalability and masking uneven conditioning that
make the environment provide some properties to
reach them [1]. Different researches have identified
different properties for pervasive computing and the
most important ones are user intent, context-
awareness, dynamicity, automatic evolution, interop-
erability, and adaptability [2, 3]. These new properties
particularly in the domain of security introduce new
challenges that were not addressed in traditional and
static security approaches [4]. When considering the
security challenges of many PCE applications, access
control often emerges as a central element in the de-
sign of the whole security system [5]. Access control

is the mechanism that allows service providers to
define, manage and enforce access control policies
applicable to each service [6, 7] and to assure that
users can access only and all services authorized to
them.

To harmonize access control applications with
other PCE applications, several research address PCE
properties and according to them, tried to state access
control requirements [8]. Some has targeted chal-
lenges for specific applications and has tried to find a
solution for them [9, 10]. Another research trend is
adding the access control requirements to the general
access control mechanism. Context-awareness has
been addressed in several works with different aspects.
Sandhu at al. [11] has introduced a socio-technical
view of access control models and by defining the new
required enteritis and their relationship in PCE, has
provide a border between classical access control
models and the ones needed in PCE. Some other work
focuses on access control policies and attempt to re-
move traditional static policies by adding the attribute
of context-awareness to them and try to make access
control decisions be dynamic with the change of con-
text [6]. Kouadri et a. [12] aims at presenting a new
model for specifying context-based policies based on
contextual graphs and rely on the contextual informa-
tion collected from the system and user’s environment.
Invisibility and User intent are other aspects of PCE
properties, which aims at helping users to have hidden
and non-intrusive authorizations which are less bur-
densome while their preferences should be respected
during the access control steps[1, 2, 3].

This work is aimed at introducing PCE access con-
trol requirements; especially we are concerned with
context-awareness, user intent and invisibility. Based
on these requirements, we present a framework sup-
porting service discovery and access control schemes
in an efficient way. The remainder of this paper pro-
ceeds as follows: Section 2 describes some related
works. Section 3 states fundamental access control
requirements for pervasive computing. In section 4,
our framework is presented and the related procedure
is explained and section 5 underlines some concluding
regards and future research lines.



2. Related Works

Several access control frameworks for PCE have
been presented that attempt to apply solutions for
aforementioned challenges. Convington et a. in [6]
has provided a context-aware framework (CASA)
based on RBAC. There are some extensions on CASA
like ECASA [13] that try to make CASA more effi-
cient through detecting those context changes that are
effective to the authorization. In [14], a conceptual
architecture for access control is proposed which is
based on automatic distributed acquisition and proc-
essing of knowledge. In the architecture agents are
responsible to gather information about users and
devices for better decision making. In this work we
present a framework capable of addressing new re-
guirements.

3. Access Control Requirementsfor
PCEs

The shift from centralized to distributed systems
and mobile computing poses new security require-
ments, especialy in the domain of access control such
as interoperability, scalability, usability, privacy and
trust management [4,8]. Pervasive computing as the
next generation of mobile computing has brought new
security requirements which are specific to it. In this
Section we state these requirements and address them
in ascenario.

e Providing a context-aware access control
mechanism: High degree of dynamicity in perva-
sive environments introduces new challenges to
access control mechanisms. Any change in the
context such as user profile, service profile or en-
vironmental context can be important to the au-
thorization procedure [6, 13]. It means that, grant-
ing or revoking a request is highly dependent on
the current context and effective context changes
should be considered for re-authorizing the re-
quest.

e Providing high degree of invisibility: The auto-
mation of daily activitiesis one of the aims of per-
vasive computing technology. Thereforeit isideal
to provide entirely human-free interactions [3].
Complete disappearance of pervasive computing
technology should considered in access control
applications. For authorizing an access for a
service, it is necessary to gather different cre-
dentials of the user. Therefore the framework
should try to hide the existence of real interac-
tions that also will result in less user distraction
too.

o Respecting user intents in the access control
process. Pervasive Computing technology forces
the mgjority of interactions between users and the
environment to be automatic. Hence user's prefer-

ences should be considered to be satisfied. Usersin
such environments can provide some light services
to other users and authentication of the services
should consider the preferences of the user. Be-
sides, each user should be able to define his own
service policies and for using these services, the
predefined conditions should be satisfied. Reserv-
ing the privacy of user's data according to the pre-
defined user preferences and considering user pro-
file changes in authorization can be other aspects
of respecting user's intent.

3.1 Smart Library Scenario

In this section, a smart library application in a uni-
versity in PCE isillustrated in order to help to demon-
strate some access control requirements for such ap-
plicationsin PCE.

Searching books in large libraries can be a difficult
task for novice library users. Smart library provides a
map-based guidance to books on user’'s PDA by up-
loading software called Lib-Guider. Consider the
following example: A user enters the library; this is
automatically sensed by the particular reading room.
The server in the library upload Lib-Guider on the
user's PDA. Besides, the user can take a radio based
identification device (an RFID-reader) that has wire-
less access to the local network using Blutooth. When
a user walks out with one or more hard-copies of
books which have RFID tags, the books will be added
to his basket by using a RFID reader embedded in the
departure gate. In the library, users who are members
of the library can share the e-books and e-documents
on their PDAs with each other through wireless access
to the local network using Bluetooth. In the scenario
some points should be highlighted based on the access
control requirements:

The Access Control framework should be able to
make decision based on the current context including:

o User Profile, for example when just one copy
of abook is left, there should be a policy that
let those students that are urgent need to bor-
row that book.

o Service Context, consider the case when a
user can access Lib-Guiders only when they
are not many people in the library and the
server isnot overloaded by other tasks.

o Environmental Context, for instance, users
cannot have access to registration services
during weekends.

e The Access Control system should be invisible
from the user consciousness, consider the case
when a user enters the library the user profile from
his PDA will be transferred to the server of reading
room and after evaluating the user based on the



profile information, different services will be
granted to him while all of these processes is hid-
den from the eyes of the user.

e The Access control system should consider user
intent. By accessing the user preferences or log-
ging the behavior patterns of the user, the access
control system can choose an authorization path
for user evaluation which is more convenient to
him. For example if in the contextual graph of the
policy [12], there are more than one authorization
paths that the system can choose the one that has
less explicit data gathering from the user.

4. Access Control Framework for PCE
Services

In a typical PCE, by exploiting some wired hardware
infrastructures or computer servers called surrogates,
we can amplify the capabilities of the resource-limited
mobile devices and let the users be able to run their
application satisfactorily [1,3]. Our access control
framework for PCE services consists of two main
parts. The first part is installed on some of powerful
surrogates, which we call them Central Servers and the
other part is installed on the al user's devices. Central
servers are distributed in PCE and divide it to some
zones, where in each zone one Central Server is re-
sponsible for managing the zone service access and
provision. Surrogates which are not Central Servers
can provide services but they don’'t have Access Con-
trol components. Each user device can provide ser-
vices too, and additionally have the user part of the
Access Control Framework.

In the following part, we introduce our Access Control
framework and then we review the access process
based on the componentsin the framework.

41 Access Control Framework

Architecture For PCE Services

Fig.1 shows the PCE services access control frame-
work (FW). The framework consists of two main
parts, the Central Server and the User Device. The
Central Server side of FW which we will call it server
application in the rest of the paper is responsible to
authorize users and provide different services to the
authorized users. The User Device side, which we will
call it user application is responsible to manage the
user's activities in the PCE.

4.1.1 The User Application

In PCEs users are mobile and besides the Central
server, a User Application can provide some light
services to others. Users can send requests for differ-
ent services to the Central Server. To give a broader

view, in this part we will explain basic components of
aUser Application:

e User Profile: In PCE any information about the
user can be a part of the user profile. In Fig.1, this
repository contains some information about the
user which will be updated by any changes. Other
specific information about the user like his prefer-
encesis also kept here.

= User Preference: According to the privacy of

each piece of information, a user can define a de-
gree of privacy for each, or in a better way, for a
group of similar information [15]. For example one
can have a group of highly personal information
and does not let any information from this group
be sent while requesting for routine services.
Based on the type of the requested service from a
user, when the provider of the service asks for
some kind of information to evaluate the user, the
User Application can determine which sets of in-
formation can be sent based on the user prefer-
ences.

e User Handler: The User Handler the interface

between the User Application and the Central
Server. It has access to information in different re-
positories like the User Profile and Service Policy
and handles the communications.

e Service Provider: PCE is full of service providers

that present different services to users. As men-
tioned before, a User Application can provide
some light services based on their Client-thickness
[1]. When the Central Server decides to grant an
access to a user, Service Provider is responsible to
provide the service. Service Provider contains the
Service Policy repository.
= Service Policy: Since always it is the pro-
vider of the service that defines the condi-
tions under which the access should be
granted, there is a repository in this compo-
nent for storing such rules and can be updated
by the provider when necessary.

4.1.2 The Central Server

There are some surrogates in each local zone in
PCE and by installing different applications they can
play different roles like Compute Servers or data
staging servers [3]. The Central Server here is one of
these surrogates that according to the components that
are explained here, different applications should be
installed on it. When a mobile user enters a zone, the
local Central Server tries to provide different services
to him based on the requests. Most of the components
that are necessary for decision-making are embedded
in the Central Server.
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Fig. 1. The PCE Services Access Control Framework.

In this section we try to define different components
of the Central Server and just those functionalities that
are related to our main focus, access control.

Service Manager: Service Manager deals with the
incoming reguests for services and has two main
components:

Service Adder: Service Adder is a component
that adds a new service to the Central Server's
Environment Services List. A service can be
added to the Centra Server in two different
ways. First, when the Central Server or other lo-
cal surrogates of the zone decide to add a new
one. In other words the Central Server should be
able to see different services and service provid-
ers in the zone to be able to manage the requests,
it means that the Central Server is aware of the
range of access in this zone and can assign dif-
ferent requests to related services effectively.
Second, when a new user introduces the services
that he provides to the Central Server, which
means that, the user is ready to present his ser-
vices to other User Applications through the
Central Server that later we explain it in more de-
tail. While adding a new service it is very impor-
tant to add its properties (service context) to the
repository called Service Context Provider. Be-
sides, when a mobile user decides to share some
services, his service profile containing the ser-
vice context will be transferred to the Central

Server. In this way the Central Server is aware of
different services provided by different User Ap-
plications and can transfer each service regquest to
aproper User Applications.

Service Discoverer: The Service Discoverer finds
a suitable service or a set of services according to
the current reguest received from a User Applica
tion. The discovered set of services can be sorted
according to the user intent. It means that if the
user shares some of his profile information with
the Central Server, the Service Discoverer can
sort services based on these preferences. In next
section we will show that when and how this
sharing can be done.

Context Manager: The Context Manager compo-
nent collects and preserves context information.
Context information includes any information
about the users, the services and the environment.
Therefore, User profile, service profile and envi-
ronmental context are the information that Con-
text Manager deals with them. Context Manger
should be aware of any changes in the context,
for example after granting an access, it should
transfer changes of some important context
called Effective Context to the Authorizer com-
ponent. Effective context records [10,13] are
those context that the value of them is necessary
in decison-making phase and any changes in
their value can result in another decision-making



and may be another result even during using a
service by a User Application. The entire effec-
tive context is stored in arepository called Effec-
tive Context.

= Effective Context: The Effective Context re-
pository contains a subset of context in the form
of records. Each record is a triple tuple. These
tuples contains some information about the con-
text under which a request is made like the cur-
rent user profile information, properties of the
requested service and the context of the envi-
ronment. Fig.2 shows a possible definition for a
triple tuple where the UserProfile, SrvContext
and EnvContext are information about the user,
the requested service and the environment in
which the request is made. The terminals which
are not mentioned here are fine-granular pieces
of context like temperature, location [16]. Asit is
mentioned in some other work [10,13], to satisfy
context awareness it is not necessary to store all
the context but we need those subset of context
that the decision was made on them.

TripleTuple = (UserCond , SrvCond , EnvCond )
UserCond — UserCond "UserCond |
Userprofile Operator Const
|Userprofile Operator Userprofile
SrvCond — Srv Cond * SrvCond
|SrvContext Operator Const
|SrvContext Operator SrvContext
EnvCond — EnvCond ” EnvCond
| EnvContext Operator Const
|EnvContext Operator EnvContext

Operator — <|>|<|2]| #|==|in|not in

Fig. 2. The Formal Presentation of Triple Tuple.

For example in the Smart Library scenario the re-
lated policy says that a user can access to the e-book
on the PDA of other user only if he is a member of
the library and while both of them are in the library.
Now consider the case that user A and user B arein
the library and user A as a member wants to access
an e-book on the PDA of user B, the access is
granted and only the changesin their locations or the
membership situation of user A can result in another
decision making (Re-Authorization) and it is not
necessary to save other context like the temperature
of the environment. Fig.3 shows the record that is
kept after granting the accessto user A.

(Requester. Location == Smart-Library A
Service-Provider. Location == Smart-Library),
(Requester’s. Membership==valid), ()

Fig. 3. A Sample Effective Context Record.

e User Information Provider: This component is
responsible for handling different communica
tions between the User Application and the Cen-
tral Server or between two User Applications.
For example, the Context Manager receives user
profile information from this component.

e Context Sensors: There are many Context Sen-
sors spread in PCE that according to the appli-
cation, they sense and gather environmental
context and send any changes to the Context
Manager.

e Service Context Provider: This component
gather changes in the context and sends the
changes to the Context Manager.

e Authorization Manager: The Authorization
Manager receives different access requests for
different services and based on the current con-
text and policies, decides whether to grant an
access or not. Re-authorization of granted re-
guest is another duty of this component.

PolicyRule = ( PreCond, RegInfo, Result)
PreCond — Cond
Reginfo — Cond
Cond — PreCond ” PreCond

| Context Operator Const

| Context Operator Context
Result — Grant |Revoke
Operator — <|>|==|<|=| #|in|notin

Fig. 4. The Formal Presentation of a Two-level Policy Rule.

Policy Manager: Policy Manager has to add a new
policy and delete one when necessary. Adding a pol-
icy is done when the Central Server finds a new ser-
vice on other servers or on User Applications in the
same zone. In other words, when the Central Server
chooses a service that belongs to another Service
Provider, the policies of that service will be trans-
ferred from that Service Provider to the Policy Re-
pository in the Central Server and after using the
service the added policy will be removed from the
repository. The Policy manager is also responsible to
detect different conflicts between fired rules and re-
solve them. A conflict occurs when based on the cur-
rent context, more than one policy is fired while
some of them result in granting the access and others
result in revoking the access, some works like
[17,18] discussed conflict detection and resolution
based on the context changes.

Two-Level-Policy repository: This repository
contains two-level policy rules, according to the cur-



rent context. The formal presentation of a policy rule
is shown in Fig.4. According to the current context,
some rules are fired from the repository. The idea of
multi-level policy comes from the user evaluation in
an incremental manner. In other words to respect the
user intent in Access Control system in PCE, it is
important that the system tries to gather information
in a sequence that is more convenient for the user. In
traditional Access Control mechanisms according to
each condition on the user information in a policy,
the user is responsible to satisfy the condition explic-
itly, for example by entering a password. While in
PCE, since the system is aware of the profile of the
user there is no need for frequent questions for gath-
ering required information. In our scenario when a
user entersto Smart Library, his user profile istrans-
ferred to the server and according to his requests
some conditions will be satisfied or not satisfied in
an invisible manner, it means that some parts of are-
lated policy are satisfied that means policy isfired in
the first level. But for example when the request is
about accessing to an e-document that contains
highly sensitive budget information about a special
project, it is necessary to ask the user whether heisa
member of that project to satisfy the last condition
and if he proves his membership the policy will be
fired in the second level, Fig5. Besides, the system
cannot expect users to share al of their profiles
when entering the library and for respecting their pri-
vacy, they should be able to choose which part of
their profile can be transferred and which can not.

(User. Membership == valid A
Membership. Class == First),

(Project-A. Membership==valid),

Grant

Fig. 5. The Fired Policy Ruleinitstwo levels.

4.2 The Access Control Process

In this section, it is explained that how our frame-
work deals with the incoming service regquests and man-
ages the access control procedure. The procedure is
divided into five phases. The detail of each phase is as
following:

I. Initiation: When a user enters a zone and User Han-
dler sends the User Profile and sends information about
its services to the Service Context Provider.

Il. User Reguest and Service Discovery: After that, a
user can send its requests to the Central Server. After
receiving a request, Service Discoverer starts to find a
set of suitable services. The services can be on the Cen-
tral Server or other Service Providers in the zone. After
finding some services, Service Discoverer sorts the
services according to the user intent and makes a list. If
the service is chosen from another service provider,
context of the service and service policies are sent to the

Service Context Provider and Policy repository. Now
Service manager sends a message to the Authorization
Manager for example in the form of ({Service Id},
User_|d) to start decision making. If no serviceisfound,
Service Discoverer passes the request to the nearest
Central Server.

I11. Authorization: Authorization phase contains the
following sub-phases.

e  Firing of policy rules in the first level: For
making decision, Authorization Manager needs some
policies. After sending a request for some policies
based on the current context to the Policy Manager,
policies will be fired in the first level. As mentioned
in last section, if now there is a need for some extra
information about the user, Information Provider
component gathers the requested information from
the User Handler.

IV. Making final decision: The final decision of Au-
thorization Manager should be sent to the Service Man-
ager. If it is grant, through the service provider which
can be the Central Server, other server in the zone or a
client, the service will be provided to the service re-
quester. But if the access is denied Service Manager
checks the list to see if another service exists, and the
whole process starts again until the list becomes empty.

V. Re-authorization: As mentioned before, the final
decision of Authorization Manager, is based on the
current context. It means that any changes in the current
context can affect the current decision. For handling the
changes, there is a need to re-authorize the request.
Therefore after granting a request, Authorization Man-
ager makes a triple tuple including related context and
adds it to the Effective Context repository. From now
on, for each granted request, any changes in the tuple
will result in a re-authorization request from Context
Manager to the Authorization Manager. The result of re-
authorization can be deny that means the user will be
prevented from using the service any more.

5. Conclusion and Futurework

In this paper we presented a framework for access con-
trol in PCE services. We focused on satisfying some
specific requirements of access control which are related
to the environment's Relation-Awareness or in a larger
scale environment's Semantic-Awareness. This is a new
and interesting challenge which is rarely addressed in
PCE security works. Some works [7, 15, and 19] espe-
cidly in the area of semantic web described the neces-
sity of semantic-awareness in highly dynamic environ-
ments and have presented some access control models
for supporting them.

In our future work we try to add semantic-awareness
to our framework by presenting a suitable access control
model for pervasive computing environment.
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