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Abstract 
Next generation of energy systems, being dependant on Renewable Energy Resources (RES) and Distributed 
Generation (DG), will typically be based on flexible virtual cells of cells of balanced power consumption Ð 
generation rather than present day vertical hierarchical grid systems. Furthermore, new requirements on the 
supporting information infrastructure will pose new dependability challenges to the systems involved. Such 
challenges include management of non-linear dependencies, flexibility, and self* -attributes (e.g., organization, 
configuration, and repair) As a consequence, we have to decouple present day proprietary hierarchical 
SCADA systems into sets of services that allow for horizontal as well as vertical integration of services. That is, 
supporting and ensuring dependable operations and sustainable business models of future virtual utilities. In 
fact those virtual utilities are integrating two critical infrastructures; power grids and cyber networks. 
 
To allow for this flexibility and assuring dependability we argue that the underlying infrastructures will be 
built upon Service Oriented Architectures (SOA) as exemplified by present day web services and the ongoing 
developments on GRID computing. We propose in this paper a methodology towards ensuring quality of 
services in service-oriented critical infrastructures. 

 
1 Introduction 

To meet increased demands of energy as well as requirements of preservation of our environment 
and natural resources future utilities have to incorporate Renewable Energy Resources (RES) and 
Distributed Generation (DG) in their operations to a much greater degree than today [2, 14]. Due to 
deregulations and increased dependability, the energy systems of today show an increased brittleness 
and vulnerability manifested by, e.g., several recent serious blackouts in US Ð Canada, Italy, and 
Denmark Ð Sweden [a, b, c]. To cope with the combinations of needed flexibility and to harness 
brittleness new kinds of supporting information infrastructures and intelligent components are 
presently investigated in several international projects. In short, a decoupling of present day 
hierarchical SCADA systems (Supervisory Control and Data Acquisition Systems) into a service-
oriented systems are envisioned, The presentation in this paper towards that end is partly based on 
results from an on-going EC project on Distributed Intelligence in Critical Infrastructures for 
Sustainable Power1 [7, 8, 9]. 

However, future utilities are but one example of the demand of flexible distributed service-oriented 
system. We have applied similar approaches towards future information systems supporting, e.g., 
civilian-military task forces (missions) or distributed e-health [4, 6]. Furthermore, our model of 
configuration of missions (Section 6) has principal similarities with Capability Engineering explored 
by NASA [3]. In particularly we adhere to the state-based approach towards dependable systems of 
their Mission Data System (MDS) project (in Section 4).  

In several assessments of the 2003 blackouts some shortcomings and vulnerabilities of present day 
energy systems are presented [a, b, c]. Assessments of the Northeast US Ð Canada blackout have 
estimated that over 50 million people were affected and over 5000 computer networks went down as 
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a side-effect with a estimated cost of over 50 B US$. We focus in this paper on the manifested 
increasing dependability of software in critical infrastructures [d]. As a matter of fact a (then) 
unknown flaw (creating a Òrace conditionÓ in interactions between modules) in GE Energy 
Management System XA/21 at FirstEnergy Corp., Ohio caused the US-Canadian blackout. The 
system itself consists of over three millions of code and has had a total of over one millions of 
operational hours before the vulnerability was exploited. This fact exemplifies that off -line code 
inspection and testing will not suffi ce in building and maintaining future ensured dependable 
systems. We return to this issue in Section 3 Challenges on assuring secure and dependable systems 
and Section 5 An experimental platform and some results. 

In the following Section 2 on Future service oriented virtual utilities, we argue in greater detail for a 
decoupling of SCADA systems into a set of services. This decoupling is supported by Emerging 
standards from IEC [e, f] and enabled by the emergence of Service-oriented architectures (SOA) [g]. 

In Section 3 Challenges on assuring secure and dependable systems we argue for a model of 
trustworthy computing including run-time inspections not only code inspection. In Section 4 
A model for trustworthy service-oriented computations, we model service oriented 
computations as state transition systems. This approach allows us to include local state 
behavior into Service Level Agreements (SLA) of tasks. The local state behavior is in focus 
of Section 5 An experiment platform and some results. In this section we list some validated 
results assuring local trusted execution. Given the results of Section 5 and the computational 
model of Section 4 we can now address integration of trustworthy mission tasks in Section 6 
Configuring assured missions. In the following Section 7 Challenges in supporting assured 
and dependable systems we give a short list of, in our mind, necessary issues to address to 
that end, including a listing of own results The discussions in Section 8 Conclusions and 
further work summarizes our results and we argue that our results are applicable in a more 
general setting than our main application in this paper, i.e., future virtual utilities. We also 
give some pointers towards further research directions. The paper ends with a list of 
references. 

 
2 Future service-oriented vir tual utilities 
 
In this section we focus on the needed transformation of supporting (information) SCADA systems to 
enable new energy based business processes and power grid protections in future cell-based virtual 
utilities. In short, the reasons for a transformation are twofold: 
 

• A need to have SCADA systems supporting operations of future virtual utilities. 
• Harness vulnerabilities of current SCADA systems. 

 
In future virtual utilities we have to address how to incorporate new models of generation such as 
Renewable Energy Sources (RES) and Distributed Generation (DG) as well as supporting new 
added-value energy-based services in a trustworthy and secure manner [2, 7, 8, 14].  Technically, this 
means how to replace present day vertical, closed and hierarchical SCADA systems with flexible 
service-oriented systems for information management in cell-based utilities. Each (virtual) cell is 
characterized by the energy balance equation production = consumption should be an invariant of the 
cell. The idea of the approach is to have a more robust and flexible system of cells of cells than 
present day rigid hierarchical energy systems.  
 
Current SCADA systems have some well-known limitations and shortcomings due to their 
complexity and new exposure to internal and external threats [d, 5]. Decupling of SCADA system 
functions into the required open information system requires a set of standards as well as new 
architectures [e, f, g].  
 



 

 
 

 
 

Figure 1 A generic architecture for embedded ICT in critical infrastructures 
 
It should be noted that decoupling of SCADA functions enables flexibility if we can  recombine the 
functions (services) in a structured and flexible way (Section 6). An architecture to that end for 
CRISP experiments is the generic service oriented architecture of Figure 1. The architecture supports 
vertical as well as horizontal integration of services [7, 8] (C.f., Figure 2). 

The work reported in this paper are some results from the CRISP project addressing challenges 
related to new organizations of virtual cell-based utilities [6, 7, 8, 9, 11, 12, 13, 16, 17] as well as 
actions and results related to the needs of technological improvements from the report [a] mentioned 
above.  

3 Challenges on assur ing secure and dependable systems 

Future cell-based utilities consist of the energy system and an embedded information system (ICT). 
In fact we have interdependencies between two critical infrastructures. Protection of critical 
infrastructures (CIP) and of critical information infrastructures (CIIP) is of major international 
concern, not the least in the upcoming EU FP7 programme. To complicate issues, some concepts 
(e.g., security and dependability) have different meanings in CIP and CIIP. 
 
We have in CRISP outlined a framework addressing to some extent protection of CIP as well as of 
CIIP. Since software is the glue within and between infrastructures we have on one side focused on 
trustworthy and dependable software. On the other hand we have addressed performance of ICT 
networks and ICT support of fault detection and repair of the (cell based) grid.  We begin with the 
fi rst concern and come back later to ICT performance issues. 
 
In a running system there will be software of diff erent quality and of different origin (own developed 
software, COTS, proprietary software, and legacy systems). Furthermore, the software modules 
might be involved in interactions not intended, or thought of, at design and implementation time (as 
we have witnessed for SCADA systems related to the US-Canada blackout, Section 1). Still we 
expect and depend upon a trustworthy behavior of our software intensive systems! 
 
The following equation captures our approach towards trustworthy computations: 
 

• Computation = Code + Execution                           (1)  
 
Most of contemporary models aiming at assuring correct computations have been focusing on 
assessing and testing the code itself (black box and white box testing, etc.). Our approach is towards 



 

assuring correct execution (Section 4). We have to that end identifi ed and tested diff erent 
mechanisms supporting assessments of the running state of execution (Section 5). Our results 
towards securing execution and protecting systems at runtime are very promising and will be pursued 
towards protecting execution of services and missions in a service oriented architecture (Section 7). 
In short; ensuring QoS in service oriented critical infrastructures. 
 
The configurable experimental test bed used in validating our mechanisms for protecting execution 
has also been used in experiments related to ICT performance (e.g., delay and throughput) related to 
CRISP experiments. By tailoring routing algorithms we have validated that we can protect (detect, 
localize, and restore) the power grid even in time-critical situations. 
 
The bottom line is that we have within the CRISP identifi ed and partly validated important 
mechanisms towards dependable and assured business services based on cell-based virtual utilities. 
 

4 A model for trustworthy service-oriented computations 

To support our reasoning on dependable and secure service oriented computations we now introduce 
a formal model of service oriented computing as state transition systems. The model takes into 
account a set of services to execute a mission (Section 6), [4, 6]. A mission is the setting up and 
execution of a task T (c.f., the CommonKADS model of Knowledge Engineering [15] and the NASA 
approach [3]). The task T is decomposed into subtasks: 
 
 T = (T1, T2, ..., Tm), i I! .  
 
The subtasks are matched with a suitable set of services si, i I! ,  (via descriptions and requirements 
of the service interfaces and corresponding Service Level Agreements, SLAs): 
 
 Ti || si , for all i I! . 
 
The mission M corresponding to the task T is defined as: 
 
 M = Coordinated_SLA_constrained (s1, s2, É,  sm).  
 
Invocations of the different services (si) are function calls (fi) on well-defined execution environments 
(sub states). This means that mission execution is modeled as a well-defined function call: 

 
Mission_execution: F = Coordinated_SLA_constrained (f1, f2, É , fm), where the number m is 
dependent on the mission. 

 
Each function (program) fi is executing on the environment ei with (local) state space Si, i I! . The 
local environment ei is a composition of the local state and the local set of operators Oi on that state, 
i.e, ei = Oi x Si. The state space S for F is the tensor sum: 
 

1 2 m
S S S ... S= ! ! ! , supported by the environment 1 2 me e e .... e= ! ! ! . 

 
States σj !S are denoted as σj = σ1j! σ2j ! É.  ! σmj, j !J, and transitions t between states,  
   

  σj 
t

!!"  σk,  
 
are enabled by invoking appropriate operators or on states. A service-based computation is a chain of 
states, comp = σ1σ2 É. . σp, corresponding to the transitions: 
 
  σ1 

t1! ! "  σ2  
t2

!!"  É .. tp 1!
"""#  σp 



 

 
The computation chain constitutes a computational graph in the state space S. The purpose of the set 
of constraints is to restrict the computation to desirable states.  
 
Let Comppart = σ1σ2 É .. σs denote a partial computation. We want now that the next transition 
enabled by ts: 
 
                          σs 

ts
!!"  σs+1, 

 
should maintain the constraints (SLA agreements) as well as avoid future failure states. To that end 
we would like to inspect the state σs and make an appropriate choice of what operators or to apply. 
We know that not all parts of sub states of a state is accessible for inspection or interaction in 
runtime. Let us denote the inspectable part of state σs as: 
 
                         σs =  ovs1 ! ovs2 ! É ! ovsp , p !  m.  
 
The available operators osr on a sub state σsr (with support environment esr, r!  p) are operators from 
the corresponding program fsr, from the operating system OSsr, , the OS related library Libsr or from 
the related middleware MWsr. That is, osr !  fsr x OSsr x Libsr x MWsr.  
  
We now focus on the case of a single BSD-Unix environment and protection of program execution in 
that environment [8, 9 11, 12, 13]. The general case of protecting mission execution, modeled as 
invocation of services, follows rather straightforward from these results and the reasoning above. 
  
The partial local execution environment e« of interest is e«= S« x O, where the local state S« is S«= 
Stack x Heap (the stack, heap and registers). Our operator set is o !  O = f x OS x Lib (the program 
calls, the operating system calls, and the support calls of the libraries in the BSD Unix environment 
and no MW component in this case). In the next section we describe our hardening principles and 
results for a UNIX environment. 
 
5 An exper iment platform and some results 
 
Our experimental platform EXP has the following characteristics: (1) a structured configuration 
system supporting a set of configuration services. (2) Current basic services include; Configuration of 
connectivity models, Configuration of systems, Booting services, Reset services, Event handling and 
visualization, and Services supporting forensics. 
 
A fi rst remark is that a vulnerability is harmless unless it can be exploited [11]! That is, if and only if 
the tuple <program, exploit> is critical.  In the thesis [11] three different levels of run-time protection 
schemas of <program, exploit> have been introduced and validated by experiments. Furthermore a 
set of tools has been developed and tested in experimental settings. The proposed different levels of 
protection of the critical tuple are: 
 

• Immunization. A method that affects an execution environment in such a way that a program 
that normally (without protection) would be exploited is not exploited but can continue 
normal operations. An immunizing method may perform other operations than just to 
immunize the environment. For example, writing a diagnosing message to a log fi le. In fact 
this is an example of feed-back of a failure model to improve system dependability as well 
as support for traceability and forensics (Section 3). 

• Detection. A detection method detects an exploit before the system has a chance of 
becoming exploited. Typically, but not necessarily, detection methods take some action to 
prevent the system from being exploited, most often by killing the process(es) associated 
with the execution environment. 



 

• Reducing system consequences. A method reduces system consequences if it modifies an 
execution environment so that, if exploited, the consequences for the system are less severe 
than without this protection. 

 
A set of experiments has been set up and executed to validate those principles. The following 
mechanisms have been implemented and assessed towards those ends: 
 

• Lightweight privilege separation (LPS) utilizing protection mechanisms of the kernel of the 
operating system as a mean of reducing system consequences at exploits. The performance of 
the protection mechanism is excellent with an overhead cost measured in milliseconds in 
benchmarks. 

• Principal policy-based execution (PLIBC) is a mechanism for applying non-enforceable 
execution policies to non-cooperative program. The polices are based on the purpose of the 
executing program and are used to restrict the choice of operators at execution before they 
are called to prevent exploits. It is possible for an administrator to define an execution policy 
that involves any function from a protected library. Again the protection mechanisms have 
excellent performance on realistic benchmarks (in fact, the overhead is diff icult to detect and 
to measure!). 

• Buffer overflow mechanisms (SLIBC) protect the system from buffer over-flows (a notorious 
mechanisms enabling exploits). The principal function of SLIBC is to estimate the bounds of 
stack- and heap-based buffers in an execution environment and enforce those buffer size 
restrictions. The evaluations have been based on tests on real-world programs. Again the 
overhead is very low (µs).  

 
In short, our findings show that we can design and implement mechanisms that to a large degree 
support dependable execution environments even of unreliable software related to service oriented 
computing (hence a class of MAS Ð Multi-agent Systems). These results are very important since we 
typically incorporate software (i.e., COTS) in our systems that we cannot inspect or we will develop 
software that might be used in environments with unknown interactions (open systems). 
 
6 Configur ing assured missions 
 
The following Figure 2 captures the main aspects of our mission oriented layered approach of secure 
and dependable systems. The figure (an extension of the OSI model adapted from Global Grid 
Computing) depicts that given the objectives, resources, and capabilities of a mission the 
configuration of the mission itself consists of horizontal as well as vertical integration of services.  
The protocols at different levels are chosen to meet interaction requirements, including performance 
and dependability requirements, of the mission at hand. The choice of protocols aims at local 
coherence of the mission. The mission goals themselves ensure global coherence.  The configuration 
is furthermore aiming at supporting suitable connectivity and communication models, tools and 
methods supporting required management and monitoring as well of mission-specifi c security and 
dependability mechanisms. The configuration also determines the needed instrumentation (the set of 
sensors and actuators) to maintain a sustainable mission. In our applications we have achieved a 
sustainable mission by introducing models of self-healing as maintaining invariance of mission 
statements (goals) [6]. 
 
To support the configuration we use the EXP system mentioned in Section 5. EXP allows us 
to configure and instrument missions meeting the requirements stated above. 
 



 

 
 

Figure 2. A layered model of mission oriented systems 
 

7 Challenges in supporting assured secure and dependable systems 

Design, implementation, and maintenance of secure and dependable socio-technical systems are 
among the major challenges for our society (c.f., the NESSI2 initiative). It should be noted that the 
concept security has diff erent meanings in classic system engineering and in engineering of 
information systems. In the fi rst case the meaning of secure systems is that they should not be 
harmful in use. The second interpretation is protection of information as in the CIA-model (System 
behavior ensuring Confidentiality, Integrity, and Availability [10]). We model in this context 
information security as a subset of dependability. Protection of critical infrastructures is in fact 
instrumental for a sustainable society. In effect, our R&D agenda is to develop a principled 
engineering methodology to that end. Arguably, this endeavor calls for the following actions to be 
designed and implemented:  
 

• Operationalisations of dependability concerns: Translates security and dependability 
concerns into observable and measurable criteria. Dependability and security are 
expressed as constrains of the behavior and interactions between components of the 
system thereby maintaining sustainability 

• Control mechanisms: Tools for visualization, observation, measurement of critical 
parameters and means for control and change of system parameters. Support for 
traceability of crucial events  

• Failure models: Means to investigate and assess system failures in a systematic way as a 
mean to improve engineering principles and methods towards increasingly dependant 
systems. Support for forensics. Furthermore, we want to support self-healing at break-
downs [6, 9]. 

• Quantitative models: Allows us to measure improvements of dependability and to assess 
cost/benefit of investments of dependability measures. 

 
However, in order to maintain those sustainability criteria we obviously have to develop suitable 
models and tools to implement, observe and measure relevant parameters.  In fact we have 
successfully addressed all the action points above in our own R&D program3 [4, 6]. 
                                                
2 www.nessi-europe.com 
3 SOC homepage: www.soc.bth.se 



 

 
 
8 Conclusions and fur ther work 

We have outlined in this paper a principled methodology that supports assured dependable service-
based (mission) computations. We also argue that future virtual utilities will be cell-based to cope 
with societal demands on sustainable energy supply. Finally, we argue that a suitable ICT 
infrastructure to support those virtual utilities will be based on service-oriented architectures. In 
short, future SCADA-systems will be based on flexible sets of services, where SLAs (Service Level 
Agreements) will ensure appropriate Qualities of Service. Furthermore, we argue that our main 
arguments and results are valid in the more general setting of dependable service-oriented 
computations. 

Further research includes addressing supporting middleware and supporting SLA tools for 
configuration, monitoring and maintenance of our service-oriented missions (Section 6) to ensure 
desired dependability. To cope with the needs of flexibility of supporting middleware (including self-
organization and self-repair), we will incorporate models and algorithms related to semantic overlay 
networks [18] in our EXP environment.. Setting up trustworthy missions and corresponding SLAs is 
another big challenge. The route here is to assess and extend contemporary methods of agent and 
semantic-based service descriptions and findings. Again with a focus on self*  attributes during 
runtime [6]. We also need to develop suitable tools for design, maintenance and on-line 
inspections/actions. In short, much remains to be done to fully meet the semantics of the title of our 
paper. However, we believe that we have identifi ed a solid promising R&D agenda to that end. 
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