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Abstract

Next generation of energy systems, being dependant on Renewable Energy Resources (RES) and Distributed
Generation (DG), will typically be based on flexible virtual cells of cells of balanced power consumption
generation rather than present day vertical hierarchical grid systems. Furthermore, new reguirements on the
supporting information infrastructure will pose new dependability challenges to the systems involved. Such
challenges include management of non-linear dependencies, flexibility, and self*-attributes (e.g., organization,
configuration, and repair) As a consequence, we have to decouple present day proprietary hierarchical
SCADA systems into sets of services that allow for horizontal aswell as vertical integration of services. That is,
supporting and ensuring dependable operations and sustainable business models of future virtual utilities. In
fact those virtual utilities are integrating two critical infrastructures; power grids and cyber networks.

To allow for this flexibility and assuring dependability we argue that the underlying infrastructures will be
built upon Service Oriented Architectures (SOA) as exemplified by present day web services and the ongoing
developments on GRID computing. We propose in this paper a methodology towards ensuring quality of
servicesin service-oriented critical infrastructures.

1 Introduction

To meetincreased demards of erergy aswell asrequiremeris of preservation of our environmert
and natural resources future utilities have to incorporate Rerewalle Energy Resurces (RES) ard
Distributed Gereration (DG) in their operations to a much greaer degeethantoday [2, 14]. Due to
deregilations and increagd deperdahility, the energy systemsof today show anincreagd brittlenes
and vulnerablity marifesed by, eg., several recent serious blackouts in US b Canada, Italy, and
Denmark B Sweden [a, b, c]. To cope with the combinations of neecded flexibility and to harres
brittleress new kinds of supporting informaton infragructures and intelligent componerts are
presertly invedigated in several intermational projects. In short, a decaupling of presrnt day
hierarchical SCADA systems (Swervisory Control and Data Acquisition Systemg into a service-
oriented systemsare ervisioned, The presrtation in this paper towards that end is parly based on
reailts from an on-going EC project on Distributed Intelligence in Critical Infrastructures for
Sustainable Power' [7, 8, 9].

However, future utilitiesare but one examge of the demard of flexible distributed service-oriented
system. We have applied similar approaches towards future informaton systems supporting, eg.,
civilian-military tak forces (missions) or distributed e-health [4, 6]. Furthermore, our model of
configuration of missions (Section 6) hasprincipal similaritieswith Capahility Engineering explored
by NASA [3]. In particularly we adhere to the state-based approach towards dependable systemsof
their Mission Data System (MDS) project (in Section 4).

In several assessmerts of the 2003 blackouts some shortcomings and vulnerablities of present day
erergy systemsare preseried [a, b, c]. Assessmerts of the Northeas US b Canada blackout have
edimated that over 50 million pegple were affected and over 5000 computer networks wernt down as
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a side-effect with a edimated cost of over 50 B US$. We focus in this paper on the marifesed
increasng dependahility of software in critical infragructures [d]. As a mater of fact a (then)
unknown flaw (creaing a Orae conditionO in interactons between modules in GE Energy
Management System XA/21 at FirstEnergy Corp., Ohio cawsed the US-Carmadan blackout. The
system itself consists of over three millions of code and has had a total of over one millions of
operatonal hours before the vulnerahility was exploited This fact exemplifies that off-line code
inspecion and teging will not suffice in building and maintaining future ensured dependabe
systems We return to thisissue in Secton 3 Challengeson assuring secu e and dependable sysems
and Section 5 An experimental platformand some reaults.

In the following Secton 2 on Future service orierted virtual utilities we argue in greaer detail for a
decaupling of SCADA systemsinto a set of services This decaupling is supported by Emerging
standards from IEC [e, f] and erabled by the emergence of Service-oriertedarchitectures(SOA) [g].

In Section 3 Challenges on assuring secure and dependabke systems we arguefor amodd of
trusgworthy computing induding run-time ingpectionsnot only codeingection. In Section 4
A modd for trusworthy service-oriented computations we modd service oriented
computations as state trangtion systems. This approach alows us to indude local state
behavior into Service Level Agreements (SLA) of tasks. Thelocal state behavior isin focus
of Section 5 An experiment platform and some results. In this section we list some validaed
results assuring local trused execution. Given theresults of Section 5 and the computationd
modd of Section 4 we can now address integration of trugworthy mission tasks in Section 6
Configuring assured missions. In the following Section 7 Challenges in suppotting assured
and dependabke systems we give a short list of, in our mind, necessary issues to address to
that end, induding a listing of own results The discussions in Section 8 Condusions and
further work summarizes our results and we argue that our results are applicable in a more
genera setting than our main application in this paper, i.e., future virtud utilities. We aso
give some pointers towards further research directions The paper ends with a list of
references.

2 Future service-oriented virtual utilities

In this section we focus on the neededtransformation of supporting (information) SCADA systemsto
erable new energy based business proceses and power grid protectons in future cell-based virtua
utilities In short, the reasons for a transformaion are twofold:

* A needto have SCADA systems supporting operatons of future virtual utilities
* Harnessvulnerablitiesof current SCADA systems.

In future virtual utilitieswe have to address how to incorporate new models of generation such as
Rerewable Energy Sources (RES) and Distributed Gereration (DG) as well as supporting new
added-value erergy-based servicesin atrustworthy and secue mamer[2, 7, 8, 14]. Techically, this
mears how to repace present day vertical, closed and hierarchical SCADA systems with flexible
service-orierted systemsfor information managemert in cel-based utilities Each (virtual) cel is
characterizedby the erergy balance equation production = consumption should be aninvariarn of the
cel. The ideaof the approachis to have a more robust and flexible system of cells of cels than
present day rigid hierarcchical energy systems.

Current SCADA systems have some well-known limitatons and shortcomings due to their
complexity and new exposure to internal and external threas [d, 5]. Decupling of SCADA system
functions into the required open information system requires a set of standards as well as new
architectures|e, f, g].
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Figure1 A generic architecture for embedded ICT in critical infrastructures

It should be noted that decaupling of SCADA functions erabesflexibility if we can recombine the
functions (serviceg in a structured and flexible way (Secton 6). An architecture to that end for
CRISPexperimerts is the gereric service oriented architeciure of Figure 1. The architecture supports
vertical aswell ashorizontal integration of services[7, 8] (C.f., Figure 2).

The work reported in this paper are some reallts from the CRISP project addressing challenges
related to new organizatons of virtual cel-based utilities[6, 7, 8, 9, 11, 12, 13, 16, 17] aswell as
acions and reaults related to the needs of tecologica improvemerts from the report [a] mertioned
above.

3 Challenges on assuring secure and dependable systems

Future cell-based utilities consist of the erergy system and an embedded informaion system (ICT).
In fact we have interdependercies between two critical infragructures Protecion of critical
infragructures (CIP) and of critical information infragructures (CIIP) is of major interrational
concern not the leas in the upcoming EU FP7 programme. To complicatke issues some concefds
(eg., secuity and deperdahility) have different mearingsin CIP and CIIP.

We have in CRISP outlined a framework addressing to some extent protecion of CIP aswell asof
CIIP. Since softwareis the glue within and betweeninfragructures we have on one side focused on
trustworthy and dependalle software. On the other hand we have addressed performarce of ICT
networks and ICT support of fault detection and repair of the (cell based) grid. We begn with the
first concernand come back laterto ICT performarce issues

In arunning systemthere will be softwareof differert quality and of differert origin (own developed
software, COTS, proprietary software, and legacy systemsg. Furthermae, the software modules
might be involvedin interactons not intended, or thought of, at desgn and implemertation time (as
we have withessed for SCADA systemsrelated to the US-Carada blackout, Secton 1). Stll we
expectand depend upon atrustworthy behavior of our software intersive systemd

The following equation capuresour approachtowards trustworthy computations:
* Computation = Code + Execution Q)

Most of contemporary models aiming at assuring correct computations have been focusing on
assessing and teding the code itself (black box and white box teding, etc.). Our approach is towards



assuring correct execution (Section 4). We have to that end identified and tegded differernt
mechanisms supporting asesmerts of the running state of execution (Secion 5). Our reailts
towards secuing execuion and protecting systemsat runtime arevery promising and will be pursued
towards protecing execution of servicesand missions in a service orierted architecture (Secton 7).
In short; ersuring QoS in service oriented critical infragructures

The configurable experimertal ted bed used in validating our mecharisms for protecing execuion
hasalso beenusedin experimerts relatedto ICT performarce (eg., delay and throughput) related to
CRISP experimerts. By tailoring routing algorithms we have validated that we can protect (detect,
localize,and redore) the power grid evenin time-critical situations.

The bottom line is that we have within the CRISP identified and partly validated importart
mechansmstowards dependable and assured business servicesbased on cell-basedvirtual utilities

4 A modd for trustworthy service-oriented computations

To support our rea®ning on dependable and secure service oriented computations we now introduce
a formal model of service oriented computing as state transition systems The model takes into
accaint a set of servicesto execute a mission (Secton 6), [4, 6]. A mission is the setting up and
execution of atask T (c.f., the CommanKADS model of Knowledge Engineering [15] and the NASA
approach[3]). Thetask T is decamposedinto subtasks:

T= (T]_, Tz, veny Tm), | & I .

The subtasks arematched with a suitable setof senvices s, i €1, (viadesriptions and requiremerts
of the serviceinterfacesand corregonding Service Level Agreamerts, SLAS):

Til|ls,forall i! I.
The mission M corregponding to thetak T is defined as:
M = Coordinated SLA_constrained (s, Sz, E, Sm).

Invocaions of the different services(s) arefunction calls (f;) on wel-defined execution environmerts
(sub states. This mears that mission execution is modeled asa well-defi ned function call:

Mission_execttion: F = Coordinated SLA_constrained (f1, f2, E |, fr,), where the number m is
dependent on the mission.

Each function (program) f; is executing on the ervironmert g with (local) state space S, i€ /7. The

local environmert g is a composition of the local state and the local set of operabrs O, on that state,
i.e,g =0 x S. The state space S for F is the tensor sum:

S=§, ! S, .1 S, supportedby the ervironmert e=¢e, @e, ®...De,.

Stateso; ESaredenotedaso; = 0;;@ 0y ! E. @ o, j €J, and transitionst betweenstates
Oj e Ok,

areerabled by invoking appropriate operators o on states A service-based computation is achain of
states comp = 010, E. . o, corregonding to the trarsitions:

t2 < tp-1
O1 l t!ln O2 E . . Op



The computation chain constitutesa computational graph in the state space S. The purpose of the set
of constraintsisto redrict the computation to dedrable states

Let Compyat = 0102 E .. osderote apartial computation. We wart now that the next trarsition
erabledby ts

ts
OS OS+11

should maintain the constraints (SLA agreenens) aswell asavoid future failure states To that erd
we would like to inspectthe state os and make an appropriate choice of what operators o to apply.
We know that not all parts of sub states of a state is accesible for inspection or interacton in
runtime. Let us denote the inspeciabl e part of state o as.

Os=0Vg! ove! E ! ovg p! m.

The availalle operators o 0n a sub state og (With support ervironmert e, r< p) are operabrs from
the correponding program fg, from the operating system OSy, , the OS related library Libs or from
the related middleware MWyg. Thatis, 04 ! fg X OS¢ X Libg X MWsg.

We now focus on the ca of asingle BSD-Unix ervironmert and protecion of programexecuion in
that environmert [8, 9 11, 12, 13]. The gereral cag of protecing mission execuion, modeled as
invocaton of services follows rather straightforward from these reaults and the reasoning above.

The partial local execution environmert e«of intereg is e«=S«x O, wherethe local state S«is S«
Stack x Heap(the stack, heap and regsters. Our operator setiso € O =f x OSx Lib (the program
calls, the operating system calls, and the support cals of the librariesin the BSD Unix ervironmert
and no MW componert in this ca®). In the next section we describe our hardering principles and
realtsfor a UNIX ernvironmert.

5 An experiment platform and someresults

Our experimertal plattorm EXP has the following characeristics (1) a structured configuration
systemsupporting a set of configuration services (2) Current basc servicesinclude; Configuration of
connectivity models, Configuration of systems Booting services Rest services Event handling and
visualization, and Servicessupporting forersics

A first remarkis thatavulnerablity is harmess unless it canbe exploited[11]! Thatis, if and only if
the tuple <program, exploit> is critical. In the theds[11] threedifferert levels of run-time protection
schemasof <program, exploit> have been introduced and validated by experimerts. Furthermore a
set of tools hasbeendeveloped and teged in experimental settings. The proposed differert levels of
protection of the critical tuple are:

« Immunization. A method that affects an execuion ervironmert in such away that a program
that normaly (without protecion) would be exploited is not exploited but can continue
normal operations. An immunizing method may perform other operaions than just to
immunize the environmert. For example, writing a diagnosing mesage to alog file. In fact
this is an example of feedback of afailure model to improve system dependakhility aswell
assupport for traceahility and forersics (Secton 3).

« Detecion. A detecion metod detects an exploit before the system has a charnce of
becaming exploited Typicaly, but not necessarily, detecion methods take some acion to
prevert the system from being exploited, mast often by killing the proces(eg associated
with the exeaution environmert.



+ Reducing sysem consequences A method reduces system consequerces if it modifies an
execuion ernvironmert so that, if exploited the consequencesfor the system areless severe
thanwithout this protecton.

A setof experimerts hasbeen set up and executedto validate those principles The following
mechansms have beenimplemerted and assessed towards those ends:

- Lightweight privilege separation (LPS) utilizing protecion mectarisms of the kerrel of the
operaing systemasameanof reducing system consequencesat exploits. The performance of
the protecion mechanism is excdlert with an overhead cost measired in millisecands in
benchmarks.

« Principal policy-based exection (PLIBC) is a medanism for applying non-erforcealbe
execuion policiesto non-cooperaive program. The policesare based on the purpose of the
execuing program and are used to redrict the choice of operabrs at execution before they
arecalledto prevent exploits. It is possible for anadministrator to define an execution policy
that involves any function from a protected library. Again the protecion mechansms have
excellent performarce on realstic benchmarks (in fact, the overheadis difficult to detectard
to measire!).

- Buffer overflow mechanisms (SLIBC) protectthe system from buffer over-fl ows (a notorious
mechanismsemabing exploits). The principal function of SLIBC is to edimate the bounds of
stack- and heapbased buffersin an execution environmert and erforce those buffer size
redrictions. The evaluations have been basd on teds on realworld programs. Again the
overheadisverylow (us).

In short, our findings show that we can desgn and implement mecharisms that to a large degee
support dependable exection environments even of unreliable software related to service oriented
computing (hence a class of MAS B Multi-agent Systems). These reallts arevery importart since we
typically incorporate software (i.e, COTS) in our systemsthat we camot inspector we will develop
software that might be usedin ervironmerts with unknown interacions (opensystems).

6 Configuring assured missions

The following Figure 2 capuresthe main agect of our mission oriented layeredapproachof secue
and deperdable systems. The figure (an extersion of the OSI model adaped from Global Grid
Computing) depcts that given the objecives resources and capahbilities of a mission the
configuration of the mission itself consists of horizontal aswell asvertical integation of services
The protocals at differernt levels are chosen to meetinteracton requiremerts, including performarce
and dependahility requiremers, of the mission at hand. The choice of protocals aims at local
coherence of the mission. The mission goals themselves ersure global coherence. The configuration
is furthermae aiming at supporting suitabde connecivity and communicaion models, tools and
methods supporting required maragement and monitoring as well of mission-specific secuity and
dependahility mechanisms The configuration also determinesthe needed instrumertation (the set of
sensors and actuators) to maintain a sustainable mission. In our applicaions we have achieved a
sustainade mission by introducing models of self-heaing as maintaining invariance of mission
statemeris (goals) [6].

To suppott the configuration we use the EXP system mentionad in Section 5. EXP alows us
to configure and ingrument missionsmeeting the requirements stated above
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7 Challengesin supporting assured secure and dependable systems

Dedgn, implementation, and maintenance of secure and dependable socio-techical systems are
amang the major challenges for our society (cf., the NESSF initiative). It should be noted that the
concepd secuity has differert meanings in classic system engineaing and in ergineerng of
informaion systems In the first cage the mearnng of secue systemsis that they should not be
harmfu in use. The secand interpretation is protecion of informaion asin the CIA-model (System
behavior ensuring Confidertiality, Integrity, and Availahility [10]). We model in this context
informaion secuity as a subset of dependahility. Protection of critical infragructuresis in fact
instrumertal for a sustainade society. In effect, our R&D agenda is to dewelop a principled
erngineerng methodology to that end. Arguably, this endeavor calls for the following actions to be
desgnedand implemenrted

* Operationalisations of dependability concems: Trarslatessecuity and deperdakility
concerrs into observade and meagirale criteria. Dependahility and secuity are
expressedasconstrains of the behavior and interactions betweencomponerts of the
systemtherely maintaining sustainahility

* Control mechanisms: Tools for visualizaion, observation, measiremert of critical
parametersand mears for control and change of system parameters. Support for
tracealility of crucial evens

* Failure models: Mearsto invedigate and assess systemfailuresin a systemaic way asa
meanto improve engineeing principlesand methods towards increagngly dependart
systems Support for forensics Furthermare, we wart to support self-heaing at break
downs|6, 9].

* Quantitative models: Allows us to measire improvements of dependakility and to assess
cost/berefit of invegmerts of dependakility measires

However, in order to maintain those sustainahility criteria we obviously have to develop suitable
models and tools to implement, observe and measure relevant parameters In fact we have
succesfully addressed all the action points above in our own R&D program® [4, 6].

2 WWW.NESS -europe.com
% soc homepage: www.soc.bth.se




8 Conclusions and further work

We have outlined in this paper a principled methodology that supports assured dependable service-
bas=d (mission) computations. We also argue that future virtual utilitieswill be cel-based to cope
with societal demards on sustainable erergy supply. Finally, we argue that a suitabe ICT
infragructure to support those virtual utilities will be based on senice-oriented architectures In
short, future SCADA-systemswill be based on flexible sets of services where SLAS (Senice Level
Agreamerts) will ensure appropriate Qualities of Service Furthermae, we argue that our main
argumerts and realts are valid in the more gereral setting of dependabe service-orierted
computations.

Further resarch includes addressing supporting middleware and supporting SLA tools for
configuration, monitoring and mainterance of our service-oriented missions (Secton 6) to ersure
desreddeperdahility. To cope with the needs of flexibility of supporting middleware (including self-
organizaion and self-repair), we will incorporate models and algorithms related to semartic overlay
networks [18] in our EXP ervironmert.. Seting up trustworthy missions and corregponding SLAS is
another big challenge. The route here is to assess and extend contemporary methods of agent ard
sematrtic-based service de<riptions and findings. Again with a focus on self* attributes during
runtime [6]. We also need to dewvelop suitable tools for dedgn, mainterance and on-line
inspecions/actons. In short, much remains to be done to fully meetthe sematrtics of the title of our
paper. However, we believe that we have identified a solid promising R&D agendato that end.
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