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Abstract

Trust and authority are essential components that

must be factored in designing and implementing a dis-

tributed access control mechanism for open environ-

ments. This paper presents a role-based approach to

modeling trust and authority for open and distributed

computing environments. Specifically, our approach

centers on the extension of role-based capability dele-

gation from local domains to trusted domains. A for-

mal specification based on the fixpoint semantics is pre-

sented in order to better understand and design a dis-

tributed access control mechanism that can be built on

our approach.

Keyword: Distributed access control, role-based autho-
rization, trust management.

1. Introduction

The paradigm shift to open and distributed computing
environments has not only brought the importance of their
security to the fore, but also called for a new subset of se-
curity requirements. Particularly in the area of access con-
trol, functional requirements such as 1) how to handle an
access request from a principal previously unknown, 2) how
to enforce distributed access control across domains, and 3)
how to reconcile conflicting authority policies in distributed
environments, belong to such a subset, having drawn im-
mediate attentions from security communities [4, 14, 22].

Traditional identity-based access control approaches are
mostly incapable of satisfying those functional requirements
because they assume that a user should be known a pri-
ori when an access request is made by the user; only af-
ter authenticating the user properly, they regulate access
based on the user identity or some attributes of the user
such as groups, security clearances, and roles. As part of
the solution to address this kind of incapability, the no-
tion of trust has been used as an essential add-on compo-
nent that must be factored in designing and implementing

an access control mechanism for open, distributed environ-
ments [3, 5, 7, 10, 13]. Trust management (TM) is one
of such access control mechanisms, attempting to fulfilling
those security functional requirements, especially 1) and
2), for distributed environments [4]. Central to understand
the concept of TM is capability delegation, which is in-
corporated into a credential chain from a resource owner
to an access requester; access is granted if a chain of cre-
dentials proves that a requested action complies with local
access control policies of the resource owners. Hence, it
provides an authorization framework for dealing with un-
known users, whereby it is possible to express and evaluate
distributed access control policies in open environments.

In the meantime, the issue of access control policy, par-
ticularly reconciling conflicting authority policies across do-
mains, has been studied separately from the TM-based
mechanism in the literature. This is because the approach
to separating mechanism from policy has been considered to
be able to facilitate a better access control solution in terms
of flexibility and scalability. In addition, the issue of access
control policy is generally domain-specific, derived from se-
curity requirement analysis within a specific domain. For
instance, mandatory access control (MAC) policies based
on security labels are usually preferred in the domain where
tighter authority control is needed and the confidentiality
of resources managed is a primary concern, whereas discre-
tionary access control (DAC) policies are preferred in the
domain where more flexible authority control is necessary
such as assigning access rights based on need-to-know rules.

As an attempt to address the reconciliation of conflict-
ing authority polices, using the concept of roles has been
investigated in order to formulate flexible authority poli-
cies [18, 20, 21]. Roles in role-based access control (RBAC)
generally represent a set of competence and responsibility
pairs [9], and their advanced notions include their hierarchi-
cal structure, which represents a line of authorities within
an organization [17]. Further, considering their indirect
and bilateral characteristics, roles can be a convenient con-
struct for expressing authority policies in a trust-enabled
distributed access control mechanism; they provide an in-
direction mechanism for relating users with permissions,
thereby reducing complexity and potential errors in pol-



icy management. In addition, roles can represent abilities
and groups of trusted users in cross-domain environments,
which often derive from bilateral agreements between orga-
nizations.

While there has been continuing research on role-based
capability delegation in the literature, most of its discus-
sions have been limited to the context of either easing ad-
ministrative burdens or backup of some job functions that
need to be maintained within a single domain [24, 25].
Therefore, it would be beneficial to further the discussion
into the context of open and distributed environments, and
especially, it would be desirable to formulate activities con-
cerning the correlation between the notion of trust and del-
egated authority for the purpose of providing a reference
model for designing and implementing a distributed access
control mechanism. Our primary objective in this paper is
to present a role-based approach to modeling trust and au-
thority for open and distributed computing environments.
Specifically, our approach centers on the extension of role-
based capability delegation from local domains to trusted
domains. A formal specification based on the fixpoint se-
mantics is presented in order to better understand and de-
sign a distributed access control mechanism that can be
built on our approach.

The rest of this paper is organized as follows. Section
2 shows background technologies and previous research re-
lated to our work. Section 3 presents our modeling ap-
proach, followed by Section 4 which describes a formal spec-
ification allowing us to instantiate our modeling approach.
Section 5 concludes the paper.

2. Related Works

The usage of roles for access control can be found in var-
ious TM systems. One of them is ISO/IEC’s PMI, based
on global namespace, utilizing X.509 attribute certificate
framework [6, 8, 11, 20]. PMI is an extension of pub-
lic key infrastructure (PKI) in the light of authorization.
The attribute certificate binds entities to attributes such
as roles or groups. Along with attribute certificates, PMI
is introduced with its four models: general model, control
model, delegation model, and roles model. General and
control models are required, whereas roles and delegation
models are optional. The general model provides the basic
entities which recur in other models. On the other hand,
SPKI/SDSI [7, 15] is another TM system, based on local
namespace, supporting the usage of roles.

Recently, the practicality of SPKI/SDSI’s capability-
style approach to granting permissions has been questioned
by Li et al [13]. They argued that capability-style TM
systems generally lack the expressive power for role-based
or group-based authorization policies, and thus they fre-
quently result in heavy administrative burdens on public
key management and distribution. As an alternative, they
proposed RT framework, a family of role-based TM lan-
guages which are able to express policies and credentials
for distributed authorizations. Although the RT framework

provides the rich expressive power for authorization policies
and authority delegation, it still needs to address some im-
portant issues. One of them is that the distinction between
a user and a principal (generally public key) is not clear in
their framework, and thus it seems to be difficult to express
some constraints that should be applied to the user.

3. Modeling Approach

In this section, we discuss a role-based approach to mod-
eling trust and authority. Specifically, we base our approach
on an existing RBAC model [17]. A component called trust
assignment (TA) that can correlate with the notion of trust
and role-based authority delegation is presented as an add-
on to the model.

3.1. Trust and Authority Modeling

At the heart of our approach to modeling trust and
authority is a new component called trust assignment
(TA) [19]. Similar to assignment relations discussed above,
trust assignment (TA) can be described as a trust-to-role
assignment relation. However, the relation does not seem
to be self-explanatory, since the trust assignable to roles
is undefined yet. Hence, we 1) define what the assignable
trust is, 2) identify components appropriate for represent-
ing the trust, and 3) re-define TA based 1) and 2). We first
define authority domains. Each of authority domains in
our model represents a single RBAC domain where RBAC
administration and enforcement can take place.

Definition 1 Let D denote a set of authority domains. D

= {d1, ..., do}.

The degree of trust determines the amount of capabil-
ity delegable from one authority domain to another. That
is, how much di can trust dj can be defined as how much
capability to do some tasks within di is given to dj by di.
Since roles generally represent capability, we believe that
roles and their hierarchical structure are a good means to
specify the degree of trust; since roles are hierarchically or-
ganized (mathematically partially ordered), their hierarchy
can be naturally viewed as such. We call these roles lo-
cal roles (LR), and LR is used to represent the authority
to be delegated to other authority domains. On the other
hand, roles in trusted authority domains are useful in two
aspects; they help avoid listing all users in the trusted au-
thority domains that will be given the delegated authority
and also facilitate cascading authority delegation. We call
these trusted domain roles (TDR). Central to our modeling
approach is the idea of trust-based role association between
LR and TDR, which enables authority delegation from a lo-
cal domain to trusted domains. This is backed by TA, as
shown in Figure 1.

Definition 2 Roles R are either local roles (LR) or trusted
domain roles (TDR). Suppose TDRdi

denotes the subset of
trusted roles from authority domain di in the local domain,



Figure 1. Authority delegation expressed by
entrust operation in TA

TDR =
⋃

TDRdi
, where i = 1, ..., n. We let R = LR ∪ TDR

denote the set of all roles.

Definition 3 Trust assignment TA is a many-to-many LR

to TDR assignment relation.

We call entrusting a role to refer to the association of
an element of LR with an element of TDR. Similarly, we
call distrusting a role to refer to the break-up of their as-
sociation. Roles can entrust or can be entrusted by other
roles only across authority domains. We consider trust as-
signment relation to be role dominance relation but in a
reverse order. For the role entrusting and distrusting oper-
ations, we use the notation A ⇒C B to represent that role
A entrusts role B under the condition of satisfying a set of
constraints C, and A ; B to represent that role A distrusts
role B. A ⇒C B means that role B is at least as powerful as
role A; role B inherits all or partial permissions associated
with role A depending upon C, and role A inherits all users
assigned to role B. It should be noted that one type of con-
straints in C may specify the degree of authority delegation
on role B. We will discuss different types of constraints in
a later section.

Definition 4 Suppose we are given the relation A ⇒C B,
we call A as an entrusting role and B as an entrusted role.
Similarly, when we are given A ; B, we call A as a dis-
trusting role and B as a distrusted role. Local roles cannot
be either an entrusted role or a distrusted role.

TA involves two types of assignment relation: explicit
and implicit. Trust assignment is explicit when a role from
LR entrusts a role from TDR. On the other hand, trust
assignment can be made implicitly between LR and TDRdj

when a role from TDRdi
, which is entrusting a role from

TDRdj
, is entrusted by a role from LR, where domains di

and dj are different.

Definition 5 As we discussed earlier, trust relation is a
role dominance relation, i.e., a partially ordered set. Sup-
pose there is a trust assignment, ta = (lr, nlr) where lr ∈ LR,
nlr ∈ TDR, and lr ⇒C nlr. We say ta is explicit if and only
if lr is covered by nlr, i.e., lr ⇒C x and x ⇒C nlr implies
lr = x. Otherwise, ta is implicit.

3.2. Role Hierarchies

Since TA introduces another type of role dominance rela-
tion, the need for its discussion in terms of RH is apparent
when we come to deal with its semantics. We call this as
a trust aspect of role hierarchy. We also refer to this as
cross domain role hierarchy (CDRH )1. We believe that the
inclusion of CDRH into RH as distinct is unnecessary since
CDRH is the subset of the union of TA and RH. However,
CDRH deserves further discussion for its merits; it is dy-
namically constructed in an order-preserving way, as the
determination of its path is dependent upon the discovery
of credentials expressing TA.

In our modeling approach, role hierarchies are extended
to trusted domains without a loss of their generality.
Sandhu discusses two types of role hierarchies, permission
inheritance RH and activation RH [16]. Permission inher-
itance RH concerns that a member of a senior role in the
hierarchy inherits permissions from juniors, whereas activa-
tion RH means that a member of a senior role in the hierar-
chy is authorized to activate juniors for the purpose of least
privilege. We already discussed CDRH enabling permission
inheritance RH. CDRH can also be used for the purpose of
the activation RH gracefully. However, the activation of
junior roles needs to be considered only if they belong to
LR. Role activation is closely related to a session, which
associates a user with possibly many roles. It seems to be
unreasonable that in such a session, a user from a trusted
domain can activate roles from other trusted domains than
local domain. Accordingly, roles, which is the component
concerning the roles activated in a session, should be mod-
ified, while user remains unchanged.

Definition 6 roles: S → 2R is a function mapping each
session si to a set of roles, where roles ⊆ {r|(∃r

′

º

r)[((user(si), r
′

) ∈ UA) ∧ (r ∈ LR)]} and session si has

the permissions
⋃

r∈roles(si)
{p|(∃r

′′

¹ r)[(p, r
′′

) ∈ PA]}.

3.3. Constraints

Continuing efforts have been made to identify and spec-
ify different types of constraints in RBAC models [2, 12]. In
general, constraints previously identified in [2] can be used
in our model without losing their original motivation and in-
tention. What we are particularly interested in this section
is some types of constraints that can regulate the behavior
of TA, and thus they can be expressed as various secu-
rity policy constructs. As we discussed earlier, TA involves
authority delegation in cross-domain environments. There-
fore, we strongly believe that stricter constraints should be
applied to the authority delegation enabled by TA. This is
why we reason about some important properties related to
TA as follows.

1Note that the relation ⇒ in CDRH could be rewritten as

¹ for the sake of consistency in dominance relation, where all

associated users and permissions are inherited. In such a case,

A ⇒ B is rewritten as A ¹ B.



Bilaterality - Roles from different domains are associated
based on trust relations between those domains. Our
assumption is that the trust relation is established by
a mutual agreement between those domains, and such
an agreement should be negotiated bilaterally.

Variability - Trust is subject to change with environmen-
tal conditions such as time and location. That is, any
change in a trust relation should be reflected on the
delegated authority of a role involved in the relation.

Granularity - Trust varies in degree. That is, the gran-
ularity of authority delegation should be determined
depending on the trust degree of a trusting domain
upon a trusted one.

Transitivity - Trust relations can be transitive. That
is, authority delegation using roles may be cascaded
through one or more trust relations among domains.
The cascading authority delegation should be man-
aged by a controllable mechanism such as a boolean or
an integer approach; the boolean control simply spec-
ifies an ability to delegate, while the integer control
specifies the number of possible delegation.

Based upon the properties above, we can identify some
constraints relevant with TA. The variability can be ex-
pressed by temporal or spacial constraints. The temporal
constraint pertains to the specification of the validity pe-
riod of TA, while the spacial constraint concerns the spec-
ification of the effective domain. Similarly, TA needs to
be constrained by the granularity. It is commonly believed
that the level of trust is different depending on trusted enti-
ties. Granularity can be expressed as an ordinal constraint
in trust assignment. The ordinal constraint is related to
the specification of the magnitude of authority delegation
in TA. On the other hand, the depth of trust is another fac-
tor having an effect on TA. Trust depth can be articulated
by boolean control or integer control constraint, which we
discussed above.

4. Model Instantiation

We follow the conventional approach to defining princi-
pals as entities making or authorizing access requests; prin-
cipals are public keys. An authority domain is represented
by a set of public keys; one or more public keys may be
bound to an authority domain if they belong to the same
authority domain. We typically use KAttrService, K

′

di
, and

K
′′

di
for denoting specific public keys bound to authority

domains. We interpret the binding between an authority
domain and a public key as an assertion of a speak-for rela-
tion, borrowed from [1]. Similarly, one or more public keys
are bound to a user if they belong to the same user.

An identifier is an arbitrarily long sequence of alpha-
betic and numeric characters that is used to identify the
following components: roles, users, and permissions. In
this work, we borrowed the concept of local namespace from
SPKI/SDSI [7, 15]. Roles, users, and permissions can be
expressed by a principal representing an authority domain

followed by their identifier whose typical example is their
names. Based on the expressions of roles, users, and per-
missions, five different types of credentials can be expressed
as a form of A → B, which can be read as “B is at least
as powerful as A.”.

4.1. Our Scheme

Our attempt to instantiate the model, described in Ta-
ble 2, should be read along with Table 1, which contains
a mathematical framework to understand TM systems bet-
ter [23]. The framework, depicted in Table 1, consists of five
elements; principals, authorizations, authorization maps, li-
censes, and assertions. A principal is an entity that makes
or authorizes access requests. An authorization pertains
to the permission granted by a principal. Authorizations
are organized as a lattice, which is an important charac-
teristic that enables multiple authorizations made by the
same principal into a single authorization. An authoriza-
tion map is a function which associates a principal with an
authorization. A license is a monotone function (denoted
by →m) which associates an authorization map with an au-
thorization. The monotonicity means that authorizations
can only increase by adding other principals’ authorizations
in an authorization map. An assertion pertains to an au-
thorization expression made by a principal, which can be
viewed as credentials or certificates.

The lower part of Table 1 describes the semantics of as-
sertions and TM engines to handle authorization decisions.
The semantics of assertions, denoted by MAssertions, is a
function which associates a set of assertions with an autho-
rization map. Simply put, given a set of assertions made
by various principals, MAssertions returns a coherent au-
thorization map that contains the authorization granted by
each of the principals. A least fixpoint, denoted by lfp,
is taken to find such an authorization map2. A TM engine
makes an access control decision on the basis of an authoriz-
ing principal, a request, and a set of assertions. The engine
computes an authorization map from the set of assertions,
and determines if the request is less than authorizations
granted by the authorizing principal.

The upper part of Table 2 describes various components
in our modeling approach. It also defines the authorization
lattice. The lower part of the table describes the semantics
of various assertions used in the scheme.

An ident is a function mapping principals to users that
describes users identified by each principal. For instance,
i(KA) = Alice where KA ∈ Principal and Alice ∈ User

means that a principal KA belongs to (or identifies) a user
Alice. We define authorizations Auth in our scheme as a
function lattice under the pointwise ordering, where an au-
thorization maps a principal to a set of permissions. For
instance, KA → {e1, e2} where e1, e2 ∈ Permission means
that the principal KA has the set of permissions {e1, e2}.

2λ in Table 1 is used as a function in A → B in which λa.e,

given a where a ∈ A, returns the result of expression e where

e ∈ B.



p ∈ Principal

u ∈ Auth

m ∈ AuthMap = Principal → Auth

l ∈ License = AuthMap →m Auth

a ∈ Assertion = Principal × License

MAssertions : P(Assertion) →m AuthMap

MAssertions(A) = lfp(λm.λp.
⊔
{l(m)|〈p, l〉 ∈ A})

MEngine : Principal × Auth × P(Assertion) → Bool

MEngine(p, u, A) = u v MAssertions(A)(p)

Table 1. A framework for understanding TM Systems

s ∈ Users

e ∈ Permissions

r ∈ Roles = LRole + TDRole

〈s, r〉 ∈ UA = Users × Roles

〈p, r〉 ∈ PA = Permissions × Roles

〈r
′

, r
′′

〉 ∈ TA = (LRole × TDRole)

〈r
′

, r
′′

〉 ∈ RH = (LRole × LRole) + (TDRole × TDRole)

i ∈ Ident = Principal → Users

u ∈ Auth = Principal → P(Permissions)

UAssertion = Principal × UA

RHAssertion = Principal × RH

TAssertion = Principal × TA

MUALicense : UA × AuthMap → Auth

MUALicense(〈s, r〉, m) = λp
′

.{e | i(p
′

) = s and 〈e = m(p)(p
′

), r〉 ∈ PA}

MUAssertion : UAssertion → Assertion

MUAssertion(p, 〈s, r〉) = 〈p, λm.{MUALicense(〈s, r〉, m)}}

MRHLicense : RH × AuthMap → Auth

MRHLicense(〈r
′

, r
′′

〉, m) = λp.
⊔
{∃〈i(p), r〉 ∈ UA,

if(r
′

¹ r), then MUALicense(〈s, r
′

〉, m)(p), MUALicense(〈s, r
′′

〉, m)(p)}

MRHAssertion : RHAssertion → Assertion

MRHAssertion(p, 〈r
′

, r
′′

〉) = 〈p, λm.{MRHLicense(〈r
′

, r
′′

〉, m)}}

MTALicense : TA × AuthMap → Auth

MTALicense(〈r
′

, r
′′

〉, m) = λp.
⊔
{∃〈i(p), r〉 ∈ UA,

if(r
′

⇒ r), then MUALicense(〈s, r
′

〉, m)(p), MUALicense(〈s, r
′′

〉, m)(p)}

MTAssertion : TAssertion → Assertion

MTAssertion(p, 〈r
′

, r
′′

〉) = 〈p, λm.{MTALicense(〈r
′

, r
′′

〉, m)}}

Table 2. Scheme for instantiating our modeling approach



Figure 2. An example of the result of a least fixpoint computat ion

For authmap m, if λKA.{e1, e2} is in m(p), then principal
p authorizes KA to have the set of permissions {e1, e2}.

We define three authorization assertion types for our
scheme that can represent the abstraction of authorization
certificates: UAssertion, RHAssertion, and TAssertion.
UAssertion pertains to an authorization expression related
to user assignment, whereas RHssertion expresses an au-
thorization relevant to role hierarchy. TAssertion is an
authorization expression concerning trust assignment. For
the sake of simplicity, we consider that permission assign-
ment is set as local policies within systems. The seman-
tics of UAssertion can be understood in light of a given
principal. A set of permissions is granted to the prin-
cipal by a user-role relation and an authmap. For ex-
ample, λKA.{e1, e2} ∈ MUALicense(〈Alice, r〉, m) where
{e1, e2} ⊆ Permission means that KA belonging to Alice

can have a set of permissions {e1, e2} that are assigned to
a role r. An UAssertion can be represented by 〈p, 〈s, r〉〉,

which illustrates that a principal p authorizes a principal p
′

identifying a user s to have a set of permissions E that are
assigned to a role r, where λp

′

.E ∈ MUALicense(〈s, r〉, m)
and E ⊆ Permission. Given the meaning of UAssertion,
the semantics of role hierarchy can be taken from it when
certain conditions, i.e., role dominance relation, are met.
The basic idea behind this is that, if there exist some
user-role relations derived from a principal and if a de-
rived role is senior to or the same that the senior role
in a role hierarchy relation, then the principal can have
a set of permission which is a least upper bound of two
authorizations resulting from roles in the role hierarchy
relation. For example, assuming 〈e3, r

′

〉,〈e4, r
′′

〉 ∈ PA,

λKA.{e3, e4} ∈ MRHLicense(〈r
′

, r
′′

〉, m) where r
′

º r
′′

represents that if 〈Alice, r〉 ∈ UA and r
′

¹ r, KA can have
a set of permissions {e3, e4} which is a least upper bound
of {e3} and {e4}. An RHssertion can be represented by

〈p, 〈r
′

, r
′′

〉〉, which means that a principal p authorizes a

principal p
′

to have such a set of permissions if role domi-
nance conditions are met. From a similar approach for the
semantics of role hierarchy, we can give the semantics of
trust assignment by substituting ⇒ for ¹. An TAssertion

is represented by 〈p, 〈r
′

, r
′′

〉〉, which means that a principal

p authorizes a principal p
′

to have a set of permissions if
trust assignment conditions are met.

Since we defined all the necessary components, let us see
how our trust management engine works. Suppose we want
to know if principal p authorizes p

′

to perform the operation

denoted by e according to the set of assertions A. We can
express access request as u = λp

′

.E ∈ Auth, where E =
{e}. Given the set of assertions A and the access request u,
our trust management engine computes MEngine(p, u, A),
which is equivalent to u ⊆ MAssertion(A)(p), which is

equivalent to E ⊆ MAssertion(A)(p)(p
′

), and determines
if the request requires less permissions than is granted by
p. Figure 2 shows an example of the result of a least fixpoint
computation.

5. Conclusion

In this paper we discussed an approach to modeling trust
and authority based on role-based authorization and trust
management for open and distributed environment. We
first discussed our modeling effort, primarily focusing on
the extension of role-based authority delegation from lo-
cal domains to trusted domains. Then we presented a for-
mal specification to instantiate our modeling approach as
a proof-of-concept. Our future direction will be put on
the issue of the specification of constraints in our current
approach. This could be done by adding a component ca-
pable of handling the nonmonotonic characteristic, since
constraints are considered to be as such.
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