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Abstract - [n biometric authentication, feature information
of each enrolled person’s biometric information is enrolled
as templates. Secure databases or anti-tampered devices
store the templates in general. The biometric information,
however, is irreplaceable information, when it is
compromised. Thereby, one must give a special attention to
protection of such information. On the other hands,
increasing internet economical services causes a
motivation of  implementing  online  biometric
authentication. We propose a novel protection technique
for the biometric information, especially the feature
information and the templates. The point of our proposal is
that the extracted features and the enrolled templates are
transformed by one-time transformation that is generated
in each authentication. The transformed features and
templates travel through insecure communication line like
the internet, and they are used in matching process. This
technique causes security against eavesdropping and
replay attacks on the internet, because the transmitted
feature information and the templates are different every
time.
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1 Introduction

1.1 Background

Biometric authentication is well known with both of
knowledge-based authentication like passwords, and
possession-based authentication like cards (magnetic cards,
IC cards, etc.). Because the biological features (fingerprint,
vein, iris, facial image, voice, etc.) are unique for each
person, production of the biometric techniques is
encouraged. In facts, facilities for finance and immigration
authorities [1] have already introduced the biometric
authentication in many countries. In addition, some
products of personal computers include the biometric
authentication systems. The biometrics rapidly prevails in
society like this. In these examples, the biometric systems
are applied in closed environments, however, there are
fervent social demand about the biometric systems applied
to the authentication on internet services such as internet
banking, electrical government, approval in company, etc.
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On the other hands, the biometric system causes some
privacy issues. That is, in some cases, significant privacy
information like a medical history is compromised from the
biometric information which is including biometric raw
data acquired from biometric sensor devices, the feature
information extracted from the corresponding biometric
raw data, and enrolled templates. For example, one can
know a person’s diabetes from retina data. When biometric
authentication system as shown in figure 1 leaks enrolled
biometric templates, these templates are unable to re-enroll,
because the corresponding biometric data is irreplaceable.
This point is seriously different from the same situation of
password system and public-key encryption. In the case that
encrypted data is transmitted on each line connecting
between any processes in figure 1, one needs the
management of the encryption (and decryption) keys among
the biometric authentication systems. Furthermore, if one
biometric authentication system consists of distributed
equipments, the cost of the key management becomes
expensive. In addition, it is possible for adversaries to
perform replay attack by using encrypted biometric
information eavesdropped. Therefore, we need to protect
the biometric information strictly. In this viewpoint, Ratha
et al.[2] and Tulys et al.[3], [4] proposed some protection
techniques as biometric template protection techniques.
Next subsection, we will briefly introduce them.

1.2 Related Work

We can roughly classify the concepts of template
protection into following two categories:

1) Geometrical transformation or irreversible mapping
transforms the enrolled templates into strained templates
separately [2].

2) One-way function with helper data transforms the
enrolled templates into some corresponding unique
parameter [3], [4].

According to the former concept, the biometric templates
are blockwise scrambled, or geometrically distorted like
morphing as shown in figure 2. In this figure, the number in
the cells denotes indices of the sub blocks. The stars in
these sub blocks denote the points of features. It is difficult
for any adversaries to extract the information of enrolled
templates from the transformed templates. Thus, the ref [2]
states one can protect the enrolled templates. Because this
method, however, causes decrease of the template quality in
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Figure 1. Basic model of biometric
authentication system

matching process, we are not able to expect high accuracy
of authentication.

In latter one [3], [4], the framework is shown in figure 3.
We enroll both of a one-way function F(.) and correction
term named helper data W so that the function F(.) generate
same values when extracted feature Y for verification are
close original templates X. That is, enrollment data consists
of F(.), F(X) and W. In verification, a user calculates F(Y)
with helper data W. If F(X)=F(Y), the user is authenticated.
This scheme has a characteristic, of which X or ¥ does not
directly travel through open networks. Because this scheme
is the authentication by using output of F(.) with W, this
scheme has no compatibility with popular biometric
authentication systems as shown in figure 1. Furthermore,
authentication accuracy seems to rely on the value W
susceptibly.

1.3  Our contribution

In this paper, we propose a novel compatible scheme with
the popular biometric systems. Our main idea is biometric
authentication by using one-time characteristics. That is,
communicated data of the features and the templates is
different every authentication session for even unique
person, as shown in one-time password [9]. This scheme has
following properties:

1) The extracted features and the enrolled templates are
transformed by a common nonlinear function, and
matching is done by using the transformed features and
the transformed templates in order to ensure the one-
time feature.

2) Our scheme needs no concern about compromising the
transformed information in the communication through
arbitrary lines, because of changeable authentication
data for each authentication session.

In every session, some TTP generates the common function

by using an authentication session ID with a time-stamp and

some credential. The generating algorithm of the function
ensures one-time characteristic of it. In this paper, we
suppose the generating algorithm exists, we discuss the
privacy protection and the biometric authentication scheme.
If this requirement is satisfied, even though eavesdroppers
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Figure 2. Transform of template by scrambling
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Figure 3. Biometric authentication with one way
function and helper data

collect communication data between the biometric
authentication processes, they cannot obtain the enrolled
templates and the extracted features. When they monitor
some person’s entire authentication, they obtain only
transformed data which has no correlation with other
authentication sessions. An authentication server which
performs matching process obtain the transformed data that
are the transformed template, and the transformed features.
We can expect the one-time characteristic of the transform
causes high security of biometrics from the view of privacy
protection. In this work, we call this transform “one-time
transform (OTT)”.

In the rest, section 2 describes what information should be
protected in the biometric authentication. In section 3, we
propose a definition of OTT, consideration of generating
OTT, and authentication protocol. Section 4 gives a
discussion of security in proposed scheme. Finally, section
5 concludes this paper.

2 Problems in this work

Biometric authentication has two flows of processing,
that is, enrollment and authentication. Enrollment process is
performed through the broken arrow lines in figure 1.
Sensor device acquires a user’s biometric raw data. Next
step is feature extraction of the biometric raw data. The
obtained features are enrolled as templates in the database.

On the other hands, there are authentication processes
along straight arrow lines in figure 1. In the authentication,
capture process and feature extraction process are in
common with enrollment. The matching process performs
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comparison between the extracted features and the enrolled
templates. The judgment process evaluates the matching
result (matching score) and calls the user accept or reject
referring authentication policy.

When we apply this biometric authentication to
internet services, we must consider a part or all of the above
five processes are included in separate entities distributed
in internet. Because the biometrics on the internet services
requires communication of the authentication information
like the feature information, the template information, the
authentication results etc. between the five processes
through the internet. Since the internet is not secure against
eavesdropping, substitution, and impersonation, we must
appreciate that insufficient security for the above
information compromises the user’s biometric information
as one of personal information. Because biometric
information is irreplaceable in general, the user is unable to
re-enroll to the biometric authentication system [5]. In
addition, even if eavesdroppers obtained only encrypted
biometric information, their replay attacks can menace the
biometric system. Thereby, protection of the biometric
information from these risks is one of the significant
problems in the biometric authentication as a problem of
privacy protection.

In the rest of this paper, we notice protection of the
feature information and the template information in the
server authentication model as shown in figure 4. This
model seems to be a practical implementation as a remote
biometric authentication. In this model, we must save the
features and the templates as personal information from
adversaries.

3 Proposals one-time transform

In this work, we propose the biometric authentication
so that information transformed by a changeable common
function, OTT is used as communication data on the
internet. The OTT is nonlinear function and changes every
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Figure 5. Proposed framework (The sever
authentication model)

authentication session in order to prevent prediction of the
functions by adversaries. A third trusted party generates the
OTTs as shown in figure 5. In this paper, we apply the OTT
to the feature information and the template information.
Even if our proposal needs new entities for generating the
OTTs, it is easy to extend the current popular biometric
system because only software of application of OTT is
added to the system.

We call our biometric authentication “one-time
biometric authentication (OTBA)”. Following subsections
precisely explain the OTBA in server authentication model.

3.1 Requirements of the authentication

system using OTT

For construction of the OTBA system, we suppose
five entities which are client, authentication server,
database storing templates, function generator of OTT, and
time-stamp server as shown in figure 5. In figure 5, the
function generator and the time-stamp server are TTP.

Requirement of the function generator is followings:
Algorithm and input values for generating the OTT is
opened. In order to give time dependency to function
generator, the input values are authentication session ID
with time-stamp data signed by time-stamp server and
secret value of function generator.

3.2 Requirements of the OTT functions

The goals of application of the OTT function are to
protect enrolled original templates and to prevent replay
attacks by using dishonest acquirement data of transformed
information by OTT. For achievement of the goals, the
OTTs need to satisfy the following conditions:
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1)  One-to-one function

In the methods [3], and [4], the original templates and
features are transformed into a different space which has no
direct relationship with a space of these information.
Therefore, the method [3] and [4] become low similarity to
the current biometric systems. This point receives our
attention. In our method, the original templates and features
are transformed into same space in order to keep the
similarity at the matching process.

2) Difficulty of prediction

It is extremely difficult for any adversary to guess the
original templates and features from the transformed
information.

3) Preservation of distance

This means that matching process can evaluate the
distance between the transformed feature and the
corresponding transformed template by using optimal
distance function. Because OTTs are nonlinear mapping,
OTTs may be contractive or expansile, locally. However, it
is necessary to design OTTs so that every OTT transforms
relative feature and template into close points.

We anticipate satisfying the above conditions may be
difficult. We, however, expect a candidate of the OTTs is
chaos mapping such as Henon’s mapping:

2
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Because orbits of points recursively mapped by this
function are strongly depend on the parameters a, b, and
initial points (see figure 6), we expect the mapped points do
not imply the information of initial points if @ and b are
securely protected. That is, it may be possible to construct
the OTTs by generating and protecting the parameters of
the OTTs. In addition, if these parameters are changeable at
each generation of OTTs, even though adversaries obtain
data of the identical user’s authentication sessions, the
adversaries cannot know even the identity. For example of
Henon’s mapping, we can represent generating the
parameters a and b at function generator as following:

{a:f(HID»tC»S) @)

b=g(Hp,tc,s)

where Hjp, t., and s denote hash value of session ID, time
from the time-stamp data of the session ID, secret value,
respectively. Function f'and g need to be one-way functions.

3.3 Protocols of the biometric authentication
using one-time transforms

We propose an authentication protocol using OTT. In the

rest, (a) - (p) denote numeral notations shown in figure 7.

1) Processes from (a) to (c¢) denote negotiation for
beginning the authentication. After these steps, the
client and the authentication server share the
authentication session ID

2) In (d), function generator receives requests of
generating OTT with the session ID from both of the
client and the authentication server. Process (e) is a
verification concerning validity of the authentication
session.

3) In (f) and (g), the function generator obtains time-
stamped data of the above session ID. The time-
stamped data is used for a parameter of OTT
generation and an evidence of the session performed.

4) About process (h), please refer the discussion in
subsection 3.1 and 3.2.

5) In (i), the function generator sends the generated OTT
to both of the client and the database of enrolled
templates.

6) In order to end the generation process, the function
generator sends signal of the end to the authentication
server in process (1).

7) Inj) and k), the client and the database apply the OTT
to the feature data and the corresponding template data,
respectively. Because of common OTT used, the
transformed data are used in matching process as is.
For example, we can denote formally as following
equation:

Jir, = F"(fir) 3),

where F(x), n, and ftr denote the OTT, the number of
iteration, and the coordinate of the features,
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Figure 7. Protocol of starting authentication session to sending one-time
transformed features and one-time transformed temolate

respectively. We can describe the transform of the
templates as following:

pl, = F”" (ipl) ),

where #pl denotes the coordinate of the templates.

8) In (n)-(q) the authentication server obtains the
transformed data of templates and features. After the
above protocols finished, the authentication server
performs matching process and judgment process.

9) In matching process, the authentication server
calculates distance between the set of transformed
features and one of the transformed templates. For an
example of distance function, we can find the
Hausdorff distance [6]:

H(Tpl,,Ftr,)= max{max min {d(tpl,, fir,)},

tpl, €Ipl, fir,eFtr,
max min {d(tp!,, fir,)}}

fir,eFm, ipl, €Tpl,
(5),

where Tpl,, Ftr, denote the set of OTT templates and
one of the OTT features. Function d(.) denotes
distance function between two points. We should
choose the optimal distance function depending upon
OTT.

10) The authentication server calculates the matching score
based on H(Tpl,Ftr,). In judgment process, the
authentication server decides accept or reject by
comparing H(Tpl, Ftr,) with the corresponding
threshold.

4 Argument of Security of OTBA

We discuss the security of the above proposal. First, we
mention the security of the framework of the OTBA. If
adversaries success to steal this value s stored in the
function generator, they can become impostor of the
function generator. After that, the function generator loses
trust from other entities in figure 5. However, even if
adversaries hijack the function generator, because it
receives no personal information, of course including the



original template and the extracted feature, the takeover
does not threaten the user’s privacy. Then we consider the
case of a malicious authentication server collects
information. In this framework, it receives transformed
features and templates. As aforementioned, they imply no
information before transform. Furthermore, the malicious
sever cannot know the corresponding OTT. Hence, the
malicious server obtains no information about original
templates and extracted features.

Next, we consider security of the information
transformed by OTT against hill-climbing attack [7], [8],
replay attack, collusion attack. Hill-climbing attack uses of
replied matching score in order to make a fake. When the
application server sends the matching score to client
(adversary) in figure 5, the adversary transforms feature
data selected from database which the adversary constructs.
The adversary sends the transformed features to the
authentication server. Because this system changes the
calculation algorithm of matching score and threshold for it
according to selected distance function d(.), it is difficult for
the adversary to improve the fake from the replied matching
score. Therefore, the probability of the adversary’s success
on the OTBA becomes less than conventional biometric
authentication like figure 4.

In general, replay attack is impossible, if previously
obtained information is not reusable. When adversaries
eavesdrop on the communication between the client and the
authentication server, they obtain only transformed features
which are not reusable. Hence, no adversary successes
replay attack on the OTBA. If the adversaries can listen to
the communication from the function generator, they obtain
the information of OTT. When they reuse this information,
the client and the database can detect replay attack by
verifying the difference among the information of OTT used
in former authentication sessions.

Two cases of collusion attack establish possibly. The
one of case is that the client conspires with the function
generator. In this case, the client can obtain not only OTT
but also information of evaluation function. Hence,
adversaries who can perform normal hill-climbing attack
success the collusion attack. The other one is that the
authentication server stands in with the function generator.
The manner of attack is same as the above one.

5 Conclusions

In this paper, we pointed out the problems of the current
studies of the template protection. As a countermeasure, we
proposed the OTBA to protect the biometric templates and
the extracted features. The main concept of the OTBA is
that stolen biometric information is not reusable by
changeable transform, OTT every authentication for even
same person. We described recursive transform as a
candidate of OTT. As a result, we obtained the view of the
security of the OTBA against hill-climbing attack and
replay attack during the function generator keeps security.

This paper described only concept of the OTBA. As
future works, we should study optimal function of the OTTs,
and practical generating algorithm of the OTTs. In addition,
we should research formal analysis of information theoretic
security and time of calculation in the OTBA.
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