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Abstract

This work is inspired by the intend to construct SOA-
Based E-Government. We first emphasize the impor-
tance of taking measures for solving security problems
facing Web Services, we then have an in-depth look at
SOA-Based Web Services, including its architecture, un-
derlying technologies, transmission model, and SOAP
message. By leveraging the understanding of securing
Web Services, we conclude that the essentials of achiev-
ing trustworthy SOA-Based Web Services are to accom-
plish the task of attestation and authorization of ultimate
service endpoints, and to establish trustworthy service
channel between them.

Furthermore, the XML-Based cryptographic tech-
niques and contemporary strategy for achieving trust-
worthy SOA-Based Web Services are introduced. Specif-
ically, WS-Security is detailed in terms of accomplishing
essential tasks of achieving trustworthy SOA-Based Web
Services.
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1 Introduction

Web Service is one of the hottest topics nowadays, it
is modular software applications built to run over the
Internet, basing on open standards for definition, dis-
covery, and interoperability, by enterprises for rapidly
responding to changing market, enhancing competitive
power, and pursuing business profit. Because Service-
Oriented Architecture (SOA) is capable of simplifying
the application development and integration by provid-
ing an architectural framework for building, integrating
and deploying, using the same set of standards that en-
able basic Web Services, SOA is suggested and recom-
mended as underlying architecture for establishing self
descriptive, reusable, and loosely coupled Web Services.

As enterprises today increasingly depend on Infor-
mation Technology (IT) to help drive business innova-
tion and provide competitive differentiation, many are
turning to SOA-Based Web services for creating flexible
and agile IT infrastructures necessary to be able to be
responsive to changing business demands. According to
Forrester Research, by the end of 2005, 89% of large en-
terprises, 61% of medium-sized enterprises and 40% of
small to midsized businesses were expected to be using
SOA.

With the advent of SOA, Web Service, and especially
their wide acceptation and adoption, great progress has
been achieved, however, it is not the time to celebrate.
It is a long way to the ultimate success, i.e. achieving
secure and trusted environment for business over the In-
ternet. Following reasons always account for the further
and necessary tasks, which should be accomplished for
preventing the IT infrastructures from attacks or mali-
cious services.

e The exchange of business information over the In-
ternet — an untrusted public network — gives rise to
considerable security concerns.

e It is nearly impossible for the enterprises to con-
sistently implement the best security practices and
enforce security policies across the extended en-
terprises nowadays, due to the limits of current
technologies. (The enterprises should struggle to
achieve the best, instead of being pessimistic.)

e The SOA-Based Web Services make it even eas-
ier for the enterprises to expose business processes
and critical resources to the hostile outside environ-
ment, potentially increasing security risks.

These factors are widely believed to be the major fac-
tors inhibiting the successful implementation of SOA
and the deployment of Web Services, and therefore it is
urgent for the industry to develop and implement effec-
tive security measures for achieving secure SOA-Based



Web Services, and for business success as the ultimate
goal.

2 Anatomy of SOA-Based Web Services

2.1 SOA-Based Architecture and its Underly-
ing Technologies

Fig. 1 illustrates the architecture of SOA-Based Web
Service, consisting of three different entities, i.e. ser-
vice repository, service requestor, and service provider,
and three distinct operations, i.e. creating, provision-
ing, and using Web Services respectively. Three main
technologies are developed specifically for implement-
ing SOA-Based Web Services, i.e. WSDL, UDDI and
SOAP.
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Figure 1. Architecture of SOA-Based Web
Service

WSDL : The interface of a Web Service is usually de-
scribed using the Web Services Description Lan-
guage(WSDL) [1]. A WSDL document describes
a Web Service as “a set of endpoints operating on
messages containing either document-oriented or
procedure-oriented information”. It abstractly de-
scribes messages and operations, i.e. what mes-
sages are the input or output of what operation,
then specifies what concrete endpoints offer the de-
scribed operations and over which network proto-
cols these concrete endpoints can be reached.

UDDI : The Universal Description Discovery and Inte-
gration (UDDI) [2] offers a discovery mechanisms
to locate the needed Web Services. The common
example is that a Web Service publishes its ex-
istence and interfaces (defined with WSDL) to a
UDDI server, whereas potential users can discover
the service using the UDDI registory.

SOAP : Simple Object Access Protocol (SOAP) [3] de-
scribes how XML messages [4] can be exchanged

in service-oriented architectures. The basic build-
ing block of SOAP is a stateless and one-way
message exchange, which can be easily extended
to request—response and request—-multiple-response
message exchanges.

2.2 Transmission Model of SOA-Based Web
Services

We can conclude the transmission model of SOA-
Based Web Services as depicted in Fig. 2. It is ev-
ident that service interaction in SOA-Based Web Ser-
vices incorporates two types of implementing blocks,
i.e. application-oriented block and connection-oriented
block. The former block guarantees the flexibility and
freedom for the enterprise to be responsive to chang-
ing market and business, and the later block ensure the
enterprise to leverage IT infrastructures already created
and implemented, namely Web Services can be deliv-
ered with existing infrastructures.
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Figure 2. Transmission Model of SOA-
Based Web Services

Obviously, these two types of implementing blocks
can therefore achieve end to end security and point to
point security respectively, with related strategies being
implemented (e.g. SSL and IPSec for the connection-
oriented block). As far as how to secure SOA-Based
Web Services is concerned, it is the most importmant to
take effective measures for securing element-wise ser-
vice interaction, which is taken place in application-
oriented block.

2.3 Anatomy of SOAP Message

In a SOA-Based Web Service, as shown in Fig. 1 and
Fig. 2, SOAP messages are exchanged through multi
hops (ultimate service endpoints and intermediaries). A



SOAP message is an envelope that has child elements
of an optional header and a mandatory body containing
core service information. The basic form of a SOAP
message is identified as an XML 1.0 document, as illus-
trated with the XML document below, with Envelope
element qualified with the namespace http://www.
w3.0rg/2003/05/socap—-envelope.

<?xml version="1.0" ?>

<env:Envelope xmlns:env=
""http://www.w3.0rg/2003/05/soap—-envelope’’>

<env:Header>

</env:Header>
<env:Body>

</env:Body>
</env:Envelope>

Two key parts of a SOAP message are message
header and message body, which are described as fol-
lows.

1. SOAP Message Header: which is optional. It con-
tains zero or more namespace-qualified elements,
(wsse:Security), which will be discussed in
Section 4.2.1. Unlike the SOAP message body,
which may not be modified, the message header
gives all intermediaries the right of accessing (read
and write) to its child elements.

Each header element, (wsse:Security), will
be processed by at most one service node, how-
ever, others may examine header elements not tar-
geted at them. A service node can add header ele-
ments for subsequent service nodes before forward-
ing the SOAP message, however, it should delete
any header elements targeted at it.

2. SOAP Message Body: which is classified as SOAP
request and SOAP response according to the func-
tional characteristics of the message.

SOAP Request: which contains zero or more
child elements. If multiple child elements are
present, they represent a single unit of work,
multiple units of work, or some combination
of work and data. Message elements are anal-
ogous to paper documents that have an under-
stood XML-Based structure.

SOAP Response: which may contain a document,
an RPC response, or a SOAP fault. SOAP
fault is a special case of SOAP response, and
is the only body child element that is defined
in SOAP specification [3]. A SOAP fault is
generated in response to errors or to carry
other status information.

3 Achieving Trustworthy SOA-Based Web
Services

Section 2 gives us the minimum of needed requisites
for understanding the security problems facing the Web
Services, and this section will detail the needed security
services for solving related security problems, and con-
clude the essentials of achieving trustworthy Web Ser-
vices, which is valuable for developing effective tech-
niques and strategies for securing the Web Services in
practice.

3.1 Needed Security Services

It is required that both the service requestor and the
service provider are legitimate communication parties,
privacy & integrity of service information exchanged be-
tween them (through multi-hops and across the Internet)
should be guaranteed, and effective measures should be
taken to frustrate possible attacks originated by the ad-
versaries. Needed security services are classified as fol-
lows.

o Identity legitimacy of two ultimate service end-
points should be assured.

o Confidentiality & integrity of service messages ex-
changed should be guaranteed.

e Policy for managing authorization and access con-
trol should be implemented.

e Furthermore, it is highly possible that IT infrastruc-
tures may be attacked by the adversaries, especially
in nowadays-networked environment. Following
two factors always account for the successful at-
tacks.

1. Vulnerabilities of the IT infrastructures,

2. Tricks and malicious intend (money theft,
identity theft, etc.) of the adversaries.

Therefore, the power to fighting attacks, for exam-
ple replay attack, denial-of-service, phishing attack
and so on, is also required for securing SOA-Based
Web Services.

3.2 Essentials of Securing SOA-Based Web
Services

According to the “Trustworthy” notion presented in
references [5][6], we can conclude that following tasks
should be accomplished for successfully securing IT in-
frastructures, namely to implement effective measures
for providing the needed security services mentioned



above, or for solving security problems facing nowadays
networked information systems (e.g. SOA-Based Web
Services).

1. Constructing trustworthy networked endpoints via
proper mechanisms for identity authentication and
authorization, which assures identity legitimacy of
intending communication parties and proper right
allocation.

2. Establishing trustworthy communication channel
via effective security strategies (protocols), which
guarantees the trustworthy transmission, i.e., data
privacy & integrity, and power to fighting attacks.

In the same way, the essential tasks of securing SOA-
Based Web Services are to complete source authentica-
tion and/or peer identity authentication, and to establish
trustworthy service channel between service request ap-
plication and service response application as shown in
the transmission model depicted in Fig. 2.

Fig. 3 depicted the scenario of anticipated trustwor-
thy service interaction in SOA-Based Web Services.
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Figure 3. Anticipated Trustworthy Service
Interaction

4 Contemporary Techniques and Strategy
for Securing SOA-Based Web Services

This section aims at developing effective strategies
for securing SOA-Based Web Services, precisely, it will
introduce the contemporary techniques and strategies
targeting at achieving trustworthy SOA-Based Web Ser-
vices.

4.1 Underlying XML-Based Cryptographic
Techniques

There are various XML-based security specifications
emerging in the industry, which are especially developed
for manipulating XML-Based messages or documents
(SOAP message is a qualified XML document). The key
specifications or techniques underlying XML-based se-
curity framework are (not limited to) as follows.

4.1.1 XML Encryption

The XML Encryption [7] is defined by W3C (World
Wide Web Consortium) and addresses the issue of data
confidentiality. Encrypted data and other necessary in-
formation are embedded in a specifically defined struc-
ture, EncryptedData, according to the specification.
CipherData is the mandatorily required child ele-
ment, possibly encoded in base64, or a reference to
the encrypted object. Elements EncryptionMethod,
KeyInfo, and EncryptionProperties are all
optional in EncryptedData. Child elements of
EncryptedData are concisely explained as follows.

e CipherData, which contains the resulting en-
crypted data or a reference to the encrypted object.

e EncryptionMethod, which specifies the en-
cryption algorithm (and the related key size).

e KeyInfo, which provides the information needed
by the recipient to decrypt the cipher data. The re-
ceiving entity is assumed to know how to perform
the decryption, if this child element is omitted.

e EncryptionProperties, which holds addi-
tional information related to the encryption.

The following code fragment is an instance of
EncryptedData. The first line indicates that the “ele-
ment value” is being replaced, and identifies this encryp-
tion for ease of being referred. The identifier of this en-
cryption will be referred for notifying the recipient (de-
cryption entity) the key being utilized for the encryption
(detailed in Section 4.2.3), and therefore KeyInfo el-
ement is omitted. EncryptionMethod specifies the
encryption algorithm is triple-DES with Cipher Block
Chaining confidentiality mode, and the encrypted data
is represented with CiphervValue element.

<xenc:EncryptedData
Type=''WebLink/xmlenc#Element’’
wsu:Id=""encl’’>
<xenc:EncryptionMethod Algorithm=
’’"WebLink/xmlenc#tripledes—cbc’’ />
<xenc:CipherData>
<xenc:CipherValue>
d2FpbmdvbGRfEO01m4byVo0. . .
</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>

Note: “http://www.w3.0rg/2001/04” is replaced by “WebLink” for
neaty illustration.

4.1.2 XML Signature

The XML Signature [8] is the specification initiated and
defined by W3C and IETF (Internet Engineering Task
Force), which provides element-wise data integrity and
authentication.



A signature is contained in the structure
Signature, which is made up of two required child
elements, SignedInfo and SignaturevValue, and
two optional child elements, KeyInfo and Object.
Child elements of an XML Signature are explained
as follows.

e SignedInfo, which specifies the algorithms for
producing signature, including the algorithm for
calculating message digest and algorithm for sign-
ing the data, lists the references (one or more) to
the data being signed, and records the value of the
message digest calculated by applying specified di-
gest algorithm to the referred data.

e SignatureValue, which represents the value of
the resulting signature.

e KeyInfo, which provides the information needed
by the recipient to validate the signature, such as a
key identifier (label string), the signer’s public key,
and a reference to where the public key is available.
It is assumed that the receiving entity knows how to
validate the signature, if this element is omitted.

e Object, as with the
EncryptionProperties element described
in XML Encryption, which holds additional
information related to the signature.

The following code illustrates an example of
XML signature.  Element SignedInfo is com-
posed of one SignatureMethod element, one
CanonicalizationMethod element, and two
Reference child elements.

SignatureMethod specifies the algorithms for
signing and hashing, RSA and SHA-I1, respectively.
CanonicalizationMethod is specified for trans-
forming XML document into standard representation
before signing or verifying the document, please refer
to [10] for more detail. The data being signed is lo-
cated by the URI attribute of Reference, and two
Reference elements refer to data of TO identifier
and data of body identifier, respectively. Reference
also contains the algorithm for message digest, indi-
cated by DigestMethod (i.e. SHA-1), value of di-
gest wrapped in DigestValue, applied the selected
algorithm to the referred data. The method of transfor-
mation is specified in Transforms. The transforma-
tion process is necessary for rendering the data suitable
for signature. SignatureValue is calculated based
on SignedInfo. The related key information needed
for verifying the signature is wrapped in KeyInfo ele-
ment, in which a token identifier is specified.

<ds:Signature>

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm=
/7 1Link2001/10/xml-exc—cl4n#’’ />
<ds:SignatureMethod Algorithm=
’71Link2000/09/xmldsig#rsa-shal’’ />

<ds:Reference URI='’#T0’'’'>
<ds:Transforms>
<ds:Transform Algorithm=
’'1,ink2001/10/xml-exc—cl4n#’’ />
</ds:Transforms>
<ds:DigestMethod Algorithm=
’"Link2000/09/xmldsig#shal’’ />
<ds:DigestValue>LyLsF094hPi4wPU. ..
</ds:DigestValue>
</ds:Reference>

<ds:Reference URI='"’#body’"’'>
<ds:Transforms>
<ds:Transform Algorithm=
/" Link2001/10/xml-exc—-cl4n#’’ />
</ds:Transforms>
<ds:DigestMethod Algorithm=
’"Link2000/09/xmldsig#shal’’ />
<ds:DigestValue>LyLsF094hPi4wPU. ..
</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>
HplzkmFZ/2kQLXDJbchm5gK. . .
</ds:SignaturevValue>

<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference
URI='"'#X509Token’’ />
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>

Note: “http://www.w3.0rg/2000” is replaced by “Link2000” and
“http://www.w3.0rg/2001” is replaced by “Link2001" for neaty illus-

tration respectively.

4.2 Contemporary Strategy for Achieving
Trustworthy SOA-Based Web Services

The WS-Security specification [9] is one of standards
defined by OASIS (precisely, it is outlined, developed,
and driven by a collaboration between IBM and Mi-
crosoft, and now being developed by OASIS consor-
tium.) and provides a mechanism for addressing end-
to-end security, specifically for data integrity, confiden-
tiality, and data origin authentication features within
a SOAP message by leveraging XML-Based crypto-
graphic techniques described above. As well, WS-
Security defines how to associate security tokens with
SOAP messages.

4.2.1 Token Services for Proof of Identity and be-
yond

WS-Security defines a generic mechanism for associ-
ating security tokens with the message. Specifically
it defines the header element, (wsse:Security), as
the container for conveying security-related information



with and about a SOAP message. “Associating secu-
rity tokens” means that one or more tokens are included
in (wsse:Security) element within the SOAP mes-
sage header and that referencing mechanisms (e.g. ID
Identifier) are introduced to refer to these tokens. Tokens
generally are either identification or cryptographic mate-
rial, i.e. a security token is a representation of security-
related information, such as X.509 certificates, Kerberos
tickets and so on. Therefore, security tokens can be uti-
lized to identify service endpoint and assert its right.
WS-Security specification [9] defines following types
of security tokens for associating them with the SOAP
messages, and how they are attached to the messages.

e A simple username token, with use of
UsernameToken, to pass the username and
password (optional) if the Web service is using
customer authentication.

e A container for
(non-XML  security
BinarySecurityToken, to pass
Certificates and Kerberos Tickets.

arbitrary binary tokens
token), with use of
X.509

e A container for XML-formatted tokens. For secu-
rity tokens based on XML, the extensibility of the
(wsse:Security) header allows for these secu-
rity tokens to be directly inserted into the header.

4.2.2 Cryptographic Services for Data Privacy &
Integrity and so on

WS-Security makes use of the XML Signature and XML
Encryption and defines how to include digital signatures,
message digests, and encrypted data in a SOAP mes-
sage. Moreover, the specification goes beyond these two
underlying specifications by tailoring them for manipu-
lating SOAP messages.

Message confidentiality & integrity and authentica-
tion are provided by leveraging XML Encryption and
XML Signature in conjunction with security tokens to
ensure that messages are transmitted without modifica-
tion, and to keep messages confidential.

4.2.3 Scenario of Trustworthy SOA-Based Web
Services

As a result, WS-Security in essence is a systematic
strategy for achieving trustworthy SOA-Based Web Ser-
vices, which leverages token services and XML-Based
cryptographic techniques mentioned in Section 4.1 for
comprehensively providing security services needed for
dealing with security problems facing Web Services.
Fig. 4 depicted the common scenario of trustworthy
SOA-Based Web Services.
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Figure 4. Scenario of Trustworthy SOA-
Based Web Services

At last, let’s go through a WS-Security-Based SOAP
message (taken from [9] for ease of understanding) with
a (wsse:Security) header, signature, and encrypted
content. For this example, the timestamp and the mes-
sage body are signed prior to encryption, The entire
body of the SOAP message is encrypted. Elements of
the SOAP message are explained as follows.

e BinarySecurityToken element specifies an
X.509 certificate that is encoded as Base64.

e EncryptedKey element specifies the key that
is used to encrypt the body of the message.
Since this is a symmetric key, it is passed in
an encrypted form, and the algorithm used to
encrypt the symmetric key is also specified in
this element. ReferenceList is used within
EncryptedKey, to identify encrypted elements
within the message that are encrypted using this
symmetric key.

e Signature element has been detailed in Sec-
tion 4.1.2.

e The message body contain only
EncryptedData element that has been de-
tailed in Section 4.1.1.

<?xml version=’’1.0"’ encoding='’'utf-8’'7?>
<Sll:Envelope xmlns:S11l=""...""
xmlns:wsse="’...’’ xmlns:wsu='’'...
xmlns:xenc="'...’’ xmlns:ds="'..."">
<Sll:Header>
<wsse:Security>
<wsu:Timestamp wsu:Id="'T0’'>
<wsu:Created>
2001-09-13T08:42:00Z</wsu:Created>
</wsu:Timestamp>

rr

<wsse:BinarySecurityToken
ValueType='"...#X509v3’"’
wsu:Id="’X509Token’’



EncodingType='"'...#Base64Binary’’>
MIIEZzCCA9CgAWIBAgGIQEmMtJZcOrgrKhb5i. ..
</wsse:BinarySecurityToken>

<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm=
' 'W3C/2001/04/xmlenc#rsa-1_5""/>
<ds:KeyInfo>
<wsse:KeyIdentifier
EncodingType='"'...#Base64Binary’
ValueType='"...#X509v3’’>MIGfMa0GCSq. ..
</wsse:KeyIdentifier>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>
d2FpbmdvbGRfEO1m4byVO. ..
</xenc:CipherValue>
</xenc:CipherData>
<xenc:Referencelist>
<xenc:DataReference URI=''#encl’’' />
</xenc:ReferenceList>
</xenc:EncryptedKey>

<ds:Signature>

Insert signature document exemplified in Sec-
tion 4.1.2 here.

</ds:Signature>
</wsse:Security>
</S1l:Header>

<S11:Body wsu:Id=’'body’’>
<xenc:EncryptedData Type=
’"W3C/2001/04/xmlenc#Element’’
wsu:Id=""encl’’>

Insert encrypted document exemplified in Sec-
tion 4.1.1 here.

</xenc:EncryptedData>
</S11:Body>
</S1ll:Envelope>

Note: “http://www.w3.org” is replaced by “W3C” for neaty illustration.

5 Conclusion

In this paper, it is emphasized to complete two es-
sential tasks for achieving trustworthy SOA-Based Web
Services, and it is suggested to implement two types of
security services provided (defined) by WS-Security, i.e.
token service and cryptographic service, for eventually
accomplishing these two tasks. In a word, essential tasks
of achieving trustworthy SOA-Based Web Services are
accomplished as follows.

1. Trustworthy Service Endpoint: Tasks of authenti-
cation and authorization can be accomplished with
proper token profiles being implemented. WS-
Security allows use of existing token-related tech-
nologies, such as X.509 Certificates, Kerberos
shared-secret tickets and even customer authenti-
cation.

2. Trustworthy Service Channel: Data privacy & in-
tegrity, and message authentication can be achieved
with use of security tokens, by leveraging XML-
Based cryptographic techniques, mainly including

XML Encryption and XML Signature, and espe-
cially tailoring these underlying XML-Based tech-
niques for SOAP messages.
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