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Abstract

The growth of the Internet has triggered tremendous op-
portunities for broadcast service. However, the security is-
sue of the broadcast has not been properly addressed. In
this paper, we propose a new multi-recipient public key
encryption scheme called ”Pairing-Based Multi-Recipient
Encryption” (PBMRE)to achieve a secure broadcast trans-
mission. In PBMRE, a ciphertext encrypted by an encryp-
tion key can be decrypted by a number of decryption keys.
Therefore, PBMRE can be applied to broadcast sensitive
information in a unsafe distributed environment. The pro-
posed scheme is novelly constructed on weil pairing on el-
liptic curve and the Shamir’s secrets sharing scheme [2].
We also proved that the security strength of our scheme
is relative to ”Gap Bilinear Diffie-Hellman Assumption”
(Gap-BDH), which is extremely difficult to compromise.

Keywords: Multi-Recipient, Pairing, Public Key Encryp-
tion, Gap-BDH

1 Introduction

The proliferation of the Internet has motivated tremen-
dous approaches for broadcast transmissions. An example
of these approaches is pay TV service, which occurs be-
tween multiple customers and a centralized company. An
overt issue in this scenario is that the company wants to
provide the service to only authorized users. On the other
hand, users may never be willing to expose the content they
retrieve from the company. The problem is known as how to
conduct secure and trusted broadcast transmission. To ad-
dress this problem, most traditional cryptographic schemes
are implemented as follows. Assume that there aren re-
ceivers, numbered1, . . . , n, and each of them has a pair
of private and public keys,(ski, pki). A sender encrypts a
plaintextMi to a reveiveri usingpki for i = 1, . . . , n and
sendsC1, . . . , Cn as ciphertexts. Upon the ciphertexts, the

receiveri extractsCi and decrypts it using its private key
ski. Such a public key encryption is called ”multi-recipient
public key encryption” in the literature [5, 6, 10].

There is a natural construction of a broadcast encryption
scheme derived from the multi-recipient public key encryp-
tion. That is, a single messageM is encryptedn times using
different public keypki for i = 1, . . . , n and the ciphertexts
(C1, . . . , Cn) are sent to receivers, respectively [4, 5]. How-
ever, such a scheme needs at leastn encryption operations
for delivering eachM , which is overtly inefficient.

In this paper, we present a novel multi-recipient public
key encryption scheme based on weil pairing, called ”Pair-
ing Based Multi-Recipient Encryption” (PBMRE). The key
idea of PBMRE is that we split a single decrypting key into
a number of private key subsets, each for an individual de-
crypter. We use Shamir’s secret sharing [2] to achieve this
key distribution. Different decrypters have their decryption
key components.

We prove our scheme is semantically secure (IND-CPA,
[14]) in a standard model assuming that the Bilinear Deci-
sional Diffie-Hellman problem (BDDH) is intractable. we
also enhance PBMRE to a slightly modified variant which
is equipped with IND-CCA security [14], under the random
oracle model assuming the Gap Bilinear Diffie-Hellman
problem (Gap-BDH) is computational infeasible [15]. Our
schemes are also resistant to colluding attacks. Even all
decrypters collude, they can not combine their decryption
components to recover the master key.

RELATED WORK. The concept of multi-recipient public
key encryption was proposed by Bellare, Boldyreva, and
Micali [5], and Baudron, Pointcheval, and Stern [4]. Their
results state that the security of public key encryption in
the single-recipient setting implies the security in the multi-
recipient setting. Therefore, a semantically secure multi-
recipient public key encryption scheme can be constructed
by simply encrypting a plaintext usingn different public
keys in a semantically secure single-recipient public key



encryption scheme. Later, a technique called Randomness
Re-use was proposed by Kurosawa [10] to improve the ef-
ficiency and save the bindwidth via an ElGamal [9] based
multi-recipient public key encryption scheme. Bellare,
Boldyreva and Pointcheval refined Kurosawa’s work [6] and
proposed a general test method to determine whether or not
a single-recipient public key encryption scheme is proper
to construct an efficient multi-recipient encryption scheme
with the randomness re-use technique.

In 2001, Boneh and Franklin constructed an practi-
cal identity-based encryption scheme taking advantage of
the weil pairing [7]. Later, several identity-based multi-
recipient encryption schemes were proposed. Chen, Harri-
son, Soldera, and Smart [8] and Smart [12] gave an identity-
based multi-recipient public key encryption scheme estab-
lished from Boneh and Franklin’s IBE scheme. However,
one drawback of this work [8], [12] is that their schemes
are not supported by appropriate formal security model
and proofs. Some outstanding schemes with formal se-
cure proofs were proposed by Mu, Susilo, and Lin [21], and
Baek, Safavi-Naini and Susilo [1].
ORGANIZATIONS. The rest of this paper is organized as
follows. Section 2 gives preliminaries on complexity as-
sumptions and Lagrange interposition. Section 3 describes
the schemes, and Section 4 discusses their efficiency. In
section 5 we present security proofs. Section 5 is the con-
clusion.

2 Preliminaries
The following computational problem and complexity as-
sumption are used in the security analysis of our schemes.

Definition 1[Bilinear Decisional Diffie-Hellman (BDDH)
Assumption] LetG1 andG2 be two groups of prime order
p, and with addition and multiplication as group
operations, respectively. LetP be a generator ofG1.
Assumee : G1 ×G1 → G2 is a bilinear map, namely
e(aQ, bR) = e(Q,R)ab holds for anyQ,R ∈ G1 and for
anya, b ∈ Zp, ande(P, P ) 6= 1 (see [7]). Suppose a
challenger choosesa, b, c, z ∈ Zp at random. If there exists
no polynomial-time adversary who can distinguish the
4-tuple (aP, bP, cP, e(P, P )abc) from the tuple
(aP, bP, cP, e(P, P )z) with a non-negligible advantage,
then the BDDH assumption holds for(G1,G2, e).

Definition 2[Gap-BDH Problem] LetG1,G2 ande be as
in Definition 1. The Gap-BDH problem is that given
(P, aP, bP, cP ), computee(P, P )abc with the help of the
Bilinear Decisional Diffie-Hellman (BDDH) oracle, which,
given(P, aP, bP, cP, κ), outputs 1 ifκ = e(P, P )abc and 0
otherwise.

Let A be an attacker.A’s advantage to solve the Gap-
BDH problem is defined as

AdvGap−BDH
A = Pr[AOBDDH (P, aP, bP, cP ) = e(P, P )abc].

A is a (t, qo, ε)-solver to the Gap-BDH problem if the ad-
vantage ofA is not less thanε whenA makesqo BDDH-
oracle queries andA run its attack within timet. The
Gap-BDDH problem is(t, qo, ε)-intractable if there is no
(t, qo, ε)-solver to the Gap-BDH problem.

Another tool used in our schemes is Shamir’s secret shar-
ing. It is a mechanism to distribute shares of a master secret
to several participants, and some of the participants can use
their shares to recover the master secret. LetΓ be a finite
subset ofZ∗p,wherep is a prime. The Lagrange interposition
polynomial∆i,Γ for i ∈ Γ is

∆i,Γ(x) =
∏

j∈Γ,j 6=i

x− j

i− j
.

Let |Γ| = m. A polynomialq(x) ∈ Zp[x] of degreem− 1
can be expressed as

q(x) =
∑

i∈Γ

q(i)∆i,Γ(x).

Obviously, q(0) =
∑
i∈Γ

q(i)∆i,Γ(0). In our schemes, we

will let q(0) denote the master secret.

3 Schemes
We first propose an IND-CPA secure scheme PBMRE-CPA,
then employ the technique used in [11] to extend it to an
IND-CCA secure scheme PBMRE-CCA.

(I) PBMRE-CPA

Key Generation:Select two groupsG1 andG2 of prime
orderp, such that there exists an admissible bilinear pairing
e : G1 ×G1 → G2 and the Computational Diffie-Hellman
problem onG1 is intractable [7]. LetP be a generator of
G1. Choose two elementsQ,R ∈ G1 at random.

AssumeE is the message encrypter (sender) and there
existd massage decrypters (receivers),D1, D2, · · · ,
Dd. Leta andb be two positive integers. Selecta+ bd pair-
wisely different elements inZp randomly, t0,1, · · · , t0,a,
t1,1, · · · , t1,b, · · · , td,1, · · · , td,b, and let

EC = {t0,1, · · · , t0,a}, DCj = {tj,1, · · · , tj,b}.
Let m = a + b. An elements ∈ Zp is picked randomly
as the master secret. Select at random a polynomialq(x) ∈
Zp[x] of degreem − 1 and with constant terms, namely
q(0) = s. Compute

EK = {q(t0,1)P, · · · , q(t0,a)P}
DKj = {q(tj,1)(R + Q), · · · , q(t0,b)(R + Q)}.

Finally computeP0 = sP and output the common param-
eter (p,G1,G2, e, P,Q, R, P0, EC). ReceiverDj keeps
DCj secretly.



Encryption:Chooser ∈ Z∗p uniformly at random and
compute the ciphertext

(U, V,W,X) = (rP, rQ, e(P0, R)r ·M, r · EK),

wherer · EK = {rq(t0,1)P, · · · , rq(t0,a)P}.
Decryption:For every receiverDj , he knows
Γ = EC ∪DCj , and from it he computes∆i,Γ(0) for each
i ∈ Γ. ThenDj computes

M1 =
a∏

i=1

e (R + Q, rq(t0,i)P )∆t0,i,Γ(0)
,

M2 =
b∏

k=1

e (q(tj,k)(R + Q), U)∆tj,k,Γ(0)

M =
e(V, P0) ·W

M1 ·M2

By the bilinearity ofe and Lagrange interposition, it is
easy to check that this quantity is equal to

W · e(V, P0)
e(R + Q, sP )r

= W · e(Q,P0)r

e(R, P0)r · e(Q,P0)r

= W · 1
e(R, P0)r

= e(R, P0)r ·M · 1
e(R, P0)r

= M.

(II ) PBMRE-CCA

Key Generation:Same as in the PBMRE-CPA. In addition,
we select two hash functionH1 : G2 → {0, 1}l1 and
H2 : {0, 1}∗ → {0, 1}l2 . The common parameter is

(p,G1,G2, e, P,Q, R, P0, EC,H1,H2)

Encryption:ChooseS ∈ G2 andr ∈ Z∗p at random
respectively. Compute

C = (U, V,W1,W2, σ,X)
= (rP, rQ, e(P0, R)r · S,M ⊕H1(S),

H2(S,M,U, V, W1,W2), r · EK)

Decryption:FromΓ = EC ∪DCj , Dj computes∆i,Γ(0)
for eachi ∈ Γ. Parsing the ciphertext into
(U, V,W1,W2, σ,X), Dj computes

S′1 =
a∏

i=1

e(R + Q, rq(t0,i)P )∆t0,i,Γ(0)

S′2 =
b∏

k=1

e(q(tj,k)(R + Q), U)∆tj,k,Γ(0)

S′ =
e(V, P0) ·W1

S′1 · S′2
M ′ = W2 ⊕H1(S′)

σ′ = H2(S′,M ′, U, V, W1,W2)

Checks whetherσ′ = σ. If it holds, returnM ′, otherwise
output ”Reject”.

4 Discussions

KEY GENERATION: As mentioned above, the degree
m − 1 polynomialq(x) ∈ Zp[x] is used to hide the master
secrets in a + bd shares. According to the secret sharing,
we can recover the master secret fromm of a + bd shares,
but from less thanm shares. Naturally, any decrypterDj

can not recovers sinceb < m. Further, lettingbd < m, we
can make even all colluding decrypters can not recover the
master secret.

Frombd < m anda + b = m, we geta > b(d − 1). If
b = 1, thena = d = m − 1 is a minimal number of shares
the encrypter shall keep. We can build a valid scheme for
any other parameters(a, b, d) with b > 1 anda > b(d− 1),
however, the efficiency will degrades.

COMPUTATIONAL EFFICIENCY: To encrypt a plaintext
M, our scheme needs one pairing computation (none if
e(P0, R) is precomputed),a + 2 scalar multiplications with
elements fromG1 to computerP, rQ, rq(t0,1)P, · · · ,
rq(t0,a)P , and 1 exponentiation in groupG2 to compute
e(P0, R)r.

For decryption, it looks like the cost will be dominated
by m = a+ b pairing computations. But, we can decrypt as
follows:

Let

M1 = e(R + Q,
a∑

i=1

∆t0,i,Γ(0) · rq(t0,i)P )

M2 = e(
b∑

k=1

∆tj,k,Γ(0) · q(tj,k)(R + Q), U)

Therefore

M =
e(V, P0) ·W

M1 ·M2

(We show this for PBMRE-CPA. A similar fact holds
for PBMRE-CCA). Hence, the decryption algorithm in our
scheme only needs three pairing computations, anda + b
scalar multiplications (for∆t0,i,Γ(0) · rq(t0,i)P , 1 ≤ i ≤ a
and∆tj,k,Γ(0) · q(tj,k) · (R + Q),1 ≤ k ≤ b) and three
operations inG2 (two multiplications and an inversing).



5 Security Analysis

We first prove that the hardness of the BDDH problem (Def-
inition 1) is sufficient for PBMRE-CPA scheme to be IND-
CPA secure in the standard model.

Theorem 1: If there exists an IND-CPA adversaryA to
break PBMRE-CPA scheme with advantageε in
polynomial timet, we can useA as a black box to
construct an algorithm solving BDDH problem with
advantage12ε in time t′, wheret′ = O(t).

Proof: We useA to construct an algorithmB solving the
BDDH problem.

SupposeB is given(P,G1,G2, e, aP, bP, cP, Z0, Z1) as
an instance of the BDDH problem, in this tuple,Z0 =
e(P, P )abc, andZ1 = e(P, P )z, wherez is uniformly dis-
tributed inZ∗p. By ε′, we denoteB’s advantage on distin-
guishing(P, aP, bP, cP, Z0) and(P, aP, bP, cP, Z1). Sup-
pose the running time ofB is t′. B generates an instance of
PBMRE-CPA scheme as follows.
B selects some proper parametersâ, b̂, d andm, such

that b̂ < m, b̂d < m, andâ + b̂ = m. Whered states the
number of decipherer.

Phase 1:B setsP0 = aP andR = bP . Choosesβ ∈ Z∗p
and degreem− 1 polynomialq(x) ∈ Zp[x] at random
respectively. Besides,B selects a proper subset ofZ∗p of
sizeâ, denoted byEC, at random. ThenB computes
Q = βP . Output(p,Q, R, P, P0,G1,G2, e, EC) toA.
Challenge Phase:On receiving two messagesM0 andM1

with same length fromA, B creates a target ciphertextC∗:

• Chooseu, v ∈ {0, 1} at random respectively.

• ReturnC∗ = (cP, βcP, Zv ·Mu, {q(i) · cP |i ∈ EC}).

For Zv, if v = 0, C∗ encryptsMu, sinceZv · Mb =
e(P, P )abc ·Mb = e(aP, bP )c ·Mb = e(P0, R)r ·Mu. If
v = 1, Zv ·Mu = e(P, P )z ·Mu. Due to the randomness
of z,A cannot earn any information aboutu.

Guess:On receivingA’s guessu′, B outputs
(P, aP, bP, cP, Zv) if u′ = u, otherwise output

(P, aP, bP, cP, Z1−v)

We analyze the advantage ofB. If v = 1, the adversary
A cannot get any information aboutu. SoPr[u′ = u|v =
1] = Pr[u′ 6= u|v = 1] = 1

2 , and the probability ofB
guessing the BDDH tuple correctly isPr[B success|v =
1] = 1

2 .
Otherwise ifv = 0,B returns the valid ciphertext ofMu.

As the notation in theorem, the advantage ofA breaking
PBMRE-CPA isε. Hence,Pr[u′ = u|v = 0] = 1

2 + ε, and

the probability ofB guessing the BDDH tuple successfully
is Pr[B success|v = 0] = 1

2 + ε.
In summary, the advantage ofB distinguishing the

BDDH tuple is

Pr[B success]− 1
2

= Pr[B success∧ v = 0]

+ Pr[B success∧ v = 1]− 1
2

=
1
2
· Pr[B success|v = 0]

+
1
2
· Pr[B success|v = 1]− 1

2

=
1
2
· (1

2
+ ε) +

1
2
· 1
2
− 1

2

=
1
2
ε

2

We prove that the hardness of the Gap-BDH problem is
sufficient for the PBMRE-CCA scheme to be IND-CCA se-
cure in the random oracle model.

Theorem 2:Suppose there exists an IND-CCA adversary
A to break the PBMRE-CCA scheme with advantageε
within polynomial time t. LetA make at mostqH1 , qH2

andqd queries toH1, H2 and decryption oracle
respectively. We can useA as a subroutine to construct an
algorithmB solving Gap-BDH problem with advantageε′

in polynomial timet′. Wheret′ = O(t), and
ε′ ≥ 1

qH2
(ε− qd

2l2
)(1− qH1

2l1
− qH2

2l2
). Let l1 andl2 be the

length of hash value ofH1 andH2 respectively.

Proof: In [11], a security notion for public key encryption
called ”Oneway-ness under Plaintext Checking Attack
(OW-PCA)” is defined. Informally, a public key encryption
scheme is(t′, qo, ε

′)-OW-PCA secure if for anyt′-time
attackerB makingqo queries to thePlaintext Checking
(PC) oracle, which, given a ciphertext-plaintext message
pair (C,M), outputs 1 ifC encryptsM and 0 otherwise,
B’s probability of finding a pre-image of a given ciphertext
is less thanε′.

It is easy to find that the PBMRE-CPA is OW-PCA se-
cure assuming that the Gap-BDH problem is intractable:
Taking a common parameter(P, R, P0), a ciphertext
(U, V,W, r · EK), and a certain plaintextM ′ as input, the
PC oracle checks whether(P, U,R, P0,W/M ′) is a Bilin-
ear Diffie-Hellman tuple. Hence, the running time and ad-
vantage of the OW-PCA attacker is exactly the same as the
Gap-BDH attacker.

Assume that an IND-CCA adversaryA breaks the
PBMRE-CCA scheme with advantage greater thanε within



time t, and makes at mostqH1 , qH2 andqd random oracle
and decryption queries respectively. We can construct an
OW-PCA attackerB for the PBMRE-CPA scheme.

Suppose thatB is given(p,Q, P, P0, R,G1,G2, e, EC)
and

(U∗, V ∗,W ∗, X∗) = (r∗P, r∗Q, e(P0, R)r∗ ·S∗, r∗ ·EK)

as a target ciphertext of the PBMRE-CPA scheme, and
makes at mostqo queries to the PC oracle of the PBMRE-
CPA scheme within timet′. We denoteB’s winning proba-
bility by ε′, B plays an IND-CCA game withA as follows.

Phase 1:B givesA

(p, P, Q, P0, R,G1,G2, e, EC, H1,H2)

as the common parameter. Where theH1 andH2 are the
random oracles controlled byB as below.

H1: On receiving a querySj for a queryj ∈ [1, qH1 ]:

• If (Sj ,Kj) exists in theH1list, returnKj .

• Else check whether(U∗, V ∗,W ∗, X∗) encryptsSj us-
ing the PC oracle.

∗ If it holds, returnSj and terminate the game (i.e.
B has found the pre-image of(r∗P, r∗Q,
e(P0, R)r∗S∗, r∗ · EK)).

∗ Otherwise, do:

? ChooseKj ∈ {0, 1}l1 uniformly at random.

? Put(Sj ,Kj) into theH1list and returnKj .

H2: On receiving a query(Sj ,Mj , Uj , Vj ,Wj1,Wj2)
for some queryj ∈ [1, qH2 ]:

• If ((Sj ,Mj , Uj , Vj ,Wj1,Wj2), σj) exists in H2list,
returnσj .

• Else check whether(r∗P, r∗Q, e(P0, R)r∗S∗, r∗ ·
EK) encryptsSj using PC oracle.

∗ If it holds, returnSj and terminate the game (i.e.
B has found the pre-image of(r∗P, r∗Q,
e(P0, R)r∗S∗, r∗ · EK)).

∗ Otherwise:

? Chooseσj ∈ {0, 1}l2 uniformly at random.

? Put ((Sj ,Mj , Uj , Vj ,Wj1,Wj2), σj) into
theH2list and returnσj .

Phase 2:B answersA’s decryption queries as follows.

On receiving a decryption queryCj for somej ∈ [1, qd].
WhereCj = (Uj , Vj ,Wj1,Wj2, rj · EK, σj):

• If ((Sj ,Mj , Uj , Vj ,Wj1,Wj2), σj) exists inH2list:

∗ Compute theH1(Sj) using theH1 oracle and
check whetherH1(Sj)⊕Mj = Wj2.

? If not, return ”Reject”.

? Otherwise, check whether(Uj , Vj ,Wj1, rj ·
EK) encryptsSj using the PC oracle.

◦ If it holds, returnMj .

◦ output ”Reject” otherwise.

• Otherwise return ”Reject”.

Phase 3 Challenge:B uses the target ciphertext
(U∗, V ∗,W ∗, r∗ · EK) =
(r∗P, r∗Q, e(P0, R)r∗S∗, r∗ · EK) of PBMRE-CPA to
create a target ciphertextC∗

Upon receiving(M0,M1):

• Chooseb ∈ {0, 1} at random.

• ChooseK∗ ∈ {0, 1}l1 uniformly at random and set
H1(S∗) = K∗.

• Chooseσ∗ ∈ {0, 1}l2 uniformly at random and set
H2(S∗,Mb, U

∗, V ∗,W ∗
j1,

W ∗
j2) = σ∗.

• ReturnC∗ = (U∗, V ∗,W ∗
j1,K

∗ ⊕ Mb, σ
∗, r∗ · EK)

as a target ciphertext.

Phase 4: B answersA’s queries as in Phase 1 and 2.
Phase 5 Guess:On receivingA’s outputingb′, B outputs a
S chosen uniformly at random fromH2list, if b′ = b,
otherwise⊥.

The simulation of the decryption oracle is nearly perfect,
except that a valid ciphertext is rejected since the adversary
A has guessed a right value for the output ofH2 without
quering it. It happens with probability1/2l2 .

Following the simulation ofA’s challenger,B will give a
correct result which decrypts(r∗P, r∗Q, e(P0, R)r∗ ·S∗, r∗·
EK) in the following cases.

1. When A query H1 with a Sj , B finds that
(r∗P, r∗Q, e(P0, R)r∗ ·S∗, r∗ ·EK) encryptsSj . This
case happens with probability

qH1
2l1

.

2. WhenA queryH2 with a (Sj ,Mj , Uj , Vj ,Wj1,Wj2),
B finds that(r∗P, r∗Q, e(P0, R)r∗ · S∗, r∗ · EK) en-
cryptsSj . This case happens with probability

qH2
2l2

.

3. At the end ofA’s attack, ifA didn’t correctly guess
the output ofH2 without quering it,B picks a random
tuple inH2list. We denoteGuessH2 as the event that
A correctly guessing the output ofH2.



We denoteE1, E2 andE3 as the events listed above re-
spectively. Then

Pr[B success] = Pr[E1]Pr[B success|E1]
+ Pr[E2]Pr[B success|E2]
+ Pr[E3]Pr[B success|E3]
≥ (1− Pr[E1]− Pr[E2]) ·

Pr[B success|E3]

≥ 1
qH2

(1− qH1

2l1
− qH2

2l2
) ·

(Pr[b′ = b|¬GuessH2]− 1
2
)

≥ 1
qH2

(1− qH1

2l1
− qH2

2l2
) ·

(Pr[b′ = b]− Pr[GuessH2]− 1
2
)

SinceA makes at mostqd decryption queries during the
whole attack,Pr[GuessH2] ≤ qd

2l2
. Thus

Pr[B success] ≥ 1
qH2

(ε− qd

2l2
)(1− qH1

2l1
− qH2

2l2
)

2

6 Conclusions
In this paper, we proposed pairing based provably secure

multi-recipient public key encryption schemes (PBMRE)
that can broadcast encrypted data efficiently. We provided
a complete security proof for these schemes. In the future
work, we will apply this scheme in secure distribution sys-
tems, such as an online TV payment and E-auditing.
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