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Abstract - The Transmission Control Protocol/Internet Protocol (TCP/IP) is combination of different
protocols at various layers. TCP/IP is the basic communication language or protocol of the Internet and
private networks either an intranet or an extranet. TCP interfaces between the application layer and the
network layer. It is a connection oriented, reliable delivery transport layer protocol that sends data as an
unstructured byte stream. It is responsible for verifying the correct delivery of data from client to server. IP
is a very simple protocol and demands only minimal functionality from the underlying medium and can be
deployed on a wide variety of network. It is responsible for moving packet of data from node to node.
Security requirements for wireless communications are similar to the wired network but are treated
differently because of applications involved and possible fraud. In this paper we investigate and analyze
TCP/IP over wireless network and compare it with TCP/IP over wired networks. We will also discuss
security issues related to the deployment of TCP/IP protocols over wireless networks.
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1.0 Introduction

TCP/IP created from a simple set of protocols. TCP/IP protocol suite is so named for two of its most
important protocols: Transmission Control Protocol (TCP) and Internet Protocol (IP) [1]. TCP/IP is the
engine for the Internet and all the applications on the Internet make use of TCP, relying upon its system
that ensures safe delivery of data across an unreliable IP layer. TCP/IP is independent of any particular
transmitting medium. TCP/IP is not secure against data snooping, connection hijacking, authentication
attacks, or other network security threats [2]. Losses of wireless link have bad impact on TCP performance
due to the complexity in distinguishing congestion losses from wireless link losses [3].

The wireless networks are less reliable and have extremely different characteristics than the wired
networks, which are composed of copper or fiber optic cable and provide reliable communication between
hosts. TCP provides reliability by maintaining a running average of estimated round-trip delay and mean
deviation, and by retransmitting any packet whose acknowledgement is not received within twice the
deviation from the average. Due to the relatively low error rates over wired networks packet losses are
assumed to be as a result of congestion [4].

Wireless links are distinguished by low bandwidth and high bit-error rates and time-varying. Originally
TCP was developed for wired networks and because of the difference in bit-error rates causes a major loss
in the performance of TCP.

Security requirements for wireless communications are similar to the wired network but are treated
differently. Security is required for different parts of the wireless networks. In addition to the security



requirements for the wireless networks there are also some security requirements that are specific to
TCP/IP.

The structure of this paper is as follows, after a brief introduction in section 1; we review the related work
in section 2, and describe the TCP performance over wireless networks in section 3. Then in section 4, we
compare the TCP/IP over wired and wireless networks. In section 5, we discuss the security in wireless
network. In section 6, we introduce the TCP/IP specific security and finally we conclude the paper in
section 7.

2.0 Related Works

This section reviews previous work on improving TCP performance over wireless networks. TCP is a
reliable transport protocol adjusts to work with traditional networks with low bit-error rates and stationary
hosts. Therefore its performance will be decreased with wireless links and mobile hosts that have higher
bit-error rates [5].

Reference [6] describes the design and implementation of a simple protocol, called the snoop protocol that
improves TCP performance in wireless networks. The protocol modifies network-layer software mainly at
a base station and preserves end-to-end TCP semantics. The main idea of the protocol is to cache packets at
the base station and perform local retransmissions across the wireless links. Simulations of this protocol
show that it is significantly more robust to deal with unreliable wireless links as compared to normal TCP,
This enables the protocol to tolerate at least 10 times as high an error rate without any performance
degradation.

Chan et al. [7] have comprehensively evaluated the impact of variable rate and variable delay on long-lived
TCP performance. They proposed a model to explain and predict TCP’s throughput over a link with
variable rate and/or delay. They have also proposed a network-based solution called Ack Regulator that
mitigates the effect of variable rate and/or delay without significantly increasing the round trip time, while
improving TCP performance by up to 40%.

Reference [8] uses reliable transport protocols such as TCP use end-to-end flow, congestion and error
control mechanisms to provide reliable delivery over an internet-work. Though, the end-to-end
performance of a TCP connection can suffer considerable degradation in the presence of a wireless link.
They explored alternatives for optimizing end-to-end performance of TCP connections across an internet-
work consisting of both fixed and mobile networks. The central idea in their approach is to transparently
split an end-to-end connection into two separate connections; one over the wireless link and the other over
the wired path. The connection over the wireless link may either use regular TCP or a specialized transport
protocol optimized for better performance over a wireless link. Their approach did not require any changes
to the existing protocol software on stationary hosts. Results of a systematic performance evaluation using
both their approach and regular TCP showed that their approach yields some significant performance
improvements.

3.0 TCP Performance over Wireless Links

TCP is the most common transport protocol. It can regulate end to end delays and packet losses caused by
congestion. TCP provides reliability by sustaining a running average of estimated round-trip delay and
mean deviation, and by retransmitting any packet whose acknowledgment is not received within twice the
deviation from the average [9].

Wireless links has high bit-error rates and discontinuous connectivity characteristic thus all losses that are
due to congestion become relatively problematic over wireless links. TCP reacts to packet losses as it



would in the wired environment: it drops its transmission window size before retransmitting packets,
avoidance mechanisms [10] and resets its retransmission timer [11]. These measures result in an
unnecessary reduction in the link’s bandwidth utilization, thus causing a major degradation in performance
in the form of poor throughput and very high interactive delays [12].

TCP performance over wireless links provides reassembly of user data and handles flow and congestion
control. When a session becomes idle or acknowledgements are lost TCP detects losses using timeouts.
Congestion occurs when routers are overloaded with traffic that causes their queues to build up and
ultimately over flow leading to delays and packet losses. Sending window size decreases thus reducing data
throughput.

When a TCP packet is lost after crossing some wireless links in the path, its
retransmission has to cross those links again, thus wasting bandwidth [13]. Losses have more clear impact
on paths with higher end-to-end delay, which need TCP to sustain large transmission windows to keep data
flowing. On such paths TCP also suffers from false timeouts, that is, timeout, which would be avoided if
the sender waited longer for acknowledgements.

4.0 Comparison of TCP/IP over wired and wireless networks

4.1 Wired networks

« High bandwidth (about 100Mbps)
o Random packet loss is negligible
o High performance rate

4.2 Wireless networks

¢ Reduced bandwidth
« Higher loss rate due to its vulnerability to interference and disconnection
o Low performance rate

5.0 Security in wireless network

Wireless networks share many common characteristics with wired line networks (e.g. public switch
telephone/ data networks), therefore many security issues with the wired line networks apply to wireless
network. Wireless channels are open system therefore this makes a wireless system more exposed to
unauthorized access and manipulation of sensitive data than wired networks.

For combination of security features into wireless communication must consider restrictions that may apply
to their use such as small packet size, low bandwidth, high transmission costs, limited processing and
storage resources and real time constraints [14].

5.1 Common attacks against security

A network environment is in general susceptible to a number of security threats as flows [15]:

o Unauthorized use of resources
¢ Repudiation of actions

o Wire tapping

« ID spoofing

« Denial of Service



o Guessing of passwords
e Guessing of keys
o Viruses

5.2 Operating System — Specific Security

Many of the security features available for TCP/IP are based on those available through the operating
system and it consists of the following major components [16]:

o Access Control, the security procedure for networking is an extension of the security policy for the
operating system and it is as follows

o User authentication is provided at the remote host by a user name and password.

» Connection authentication is provided to ensure that the remote host has the expected Internet
Protocol (IP) address and name.

o Data import and export security, permits data at a particular security level to flow to and from
network interface adapters at the same security and authority levels.

o Auditing, network auditing is provided by TCP/IP, using the audit subsystem to audit both Kernel
network routines and application programs. The following types of events are audited [16].

e Kernel Events:
Change Configuration, Change host ID, Change route, Connection, Create socket, Export
object, Import object

¢ Application Events:
Access the network, Change configuration, Change host ID, Change static route, Configure
mail, Connection, Export data, Import data, Write mail to file.

6.0 TCP/IP Specific Security

In the past, there were different encoding protocols used between the terminal and the WAP gateway and
between the WAP gateway and the network. TCP/IP enables the usage of TSL (Transport Security Layer)
all the way from the terminal to the origin server [17]. There are some security methods (TCP/IP
commands and TCP/IP trusted process) specific to TCP/IP and they work together with the operating
system security features as were discussed to provide the security for TCP/IP [16]. Since TCP/IP is an open
protocol the hackers find it an easy prey to attacks. Many of these attacks generate large volumes of TCP/IP
traffic.

6.1 Procedure for providing various degrees of security

The following methods are generally used to provide various degrees of security [15 ]:

o |P filtering

o Network Address Translation (NAT)

o |IP Security Architecture (IPsec)

e Secure Sockets Layer (SSL)

o Application proxies

o Firewalls

 Kerberos and other authentication systems
e Secure Electronic Transactions (SET)



6.2 Operating system security

e Trusted Path, prevent unauthorized programs from reading data from a user terminal.

o Trusted shell feature (tsh), executes only trusted programs that have been tested and
verified as secure.

o Secure Attention Key (SAK), establishes the environment necessary for secure
communication between user and the system.

6.3 TCP/IP Command Security

TCP/IP commands (ftp, rexec and telnet) provide a secure environment during operation [16].
o ftp function provides security during file transfer.
e rexec command provides a secure environment for executing commands on a foreign host.
« telnet function provides security for login to a foreign host.

6.4 Trusted Processes

Trusted program or trusted process is a shell script, a daemon, or a program that meets a particular standard
of security. Trusted programs are trusted at different levels [16].

7.0 Conclusions

TCP/IP is an established industry standard technology and it was developed based on wired links and
stationary host. TCP/IP will enable faster connections and increased efficiency for large data sizes. The
performance of TCP/IP is to focus on either the transport layer or the link layer to improve the throughput.

TCP/IP performance decreases in wireless link and mobile host that have higher bit-error rates. In recent
years wireless network services have found an important role in telecommunication and security is one of
the critical issues for both users and providers. Open nature of wireless channels makes a wireless system
more vulnerable to threats also mobile applications have particular necessities and vulnerabilities;
therefore, they need exceptional security mechanism. The main constraints for providing security in mobile
and wireless systems and wired system are bandwidth, memory and processing power. Many of the security
features available for TCP/IP are based on the available operating system.

In the near future, wireless networks will increase extremely and there will be additional request for faster
data rates, better quality of service and security. Therefore, it will require developing collaboration between
different protocol layers, security mechanisms and new solutions for better transmission of data.
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