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Abstract—Group communication is becoming increasingly
popular in Internet applications such as videoconferences,
online chatting programs, games, and gambling. For
secure communications, the integrity of messages, member
authentication, and confidentiality must be provided
among group members. To maintain message integrity, all
group members use the Group Key (GK) for encrypting
and decrypting messages while providing enough security
to protect against passive attacks. Tree-based Group
Diffie-Hellman (TGDH) is an efficient group key
agreement protocol to generate the GK. TGDH assumes
all members have an equal computing power. One of the
characteristics of distributed computing and grid
environments is heterogeneity; the member can be at a
workstation, a laptop or even a mobile computer. Member
reordering in the TDGH protocol could potentially lead to
an improved protocol; such reordering should capture the
heterogeneity of the network as well as latency. This
research investigates dynamic reordering mechanisms to
consider not only the overhead involved but also the
scalability of the proposed protocol.
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1. Introduction

Group communications are created all over the
network in the form of videoconferences, on-line chatting
programs, games, and gambling. Security plays an
important role in these instances of group communication.
According to [3], member authentication processes and key
distribution take place at the beginning of a group
communication. The group size tends to be less than 100
[8]. However, the Group Key (GK) computation takes a
relatively long time to complete. For achieving a high level
of security, the GK should be changed after every member
joins and leaves so that a former group member has no
access to current communications and a new member has
no access to previous communications [3]. The group key
agreement protocol focuses on the GK computation, which
consists of evaluating a function of modular
exponentiations. In order to calculate the GK using
modular

exponentiations, the adaptation of key trees is needed to
reduce  the  computational  overhead. Modular
exponentiation is the computationally most expensive
operation in TGDH [2]. The number of exponentiations for
membership events depends on the number of group
members. The algorithm efficiency of TGDH is O (log,n),
where # is the current number of members, so it is efficient
as long as the key tree is perfectly balanced. However,
maintaining a perfect key tree balance results in a
significant overhead. Maintaining a perfectly balanced tree
after a membership change is one problem; another is that
TGDH assumes an underlying homogeneous network.
However, in distributed computing environments, members
can be at a workstation, a laptop, or even a mobile
computer. For example, if there is a mobile computer
member in the group communication and his position is
assigned to the last position in the key computational
sequence in the group key computation, then he/she must
calculate the cardinal value K = g“***" mod p. The last
positioned member has to compute the most complex value,
so if a mobile member is assigned to the last position in the
key computation, then all members must wait longer for
obtaining the GK. It is clear that a member sequence must
be reordered taking into account that the network is
composed mainly of heterogeneous components and
therefore, each has different computing power. A
reordering scheme to optimize the GK computation is
proposed in this research. A secure and efficient key
management is a critical issue in group communication [7].
If the system’s performance is low, then the system’s
usability will be low. Therefore, the focus on increasing the
efficiency of the group key computation is aimed at
maximizing system’s usability.

2. Related Work

Group communication arises in many different settings,
from low-level network multicasting to conferencing, and
other groupware applications. Regardless of the
environment, security services are needed to provide
communication privacy and integrity. These services are not
possible without a secure and efficient key distribution,
authentication, and other mechanisms. In a secure
communication, group members need a common group key



to protect their messages exchanged as well as group key
management for the computation and distribution of the GK.
Unless the communication channel is secure, delivery of
messages over the network to the right destination cannot be
guaranteed. Group key management is a building block to
provide such assurance. There are two types of schemes in
group key management, group key distribution and group
key agreement [9]. The group key distribution is assigned to
one member in the group who then becomes the key
distribution center. He/she computes the GK and distributes
it to each member in the group. The group key agreement is
suitable for peer-to-peer group communication [9]. In these
groups the group key agreement protocol ensures that each
member has an equal opportunity for generating the GK.
One member takes the role of the Group Controller (GC),
collects all the members’ blind keys (public keys),
broadcasts the group key computation tree structure to all
members, and controls the overall group key computational
processes.

3. Tree-Based Diffie-Hellman Group
Key Computation

The Group Diffie-Hellman (GDH) key agreement
protocol [10] is an extension to the Diffie-Hellman (DH)
key exchange protocol [3]. The GK computation is an
important component of group key management in securing
group communication; several efforts to enhance the group
key computational process have been reported [13] in
which every member must contribute in the computation of
the GK. Therefore, group key management focuses on
minimizing computational overhead due to its inherent
expensive cryptographic operations [1]. Because of the
complexity of the GK computation, the group key
management adopts a key tree structure that reduces
computational times. Key trees have been suggested in the
past for centralized group key distribution systems to
reduce the complexity of the key calculation [6]. One such
group key computational protocol is the Tree-based Group
Diffie-Hellman TGDH [5].

An example of the key tree-based GK computational
process follows. In the binary key tree for generating a
group key in Fig. 1, each node </, v> represents a v-th node
at level 7 in the tree and node </, v>’s secret (private) key
K< .- and a blind (public) key BK., ,»= fiK<; ,») = g~
mod p, where g and p are large integers. Every member
holds the secret key along the key path. For simplicity,
assume each member knows the blind keys in the key tree.
The key paths are the shadowed nodes (node <0,0>, <1,0>,
and <2,0>) in Fig. 1. The final group key K<0,0> in Fig. 1
is computed with the key paths using blind keys BK.; s,
BK<3, 1> BK<2, > BK<2, 2> BK<3, 6>y and BK<3, 7> [2]
Therefore, the final group key can be computed as Eq.(1):
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K<0,0> = g(g & ) mod p (1)
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The TGDH has two major disadvantages. First,
maintaining a balanced group key computational tree
causes overhead. The group key computational tree must
be balanced at any given time so that the efficiency of
group key computation would be O(log n). Otherwise, the
performance of group key computational key would be
worse than O(log n). The second disadvantage is derived
from no regard for member’s diversity in that if a slow
member such as a mobile computer joins the group key
computational processes, then the wait time would be long.

Figure 1. A Binary Tree for Generating Group Key

4. Enhanced Group Key Computation
Protocol (EGKCP)

The idea of the proposed protocol relies on the premise
that the members who participate in distributed computing
do not have equal computing power. The proposed key
computational protocol requests only members with fast
machines join in the group key computational processes to
increase efficiency. The group key must be regenerated for
secure communication whenever group membership
changes. The details of the proposed procedure are
described below.

Suppose that the group size is n and group members are
M;, M,, M;,..., M, ;, M, for n < 100. If a new member, M, ;
joins the group, then M,.; becomes the group controller
(GC) responsible for controlling the group key
computational processes, so any member can be the GC and
the GC can store other’s blind keys into his / her own Blind
Key Queue (BKQ) in Fig. 2. Each member is required to
have a Queue structure.

The GC requests all members to generate a blind key
(& mod p, i € [1,n], g is an exponentiation base, p is a
prime number, and Ki is i member’s private key) by
sending a request message. The group controller (GC)
receives all blind keys and stores them into his/her own
BKQ in the order of their arrival to determine fast members
joining in the next level of the group key computational
process. The fastest member’s blind key is always stored in
the front of the BKQ. On the other hand, the slow
members’ blind keys go in the rear of the BKQ.

In general, two factors must be considered to determine
faster members. One is to measure member’s computing



Table 1. Key Computational Processes
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power and the other is to measure communication latency.
If the time taken for communicational messages to traverse
the network is long, then the member would be regarded as
a low performance member no matter how fast their
computing power. Therefore, measuring member’s
performance must include both the computing power and
communication latency simultaneously. Therefore, using
the BKQ is a simple way to measure both elapsed times for
computing the group key and communication latency.

The number of levels in the group key computational
processes can be determined by a group size. If the group
size is n, then the number of levels is log, n + 1. In the first
level, all members are required to generate a blind key. In
the next level, each member exchanges their blind key with
members located on the opposite side of the BKQ in Fig. 2.
Following each level of group key computation, the GC
collects all computed partial group keys and stores them
into the BKQ at every level of the group key computational
process. The blind keys are stored in the BKQ in the order
of their arrival. Therefore, Fig. 2 describes that the fastest
member’s key goes to the A4; spot, the second fastest
member’s key goes to the 4, spot, and so on. The BKQ
automatically assigns a pair of key computations. For
example, if a member is in the 4; spot, then he is assigned
to compute with a member in the last spot, 4,. Thus, 4;
spot’s blind key (g*? mod p) will be computed with 4,
spot’s blind key (¢"" mod p), 4, spot’s blind key (g** mod
and so on.

After having completed all levels, the final group key can
be computed as:

oK3Kn gK2Kn1 gK(n/Z)Kn—(n/Z)

g modp (2)

In this case, only fast members (the shaded area in Fig. 2)
are allowed to join in the next level in the group
computational processes. Therefore, the proposed protocol
can prevent unnecessary delays and improve efficiency.

5. Experimental Results and
Comparison

Big O notation is useful when analyzing algorithms for
efficiency. For example, the time (or the number of steps) it
takes to complete a problem of size n might be found to be
T(n) = 4n? - 2n + 2. As n grows large, the »n2 term will
come to dominate, so that all other terms can be neglected
[14]. The efficiency of T(n) is O(x’), so we can compare
algorithm efficiency with Big O notation. Complexity
analysis requires however, that the problem size n must be
significantly large. As mentioned earlier, the group size is
less than 100, so it is not suitable to analyze group key
computational protocols. Therefore, direct measurements is
the only way to estimate elapsed times for comparing the
algorithm efficiency.



Table 1 shows the levels of group key computational
processes, and the higher levels take more computational
times to complete the calculation. If a group size is 64, the
actual group key computational processes are followed in
Table 1.

In this section, group computational processes were
tested at four different Intel Pentium IV machines. Each
machine’s elapsed times were measured 16 times for the
group key computation at each level in Table 1. Their
averages are found in Table 2. We used 1,024-bit integer g
(exponentiation base), p (divider), and K (secret key) for all
measurements. These values are known to be secure in the
current technology [15].

Fig. 3 is based on Table 2. The values in x-axis mean the
level of group key computation. The values in y-axis are
elapsed times (msec). TGDH was compared with
Enhanced Group Key Computation Protocol (EGKCP). Fig.
4 shows the differences between TGDH and EGKCP.
TGDH does not consider member’s computing power.
Thus, TGDH must wait until the slowest member has
completed computation of the group key.

However, in EGKCP, only fast members are allowed to
compute the group key, so it always takes the least time to
compute the group key. Therefore, the overall performance
of EGKCP is on average 2.9 times faster than in TGDH.

Rear Front
A, A, A, A; A, A;
Level 1 | o5 mod p| ¢ mod p Z'modp | ¢“modp | g modp
An/2 AZ AI
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Figure 2. The Blind Key Queue (BKQ) in Group Controller

Table 2. Average elapsed time for group key computation

(msec)
2.8G, 2.0G, 1.3G, 1.8G,
Level | 1GR 94 MR | 480 MR | 256 MR
1 63.0 94.0 79.0 125.0
2 115.0 172.0 141.0 234.0
3 125.0 204.0 234.0 266.0
4 172.0 282.0 266.0 406.0
5 203.0 359.0 360.0 531.0
6 250.0 406.0 484.0 484.0
7 297.0 469.0 546.0 579.0

6. Conclusions

Group key computation protocols must consider a variety
of members; otherwise, the system usability will be
degraded. Currently mobile computers are becoming more
popular. Network clusters are communicating with
conventional servers. The enhanced group key computation
protocol is proposed because conventional group key
agreements do not consider the network heterogeneity in
terms of member’s computational power. The enhanced
protocol proposed also takes into account the latency of the
network as it affects message delays during the group
interaction. Each time membership changes, the members
who join in the group key computational processes must be



fast members to avoid unexpected delays in obtaining the
group key. The BKQ structure proposed is being used to
order messages containing blind (public keys) in the order
of arrival. The first members in the queue are selected to
join in the group key computational processes. Currently
the feasibility of the Enhanced Group Key Computation
Protocol (EGKCP) approach is being investigated in terms
of improved GK efficiency.

In addition, the feasibility of the proposed protocol is being
investigated in Grid environments [16] to demonstrate its
scalability in terms of the number of members and under
various network conditions.
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Figure 3. Group Key Computational Time for Each Machine
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