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Abstract - Data collection mechanism is a crucial factor 
for the performance of intrusion detection system (IDS). 
Simple random sampling and Stratified random sampling 
techniques of statistics are introduced to the procedure of 
data collection for IDS, and formulas used to calculate the 
sample size of packets based on these sampling techniques 
are presented. The implementation of packets sampling is 
provided, and efficiencies of these data collection 
mechanisms for IDS are compared in this paper. 
Experimental results show these two mechanisms both can 
improve the efficiency of data collection and strengthen the 
processing performance of IDS, while stratified random 
sampling technique performs better especially in the large-
scale high-speed network. 
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1 Introduction 
  As we increasingly rely on information infrastructures 
to support critical operations in defense, banking, 
telecommunication, transportation, electric power, and 
many other systems, intrusions into information systems 
have become a significant threat to our society with 
potentially severe consequences [1], [2]. It is very difficult 
to defend all sorts of network attacks with traditional 
security strategies or mechanisms (such as firewall). Even 
the best security countermeasure will be inevitably invaded, 
and intrusion detection system (IDS) has been an 
indispensable part of computer security [3]. Intrusion 
detection techniques mainly consist of misuse detection 
and anomaly detection, and there are many well-known 
detection methods such as state transition analysis, expert 
system, neural network and data mining. Both detection 
techniques have inherent limitations. Recently, there 
appears a mixed intrusion detection technique that attempts 
to integrate the advantages of preceding techniques. At 
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present, researches on IDS mainly focus on attack 
(intrusion) detection, while data collection mechanism is 
the crucial factor affected on the performance of intrusion 
detection system. It is necessary for IDS to collect data 
with an effective and reliable manner [4]. While it is 
impossible to collect all packets especially in the large-
scale high-speed network (such as 1000M Ethernet), so a 
more reasonable network traffic collection mechanism 
should be applied to intrusion detection system. 
 Sampling is an effective technique to monitor 
network traffic in real time, and has been applied to various 
network engineering and management applications [5], 
such as traffic report [6], traffic characterization [7] and 
attack (intrusion) detection or analyses [8], [9]. At present, 
all the IDSs attempt to collect the whole network traffic, 
whereas it is inevitable for IDS to drop out some packets 
due to limitation of computer resources, such as capture, 
memory and analyses. So IDS can’t execute complete real-
time data collection. In addition, the proportion of network 
traffic with attack (intrusion) signature is commonly small, 
and capturing the whole traffic will degrade the efficiency 
of network bandwidth utilization. 
 In this paper, Simple random sampling and Stratified 
random sampling techniques of statistics are introduced to 
the procedure of data collection of IDS, and formulas used 
to calculate the sample size of packets based on these two 
sampling techniques are presented. The implementation of 
packets sampling is provided. Experimental results show 
these two mechanisms can both improve the efficiency of 
data collection and strengthen the processing performance 
of IDS, while stratified random sampling technique 
performs better especially in the large-scale network with 
heavy traffic. 

2 Data Collection Mechanisms Based 
on Sampling Technique 

 It is a very important matter for sampling technique to 
calculate the sample size. Given the same condition, 
sampling error will decline with the increasing sampling 



size. There is an inverse proportion relation between 
sampling error and the square root of sample size [10]. 
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Fig. 1. Relation between sampling error and sample size 

 Figure 1 illustrates that sampling error tends to stable 
after given phases. It is obviously unworthy to reduce 
sampling error by increasing the sample size. At this point, 
we can greatly reduce the sample size with slightly 
degradation of precision. 
 In this paper, it is the key matter for IDSs to 
effectively reduce data collection amount as possible on 
condition that they can’t capture the whole network traffic. 
The following parts present formulas used to calculate the 
sample size of packets based on simple random sampling 
technique and stratified random sampling technique. 

2.1 Symbol Token 
 In this paper, all the packets in the network are treated 
as population, and individual packet as population unit. 
 Assume the number of population unit is N. The total 
number of packets with attack signature in the population is 
A. Let Yi=1 if the packet (Yi) with attack signature, 

otherwise Yi=0(i=1,2…N), then AP
N

=  is the population 

proportion. 
 Assume the sample size is n. The total number of 
packets with attack signature in the sample is a. Let yi=1 if 
the packet (yi) with attack signature, otherwise yi=0 

(i=1,2…n), then ap
n

=  is the sample proportion. 

2.2 Simple Random Sampling 
 Simple random sampling is the basic sampling 
technique where we select a group of subjects (a sample) 
for study from a larger group (a population). Each 
individual is chosen entirely by chance and each member 
of the population has an equal chance of being included in 
the sample [10]. 
 For simple random sampling, the variance of p is 
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2.3 Stratified Random Sampling 
 Before sampling, the whole population is first divided 
into mutually exclusive subgroups, called stratum. Let N be 
the number of population unit, L be the number of strata 
and N1,N2,…,NL represent the size of each stratum, 

then
1

L

h
h

N N
=

= ∑ . If the sample is taken randomly from each 

stratum, the procedure is known as stratified random 
sampling [10]. 
 Assume Nh is the size of hth stratum (h=1,2,…,L), 

h
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=  is the stratum weight of hth stratum, and the 

number of units in a sample falling in hth stratum is nh. Let 
h
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represent the subsample proportion of hth stratum. Then 
the estimate of population proportion P is: 
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 For the general stratified sampling, pst is the unbiased 
estimate of P if ph is the unbiased estimate of Ph 
(h=1,2,…,L), and the variance of pst is: 
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 Since the sample is taken randomly from each stratum, 
ph is the unbiased estimate of Ph (h=1,2,…,L), and 
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 For stratified sampling, it is supposed to solve the 
problem of sample size allocation in strata given fixed 
population size. There are two main allocation methods. 
One is optimum allocation, and the other is proportional 
allocation. In this paper, we tend to select the latter because 
the optimum allocation of one variable may be not proper 
to the other variables. Proportional allocation refers to 
allocate the size within strata based on each stratum weight. 
That is 
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 If the estimation precision is presented by error bound, 
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error, r is relative error and t is the α quantile on both sides 
of standard normal distribution. 
 so the formula used to calculate the sample size is 
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3 Implementation of packets sampling 
 There are two kinds of packets sampling techniques 
as to large-scale high-speed network. One is integrated 
sampling technique such as Poisson model defined in 
RFC2330 [11]. Sampling algorithms produce random 
events. For example, fixed timers or counters are used to 
trigger sampling events. Packets have been chosen to 

sample before they arrive computer systems, and this 
method needs continuous sampling events. The other is 
distributed sampling technique. On this occasion, sampling 
events are defined in advance. Packets won’t be chose to 
sample before they arrive. Whether these packets are 
sampled or not depends on their contents. I.Cozzani [12] 
and Nick Duffield [13] make use of this sampling 
technique. 
 In this paper, we use the second sampling model. 
Considering the randomness of identification segment of IP 
header, packets sampling appears on condition that 
sampling mask matches certain bits string of IP header. 
This matching mechanism is based on bit. We utilize a bit 
mask with random content to compare the certain bits of IP 
header of every packet. The precision and reliability of this 
sampling method lie in the offset and length of bit mask. 

IP header 
 

Offset value (33bits)   sampling mask 

Fig. 2. Packets sampling model 

 Fig. 2 illustrates sampling mask model used in this 
paper. Identification segment of IP header presents strong 
randomness, and it isn’t related to the characteristics of 
network traffic. Also, this segment won’t change during 
network transmission. So we select partial bits of this 
segment to match sampling mask bits string. 

4  Experiments 
 The whole traffic on a chief node of region network 
of CERNETⅡ (China Education and Research Network Ⅱ) 
in a day is used for background traffic, where some new 
typical attacks (intrusions) as well as other attacks in [14] 
are inserted, and then we have the test traffic. The 
IXIA1600T (a special network test facility of IXIA Crop) 
is used to transmit the test traffic in 1000M Ethernet. ISS 
RealSecure Network Gigabit is selected to detect attacks 
(intrusions). As the first commercial IDS, RealSecure has 
been playing an important role in this field, and it provides 
network intrusion detection and response capabilities that 
monitor Gigabit network. 
 In the experiments, the test traffic is treated as 
population. Considering that the procedure of sampling in 
each stratum of stratified random sampling technique is 
identical to simple random sampling, we calculate the 
sample size of packets with the formulas of stratified 
random sampling. 
 The stratification scheme design is based on the 
packet type (TCP, UDP and others). From Thompson and 
Park [15], [16], the proportion of TCP packets in high 
speed backbone network traffic is about 75%, UDP packets 
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is approximately 20% and other packets is around 5%. 
Proportional allocation method is used in this paper, then 
h=3, W1=0.75, W2=0.20, W3=0.05. Since the amount of 
attack traffic is usually very small, from sampling theory, 
relative error r is better than absolute error d here. Let 
confidence is 95%, corresponding t = 1.96, to achieve r = 
10%, we can make a conservative estimate of the sample 
size according as P*Q will be maximum value given 
P=Q=0.5. Assume P=0.1%, from (14), the sample size is 
about 9.62E+7. For stratified random sampling, the sample 
consist of 7.22E+7 TCP packets, 1.92E+7 UDP packets 
and 0.48E+7 other packets, while the proportion of 
different kind of packets in the test traffic is not concerned 
for simple random sampling. 
 ROC (Receiver Operating Characteristic) technique is 
used to evaluate the detection effect of ISS RealSecure. 
The ROC approach analyzes the tradeoff between false 
alarm and detection rates for detection systems. It was 
originally developed in the field of signal detection. More 
recently, it has become the standard approach to evaluate 
intrusion detection systems [17]. In this paper, we mainly 
take into account the detection rates of RealSecure when its 
false alarm rate is under 0.2. Too many false alarms will 
make administrators consume unnecessary time and energy 
analyzing these alarms, which compromises the usability 
and validity. 
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Fig. 3. The ROC curves at 1Gbps speed 

 It can be seen from figure 3 that the detection rates of 
RealSecure remarkably increase during initial phases, and 
then they tend to stable. The curvilinear trends of simple 
sampling and stratified sampling are also ascending, but the 
incremental extents of detection rates are relatively less. 
The ROC curves of sampling show definite fluctuant trends, 
and the fluctuant trend of simple sampling are more evident. 

The possible cause is that the randomness introduced by 
random sampling affects detection results of RealSecure. 
From (14), the sample size of packets is only about 0.0183 
percent of the whole test traffic, while detection rates with 
sampling are closed to the real detection rates by capturing 
the whole traffic. It is obvious that we can greatly reduce 
the data collection amount of IDS with slightly lower 
detection rates when false alarm rates tend to stable. 
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Fig. 4. The ROC curves at 10Gbps speed 

 To test the data collection effect of RealSecure in the 
large-scale high-speed network, we use IXIA1600T to 
transmit the test traffic at 10Gbps speed. In the 
circumstances, RealSecure can’t capture the whole traffic 
and drop a large number of packets. From figure 4, we can 
see that the detection rates sharply decline. While using 
sampling methods to collect data, RealSecure can still 
make response to high-speed traffic. With the increases of 
false alarm rates, detection rates remain high and steady. 
Meanwhile, we can also observe that the detection rates of 
stratified sampling are relatively higher than simple 
sampling. As a matter of fact, most cyber attacks 
(intrusions) make use of uncommon packets (except TCP 
and UDP packets) such as ICMP, IGMP or other kind of 
packets. Though the proportion of these packets is 
generally small, they play an important role in detecting 
attacks (intrusions) for IDS. For stratified sampling, the 
sample contains definite proportional these packets, while 
few these packets may be chosen for simple sampling due 
to randomness. In practice, we can improve detection rates 
of IDS by raising the stratum weight of other types of 
packets. 
 For IDS deployed in the backbone network, they 
can’t monitor the whole network traffic real time due to 
limitation of computer resources, such as capture, memory 
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and analyses. Especially in face of DDoS (distributed 
denial of service) attacks, IDS may be crashed due to 
overload of network traffic or computing resources. Our 
research will help IDS to resist against DoS attacks. 

5  Conclusions 
 In this paper, Simple random sampling and Stratified 
random sampling techniques of statistics are introduced to 
the procedure of data collection of IDS, and formulas used 
to calculate the sample size of packets based on these two 
sampling techniques are presented. The implementation of 
packets sampling is provided, and efficiencies of these data 
collection mechanisms for IDS are compared. 
Experimental results show both these mechanisms can 
exceedingly strengthen the processing performance of IDS 
by the means of replacing dropping packets passively with 
sampling packets actively, while stratified random 
sampling technique performs better especially in the large-
scale high-speed network. 
 Certainly, IDSs ought to capture the whole network 
traffic if they have the ability to deal with large-scale high-
speed network. Our research will not only contribute to 
improving the efficiency of data collection for IDS but also 
help IDS to resist against DoS attacks. 
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