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Abstract - This paper proposes a new method to detect, alert and protect the user from Internationalized
Domain Names [1] (IDN) and Uniform Resource Locator (URL) spoofing, phishing, pharming and man-in-the-
middle attacks by validating the site before the user actually enters the personal details. The suggested method is
based on the use of a browser plugin which enables the user to validate the website which provides visual
feedback. In case of pharming, where Domain Name System (DNS) is hijacked, the plugin automatically notifies
the user of possible attack, posts the attack information to the server and redirects the user to legitimate website.
SSL/TLS[2] certificates are also automatically checked, verified and validated by the plugin in order to check
for man-in-the-middle and pharming attacks.

Keywords: Phishing, Pharming, Browser Based Attack Prevention

1 Introduction

Phishing, also referred as “password harvestirtgrigg, is an act of attempting to deceptively cotlpersonal
information in order to steal person’s identity, stip by using email which appears to have come from
legitimate business. Such emails are commonly kna#/oax emails. Hoax emails are used to deceive th
recipients into revealing personal information éxample passwords or credit card details. Phishitagks are
leading cause of account hijacking in US and Alistr&or example Westpac [3], a major Australia lpdms
warnings on the main page regarding phishing ar leonails with hoax example emails [4]. Most methot
phishing use some form of technical deception desigto make a links in an email appear to belonthé¢o
spoofed organization. Misspelled URLs or the ussuifdomains are common tricks used by phisher$, asic
http://lwww.yourbank.com.example.com/. Another meltlod spoofing links used web addresses contairtieg t
‘@' symbol, which were used to include a usernamoepassword in a web URL (contrary to URL stand&iyl
For example, the link http://www.yahoo.com@youArgacom/ might deceive an individual into believing
that the link will open a page on www.yahoo.comevdas the link actually directs the browser to gepan
youAreHappy.com, using a username of www.yahoo.camre there no such user, the page would open
normally. This method has since been closed dffienMozilla [6] and Internet Explorer [7] web brasvs. The
problem further aggravates because mostly peoptette use the same password for multiple websitess if
one password is lost, all sites are compromiseadoAting to Gartner [8] “more than 1.4 million usérave
suffered from identity theft fraud, costing bankslaard issuers $1.2 billion in direct losses i plast year” i.e.
2004. The number of unique phishing websites deteby Anti-Phishing Working Group was 9715 in Jagua
2006, a huge increase in unique phishing sites fiteenprevious two months e.g. in November 4630 umiq
phishing websites were detected [9]. Unlike phighivhere individuals are deceived through hoax esnail
pharming DNS Servers are attacked. In pharmindhéte&ker acquires the Domain Name for a particutarand
redirects the user to different IP address wheeefétike website is hosted. Pharming results in eyeater
financial loss as large number of users are reigideto bogus websites even when they enter coti&dt.
Although pharming is new application of well-knowacurity weaknesses but it can be addressed witérbe
browser security implementation and digital cestifes. In order to address phishing and pharmitagls, a
solution is required which enables the user tofyehie website they are currently viewing beforeytlenter the
personal information. This paper proposes a nevhatetvhich makes use of a browser plugin that pewisite
verification service to the end user where the ser pre-established relationship with the orgaioisavhose
site is being visited. The plugin first checks fBOIN followed by comparison of IP address of curhgmpened
website with the locally stored IP address rangéhef organisation along with verification and vation of
website’s digital certificate in order to determiihe legitimacy of the website. The rest of thequdp organized
as follows. Section 2 discusses some of the relateddifferent solutions, whereas section 3 cowudesr



limitations and shortcomings. In Section 4 the itkdlaarchitecture of the proposed solution is pnésg which
is followed by the conclusion in Section 5.

2 Currently Available Solutions

There are three readily available solutions whicbvigle site verification functionality to some emte This
section outlines brief architecture of all threutions.

2.1 Microsoft Phishing Filter [10]

Microsoft Phishing Filter is freely available as add-in for MSN Search Toolbar [11] and is alsoltbinito
Internet Explorer 7 Beta 2 Preview [12]. MS Phighifilter checks the address of the Web site usstsvi
against the list of Web site addresses stored enuter computer that have been reported to Micrasof
legitimate ("legitimate list"). When the user visd website for the first time that is not on thgitimate list, the
user is prompted whether the Phishing Filter shauldmatically check all visited Web sites. If tieer opts for
automatic checking then, addresses not on theirtegi list will be sent to Microsoft and checkediiagt a
frequently updated list of Web sites that have begrorted to Microsoft as phishing, suspiciouslegitimate
Web sites. Phishing Filter sends the current aedipusly visited Web sites to Microsoft, togethathasome
standard information from the user computer suchPasddress, browser type, and Phishing Filteriorrs
number. However in order to protect the privacytled user, the address information sent to Microgoft
encrypted using SSL and limited to the domain aath pf the web site including other information ttha
associated with the address, such as search tgatasyou entered in forms, or cookies, will notskat [13]. All
the data sent to Microsoft for site checking id-teme because this offers better protection thaly asing static
lists. This technique also avoids overloading dfwoeks.

2.2 EarthLink Toolbar [14]

The free browser toolbar provided by EarthLinkghitivww.earthlink.net/) can be installed in Micrésimternet
Explorer and Mozilla Firefox [15]. The toolbar cos&ith the ScamBlocker which provides two levels of
protection:

2.2.1 ScamBlocker automatically alerts the user aboutdbiimacy of the site before they view the webgag
if it is on the list of known phishers which is mtined by EarthLink.

2.2.2 ScamBlocker gives the user real-time fraud analgkel Web sites they visit. The ScamBlocker iam
EarthLink Toolbar changes to visually notify theeug they have landed on a potentially dangerdtes s

2.3 PassMark Two-Factor Two-Way Authentication

PassMark Security [16] provides commercial sert@dinancial institutions and organisations. Thaaution
provides site and email verification service byamsing the polarity of traditional authenticatiqupeoach where
the website is authenticated to the user beforeitkee enters the personal details; without anwiladion of new
software or hardware on user's computer. PassMarttata which is unique to each individual user &nd
displayed on the webpage before the user logstiovebsite. The user is required to select amgénahen
they first register with the institution. Upon regiation a unique device ID is generated, like @ise cookie, to
identify the computer from which the PassMark imggequested.
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Figure 1: PassMark Security Architecture [17]

In later communications the ID stored in the seawekie is passed to the server and the selecigdaiimage
is sent as part of overall response. However ifuber attempts to access the website from a nevputamthen
the associated PassMark is not shown, due to abs#nmique device ID. In such cases the usergsired to
register the unrecognised computer and from thevamts the user PassMark data is displayed.

3 Evaluation and Shortcomings

Microsoft Phishing Filter has a machine learnirigfiand it uses heuristics to determine if a patér web site
looks suspicious or not by looking for characté&tsin the page that are common in phishing sc&imze the
Phishing Filter heuristics are based on a learniaghine, there might be a case where an actudhipbisite
may not even be flagged as suspicious (false neggtand some sites which are legitimate could aeked as
suspicious (false positive) [18]. Besides the absivertcoming if a new phishing website has not beported
and evaluated by Microsoft then it may remain uedetd for sometime.

EarthLink Toolbar visually notifies the user whesite is guaranteed safe, neutral or negative stemce, the
EarthLink Toolbar is similar to MS Phishing Filtdrhe User Interface of the product needs more wauk, to

high frequency of warnings and lack of visual regrgation. Even the sites like PCMag.com are shiavthe

"neutral” box for no obvious explanation. It isaklrgued that the frequency with which the shadwy i@ppears
during browsing may also quickly numb users to thigtal form of crying wolf [19].

By using EarthLink Toolbar the user can also aralyse currently opened web page. The EarthLinkesyst
rates the website by gathering information on thvaer of the website and the location of the compamg/or
organization. Along with the rating Company Infotina, City and Country information is also displdy® the
user. EarthLink does not guarantee the resultsymemtias it cannot check for man-in-the-middle &#acannot
provide correct information if the website is hasten a third part web server and due to the lacieaf-time
analysis occasional new phishing sites may remadleiected for sometime [19].

The solution provided by PassMark Security is igpesior to EarthLink, but it has its own shortcogsn For
example the PassMark system generates unique siBterhen the user registers therefore the usesdsired
to register each new computer. This feature opkasatchitecture to both pharming and man-in-thedfeid
attacks, as the user PassMark image is not dighlayen the user visits the website by using a nenvputer
and the user is required to register again. Foistregion of the new computer the user is requieg@rovide
some personal information e.g. Login Name, in otdeget PassMark data. In case of both Pharmingnzand
in-the-middle attacks the attacker can display eogebsite which looks and feels like actual insitinal site,
get the user Login Name, pass it to the legitimegdsite and get the user PassMark image which eahdn
embedded into the rogue website.

Another problem with this solution is that it recers major modifications in organisational businggstems in
order to incorporate PassMark Security functiogahlfthin the organisational web and email interfgcthus
resulting in low adoption.



4 Architecture of the Proposed Solution

The suggested solution uses a custom built bropisgyin, which the user downloads from the organse
website, for example from Westpac Official Websitden they register for the first time. The plugleo has a
toolbar component that provides a visual feedbaxkhe user after checking for IDN and verifying the
legitimacy of the website. A warning message ig displayed in case of pharming or man-in-the-nadattack
and a report of an attack is submitted to the dsgaion. The plugin is designed to maintain thé disvalid
organisational IP addresses and the list of impssichich is gathered from anti-phishing groups atiter
user’s reports. Both lists are updateable at théime by using an encrypted channel with the seh#ren the
plugin detects the organizational website, it resti¢he user for login details. On the basis offlatgtails the
plugin creates an encrypted composite key and atioree valid token which is sent to the server otte
encrypted channel to authenticate the user.

4.1Protection against Phishing and Pharming

The solution provides three phase check in ordefetdy the site and to identify phishing, man-hetmiddle
and pharming attacks. All three steps are outlimeldw with their brief description and illustratibiow they are
used to validate the website and detect an attack.

4.1.1 URL and IDN Spoofing Check

In URL spoofing an arbitrary FQDN (Fully Qualifid@lomain Name) is displayed in the address and shatss
which is different from the actual location of thage. However in IDN spoofing special Unicode cheme are
embedded in URLs that render in browsers in a way lboks like the original web site address butiaty
links to a fake web site with a different addressg.e use of ‘@ in URL like
http://lwww.yahoo.com@youAreHappy.com. The plugiredts for both URL and IDN spoofing upon website
request, before the webpage is loaded into the depwindow. If spoofing is detected then the usealérted
and asked to manually enter the URL.

4.1.2 IP Address Check

When the user opens a website in the browser, lthginpdetects that it is the organisational websilpon
detection the plugin gets the IP address and eerififrom its locally stored IP address liststhié IP address is
found in legitimate IP addresses list then nex sgeexecuted else if the IP address is in bad fRiyist then the
attack details are submitted to the organisatich @ser is automatically redirected to legitimatgamisational
website.

4.1.3 SSL Certificate Validation and Verification

The plugin first checks for URL and IDN spoofindléoved by IP address verification of the organisatil

website. If first two checks are successful andeotie webpage is completely loaded in the browsedaw,

the plugin checks, validates and verifies the remiSSL certificate from the certificate issuinghauity and

directly with the server. This step is more rel@viansafeguarding the user against pharming and-im&me-

middle attacks rather than phishing attacks. Ihaming attack, the hijacker changes the IP addeBNS and
redirects the user to a different website even wtiery enter correct address. In such cases thekbga
destination will either send an invalid certificateno certificate at all.

In case of invalid certificate a warning messagdisplayed to the user by the browser, howeveo i€ertificate
is received then the browser does not display aagniwg and the user may not notice that the logk $
missing. Moreover in case of complex attacks asyimorm, Trojan or Adware program can be instatiadhe
user computer which can then be used to changavéibebrowser to function differently e.g. to disal®8L
certificate warnings. In relation to pharming, iramin-the-middle attacks the user may get a ceati which
could be issued by forged issuer and the browsgrmotdisplay any warning or error messages.

In order to protect the user against above mentigiteiations, the plugin first checks for the exigte of the
SSL certificate followed by verification and valtdan of certificate. The plugin first validates tHeSL
certificate locally by checking issued to, issugg dommon name (CN), organisation and organizationét

(OU) field values. If the above certificate fieldigtch to the plugin’s internally stored data themcertificate is



checked and verified by the issuing authority tirested certificate authority and by the serveediy by using
server IP address. This step protects the user fr@n-in-the-middle attack as in most applicatiohs t
certificates are verified by only comparing the @8d in the digital certificate received from teerver with the
server name in the URL which does not ensure camplesence of man-in-the-middle attack.
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Figure 2: Site Validation and Verification Process

5 Conclusion

In this paper the techniques used to launch phgstpharming or man-in-the-middle attacks and thailable
solutions to protect the user from such attacksshaeen briefly discussed. The architecture of the site
verification technique which safeguards the usaireg phishing, pharming and man-in-the-middleckisechave
been discussed in detail, after analysing the igdes used to launch an attack and the shortcowiirthe
available solutions. The solution is based on usingustom browser plugin which first checks theus=ged
URL for both URL and IDN spoofing followed by conep¢ site verification which includes IP checks, SSL
certificate validation and verification from theisted certificate authority, directly from the angaation server
by using server IP address and by locally checkentjficate fields. In case of any attack detecti@meport is
submitted to the server and the user is visualtifiad. The plugin is still under construction ahds not been
tested thoroughly to verify its effectives agaiastpossible attacks.
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