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Abstract - A conference key agreement system is
a scheme to generate a conference key in a contrib-
utory manner in order to communicate with each
other securely among participants. In this paper
an efficient conference key agreement system is
proposed by employing symetric balanced incomplete
block design(SBIBD), one class of block designs.
The protocol presented mnot only minimizes the
message overhead and message exchanging rounds
but also makes every participant contribute evenly
for generating a conference key.
Our protocol constructs a conference key which takes
the forms of Hf;ol R;, where v is the number of par-
ticipants and R; is a random number generated from
member i. In a special class of SBIBD, it takes only
3 rounds messagge exchange and message overhead
is O(vy/v). Our protocol can be proved as compu-
tationally difficult to calculate as discrete logarithms.
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1 Introduction

As teleconference is widely adopted in a enterprise
environment, security service for the conference is on
the rise to provide comunication privacy. Conference
key can be considered as a good solution to achieve
secure communication. A conference key agreement
system is a scheme to generate a conference key in a
contributory manner in order to communicate with
each other securely among participants.

Conference key can be generated by two differ-
ent types. One is centralized method. In this case,
TTP(Trusted Third Party) or single member gen-
erates a key and distributes it. Simple but this
has significant drawbacks such as overall reliance on
a single party. The other is contributory method.
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Each group member contributes to generate a key
independently. This is a process of key agreement
among memebers. Conference key agreement sys-
tems can be classified into two categories according
to the group feature whether it is for static group or
dynamic group. Conference key agreement for dy-
namic group needs to consider group modification
such as member addtion as well as initial key agree-
ment.

In case that conference key agreement, is performed
on complete graph, it requires v(v — 1) messages to
be sent and one round message exchange, where v
is the number of participants [1]. It is tried to con-
struct efficient key agreement protocols by extend-
ing Diffie-Hellman [2] to groups in many researches.
[1] is the first attempt to provide contributory key
agreement. Here, they proposed a method peformed
on a logical ring network. It requires v — 1 rounds
message exchange, v? of traffic overhead and v?/2 of
exponentiation, Another remarkable result is [3] in
which it takes only 2 round message exchange, but
it requires 2v times broadcasting and n? of exponen-
tiation. [3] looks very efficient but it requires each
entity to receive v — 1 mesages in a single round. [4]
is another contributory key agreement system which
requires 2v rounds message exchange, 2v times uni-
casting and 2 times broadcasting of traffic overhead
and 4v of exponentiation, but each entity needs still
to receive v — 1 mesages in each broadcasting round.

In this paper an efficient conference key agreement
system for a static group is presented by employing
symetric balanced incomplete block design(SBIBD),
one class of block designs. The protocol presented
not only minimizes the message overhead and mes-
sage exchanging rounds but also makes every partic-
ipant contribute evenly for generating a conference
key.

Our protocol constructs a conference key which



takes the forms of Hf;ol R;, where v is the number
of participants and R; is a random number gener-
ated from member ¢. In a special class of SBIBD, it
takes only 3 rounds messagge exchange and message
overhead is O(vy/v). Our protocol can be proved
as computationally difficult to calculate as discrete
logarithms.

The rest of this paper is organized as follows. Sec-
tion 2 defines SBIBD. An algorithm for constructing
(v, k + 1, 1)-configuration, one class of SBIBD, is de-
scribed in section 3. Section 4 presents our confer-
ence key agreement protocol which is performed on
a (v, k+1,1)-configuration and analyses the security
and complexity issues. This paper concludes with
summary and on-going and furture work in section
S.

2 About (v, k, \)-configuration

Let V = {0,1,...,u — 1} be a set of v elements. Let
B = {By,Bs,...,By_1} be a set of b blocks, where
B, is a subset of V' and |B;| = k. For a finite inci-
dence structure o = {V, B}, if o satisfies following
conditions, then it is a balanced incomplete block
design(BIBD) [5][6], which is called a (b,v,r,k, \)-
configuration.

1. B is a collection of b k-subsets of V and this
k-subsets are called the blocks.

2. Each element of V is related with exactly r of b
blocks.

3. Every two objects of V' appears simultaneously
in exactly A of b blocks.

4. k <w.

For a (b,v,r, k, \)-configuration, if it satisfies k = r
and b = v, then it is a symmetric balanced in-
complete block design (SBIBD)[5][6] and it is called
a (v, k, A)-configuration. There are some relations
among parameters b, v, r, k, A that are necessory con-
ditions for existence of a corresponding (b, v,r, k, A)-
configuration.

1. In a (b,v,r,k, A)-configuration, bk = vr and

r(k—1)=Av—-1).

2. For a (b,v,r,k, \)-configuration, QQT = (r —
NI+ M, I : v xwv identity matriz, J : v X v
matriz in which all the entities are 1’s.

3. For a (b,v,r, k, \)-configuration, b > v.

4. For a (v,k,\)-configuration, every two blocks
have exactly A objects in common.

As shown above, it is not true that there exists
a BIBD or SBIBD for arbitrary set of parameters
b,v,r,k and X\. However there is no known sufficient
condition on the existence of a certain (b,v,r,k, \)-
configuration or (v, k, A)-configuration.

3 Design of an Algorithm
to construct (v,k + 1,1)-
configuration

Our key agreement system is based on the feature
of (v, k + 1,1)-configuration, that is, each block has
k + 1 elements and every two object appears simul-
taneosly only one time in v blocks. In this section,
we present an algorithm to generate an incidence
structure o = {V, B} satisfying the condition for a
(v, k+1, 1)-configuration in the case that k is a prime
number and prove it. Notation used in this paper is
as Table 1.

Table 1: Notation

notation meaning
X; it" set in a family of set X
X j jth element of X;
Xt it" member of family of sets X in
which each member is a family of sets
Xt jt" set in a family of sets X*
o{V,X} | an incidence structure where V is
a set, X is a family of sets
and X; is a subset of V'

We devised Algorithm 1 to generate (v,k + 1,1)-
configuration. Table 2 illustrates how to create
Z ={V,B}, V. =1{0,1,...,12}, in compliance with
Algorithm 1. We now prove that this structure sat-
isfies the conditions of a (v, k + 1, 1)-configuration.

Definition 1.  On incidence structure Y, Sector S;
is the i'" family of k blocks, D; € S;, i = |j/k].

For example, If k equals 3, then |0/k| = |1/k] =
|2/k] = 0. So, So = {Dg,D1,D>}. There are k
sectors in Y.



Algorithm 1 :
Generating an (v, k + 1, 1)-configuration

input : prime number k
output : (v, k + 1,1)-configuration

1. Generate a set V.
v=k>+k+1
vV ={0,1,..v -1}

2. Construct two incidence structures
X ={V,C} and Y ={V,D}.
(a) Ci; ,0<1i,j <k, has a value as following.
0 if7=0
C@j =
t t=ixk+j ifj>1
(b) Di,j 70Si§(k2_l)v 0<j <k,
has a value as following.
CO,t; t= |_Z/k‘J +1
if 7=0

Cit, t=0+({G—-1x
li/k|) mod k + 1
if j>1

3. Generate Z = {V, B} from X and Y.
Bi+k+1 — Dz

Lemma 1. For two elements Dj j1 and Dj jo,

Dj1 j1 # Dinjo, of j1 # j2.

Proof. From Algorithm 1-2-(a), if 0 < j <
k, 0 <i < kthen C;; =ixk+j. This means if
j > 0 then all the elements are distinct. And as
shown in Algorithm 1-2-(b), an element of Cj is

placed on jt* element of a certain block of V" if
Di,j = C]’7t,t §é 0.

Lemma 2. For a sector consisting of k blocks, the

first element of each block has the same value
and the other k? elements are equal to V — Cp.

Proof. In the case that D;o = Cp |i/k|+1, the
first element of k blocks on a sector have the
same value. According to Algorithm 1-2-(b),
Di,j = Cj7t,t - (’L + (] - I)Ll/kJ) mod k + 1.
Since k is a prime number, each element except
the first element of each block is distinct and
these distinct k% elements are equal to V — Cj.

Lemma 3. For incidence structure Y, D,; =

Table 2: A set of blocks on Z generated from Algo-
rithm_1

X Y
Co= {0) 1,2,3 } Do= {1) 4> 7>10}
Ci=1{0,4,5,6} Di={1,5, 8,11}
Co=1{0,7,8,9}  Ds={1,6,9,12}
Cy= {0,10,11,12}  Dy= {2, 4, 8,12}
Di= {2, 5, 9,10}
Ds= {2, 6, 7,11}
De= {3, 4, 9,11}
Da= {3, 5, 7,12}
Ds= {3, 6, 8,10}
7
By= {07 1,2, 3} Br= {2) 4> 8)12}
B,= {07 4,5, 6} Bs= {2) 9, 9)10}
Bo={0,7,8,9}  By={2,6, 7,11}
By= {0,10,11,12}  Bjo={3, 4, 9,11}
By={1,4,710)  B;={3,5, 7,12}
Bs={1,5,811}  Bj»={3,6,8,10}
Bs= {1, 6, 9,12}

Dy, >1,ifb= ((a—c(j—1) mod k& +
k(la/k] + c)) mod k>.

Proof. From Algorithm 1-2-(b), D, ; = Cj:. We
now prove that Dy ; = Cj;. t can be calculated
from parameters b,j below. Then ¢ obtained

on this lemma is equal to that from Algorithm
1-2-(b). Therefore, D, ;j = Dy ;.

t=0+ (G —1)x |b/k]) mod k +1

= (((a —¢(j — 1)) mod k + k(la/k] + ¢)) +
U —D[((a—c(j —1)) mod k + k(|la/k] +
¢))/k|) mod k +1

= (((a—c(j—1))+(i—1)x(la/k]+c) mod k +1

=(a+(j—1)|a/k]) mod k +1

Here, if D, ; is in sector S, then Dy ; is in

S(s+c) mod k- In case of ¢ = 0 (mod k), then
a=b.

Lemma 4. Fach element of V' appears in exactly

k +1 times in Z.

Proof. According to Algorithm 1-2-(a), C;o =
0. Since 0 < ¢ < k, 0 appears k + 1 times.
The other v — 1 elements, V' — {0}, appear ex-
actly once on X. From Lemma 3, each element
of Cy,j,1 < j <k, appears k times in a sector of
Y and the rest k% elements appear once in ev-
ery sector of Y. Therefore, each element appears
k + 1 times in Z.



Lemma 5. Any pair of elements of V' appears in ex-

actly only once in Z.

Proof. The first element of V makes a pair
with all the other elements and this pair ap-
pears once by designing rule of incidence struc-
ture(see Algorithm 1-2-(a)). Each elements of
Co,j,1 < j < k makes a pair with V — Cy
elements and it also appears once proven by
Lemma 3. The rest k% elements are now con-

includes element i. Algorithm 2 is made for this

reasorn.

Table 3 shows the incidence structure

Z' = {V,E} generated by Algoritm 2.

Table 3: rearranged blocks which block i contains

sidered. For an arbitrary pair D, ji

exactly only one time in Z.

Therorem 1.

by emplying Lemma 4 and Lemma 5.

= D, jo,
j1,52 > 1, in order to make the same pair
on other block Dy, the two elements should be
on the same block. According to Lemma 4, if
j1 = j2, then they are located on D,. How-
ever, this case does not occur since jl # j2.
Therefore, any pair of elements of V' appears in

7 designed by Algorithm 1 satisfies
the conditions of a (v, k + 1, 1)-configuration.

Proof. Z satisfied the conditions of the SBIBD D7=Bu={3,57,12}

D8:B12: { 37 67 8) m }

element ¢

Z:{V>B} ZIZ{V>E}
Co=By=1{0,1,2,3} Ey={0,1,2,3}
C,=B1={0,4,5,6} Ei={1,4,7,10}
Cy=B>,={0,7,8,9} E,=1{24,8,12}
C3=B3={0,10,11,12} FEs={3,4,9,11}
Do=Bs={1,4,7,10 } E,={0,4,56}
Dy=Bs=1{1,5,8,11} Es={1,58,11}
Dy=Bs=1{1,6,9,12} Es=1{1,6,9,12}
D3=Br= { 2,4,8,12 } Er= { 2,6,7,11 }
Dy=By= { 2,5,9,10 } Es= { 0,7,89 }
Ds=By={2,6,7,11}  Ey={2,59 10}
D¢=B1p=1{3,4,9,11}  Ejo= {3, ,10 }

Algorithm 2 :
Generating an SBIBD in which block ¢

contains element i

Theorem 2.

input an incidence structure Z = {V, B}
generated by Algoritm 1.
output generate Z' = {V, E},

where every block E; includes object i.

Ey = Co ;
for (i=0;i<k’;i++){
if (imodk==0){
Q=1i/k; Bgy1=D;;
t=Dig+1; Ee=Co1}

else {

Q@=1Ti/k] ;t=Digq ;

Ey = Dy; }
In this paper, we employ a (v,k,1) —
configuration for key agreement by map-

ping a block to a participant.

This needs a

(v,k,1) — configuration in which each block i

In the incidence structure obtained
from Algorithm 2, the i*" block contains element
i.

Proof. It is clear that Ey includes element
0 because Ey < Cp and Cppo = 0. In the
case of 0 < i < k2, and i mod k = 0,
{Q =i/k; Eg+1 = D; ;} will be done. Here,
E, to Ej are assigned and each FE; contains
member i because D; o = i/k + 1 byAlgorithm
1-2-(b). In the case of 0 < i < k% and
will be done. Blocks where have the same
value of [i/k] are in the same sector according
to Definition 1. Each sector from which 1%
column is omitted has same elements V — Cpy
by Lemma 2. And every two column do not
have common element by Lemma 1. So here,
rest k> — k blocks assigned. Now, k blocks
which are not assigned yet are D; ;/p11, where
i mod k = 0. Each D;;/;11 can be found in
Ci/k+1 because Di,i/k+1 = Ci/k+1,:ta where
1 <z < k by Algorithm 1-2-(b).

Therefore each block i includes element ¢ by
Algorithm 2.




4 Design of a Conference Key
Agreement System on (v, k +
1, 1)-configuration

Table 4: Computation of the conference key on mem-
ber 7on X = {V,C}

An efficient conference key agreement system is now
constructed on (v, k + 1,1)-configuration generated
from Algorithm 2. In our protocol, every member
contributes evenly to compute the same conference
key, K = Hz;}) R,,, which is computationally diffi-
cult to calculate as discrete logarithms, by 3 rounds
message exchange and v4/v traffic overhead, where
v is the number of participants and R,, is a random
number generated from member n. Algorithm 3 is
the conference key agreement system we propose.

round receiving messages or computation
define S, ={1,8,12}

S27; ={2,6,11}

g™, 9", g™
2nd {9%, Ry x g"2Firy,

{gR67 R6 X gR6R7}7
{gRu’Rn % gRllR7}

Algorithm 3 :
Construction of a Conference Key Agreement

compute

mput :

output :

1.

N : a prime number

g : a primitive element

g € Zn,

Zn ={0,9,9% ...,gV "t = 1}(mod N)
V : the set of participants
X ={V,C} : (v,k+1,1)-configuration
generated from Algorithm 2
each member computs the same key K.

Each member n on V' defines two sets

S1,, and S2,, as below.
Sl,={z|neC; and n#x}
52, =C, —{n}

. Each member n generates a random number

R, and Q, = gf»(mod N).

. Each member n sends @), to each member

on S2,.

. Each member n generates M; = {g%~,

R, x gf=BiY(mod N)
and sends M; to member i, where ¢ € S1,,.

. Each member n computes

K =R, [[Ri( mod N), where i € S2,,.

. Each member n computes

pK,,i = g B[] R;( mod N), where i € 52,
j€{C, —{i}} and sends pK, ; to member i
on S2,.

. Each member computes the same conference

key K = K [[ pK; »( mod N), where i € S1,,.

r=g"" By = (Ry x g™ [0
z=g"" ; Ry = (Rg x g™z

v =g Ry = (Ruy x g™l fo
K =R; Xx Ry X Rg X R,

3rd pK1,7,pKg 7, pK127
K=K x (pK1’7/gR1R7)><
compute (pKs,7/g™57)x (pKig,7/gH2H7)

because
pK177 = gR1R7 X Ry X Ry X Ry,
pKg 7 = gR8R7 X Ry X Rg X Rg and
pKia7 = g7 x Ry x Rs x Ry»

Table 4 indicates the procedure how member 7 on
(13,4, 1)-configration like table 3 computes the con-
ference key. The fact that every member computes
the same key is proved in Theorem 2.

Theorem 3. According to Algorithm 3, every mem-

ber of V' computes the same conference key
K =]]R,, wheren € V.

Proof. Let an arabitrary member n define
S1l, = {a1,as,...ar} and S2,, = {b1,bs,...bs}.
Cardinality of the set S1, and S2, is k be-
cause every block contains (k + 1) elements and
every element appears on (k + 1) blocks in a
(v, k + 1,1)-configuration.

For an element a on S1,, it is true that if a is a
member of S1,, then n is a member of S2,. Sim-
ilarly, for an element b on S2,, if b is a member
of S2, then n is a member of S1,. This means
member n receives messages from members on
S1,, while it sends meessages to members on S2,,
and receives from members on S2,, while send-
ing to members on S2,,.

Member n can compute [] Ry, multiplication of
(k + 1) random numbers, from the messages re-
ceived in the 2" round, where b € C,. The
message pK, , arrived in the 3% round, is con-
sists of k random numbers generated from mem-
bers on C, — {n}, where a € S1,,. So mem-



ber n come to gain multiplication of k% random
numbers and each of these k2 random numbers
has individual source because every two block
has only one common element in a (v, k +1,1)-
configuration and this element is n. Therefore
arabitrary member n computes the same confer-
ence key K = [[ R, wheren € V.

Theorem 4. The key computed from Algorithm 3 is
computationally difficult to calculate as discrete
logarithms.

Proof. Three rounds message exchanging is per-
formed in algorithm 3 for key agreement. In the
first round, while a member n is sending gt
to member j, he/she receives gfi from mem-
ber i. In the second round, member n re-
ceivs g% and ¥V = R; x gF»Bi. Tt is poss-
able for the member n to obtain R; from Y
because of R; = Y / (gf)E». But this crit-
ical information R; can be protected because
the thing provided to eavesdropper is only g%
and ¢gf~. In the third round, member n receivs
Y = M x gf»Bi message M can be calculated
by only member n in the same manner. There-
fore finding the key generated from this algo-
rithm is a discrete logarithm problem.

5 Conclusion

An efficient key agreement system is presented for
group communication. Our protocol minimizes the
message overhead and message exchanging rounds
but also makes every participant contribute evenly
for generating a conference key and it is computa-
tionally difficult to calculate as discrete logarithms
for an eavesdropper to find the key.

Proposed protocol constructs a conference key
which takes the forms of Hf;ol R;, where v is the
number of participants and R; is a random num-
ber generated from member i. In a special class of
SBIBD, it takes only 3 rounds messagge exchange
and message overhead is O(vy/v), where every mem-
ber sendes and receives k messages in each round
equally.

This algorithm is well performed when the number
of participants is v = k* +k+1. We are studying the
method to apply our protocol in the case of arbitrary
number of participants.
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