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Abstract

Software testing is a major part of the
software development process that must
be carefully carried out in order to
produce reliable and dependable
software products. An effective software
testing technique can play a significant
role for engineering high quality
software products. It is the purpose of
this paper to address major issues of
software testing practices, and to
propose possible solutions to some of the
very common potential problems
regarding software quality. More
specifically, we examine some of the
key problems of software testing,
characteristics of people responsible for
the job, how quality testing can be done
by these people, and finally we show
how software quality can be improved
trough effective testing.

1. Introduction

In as much, the need for high quality
software and software-based services is
more critical than ever before. Business
competitiveness and  bottom  line
profitability is now dependent on the
quality of the software. Many well
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known and not so well known events
have been attributed to software bugs or
software related problems. These events
have cost cooperate competitiveness and
millions in lost earnings. Many recent
major computer systems failures caused
by software bugs are given in [1]. As an
example, “in July 2004 newspapers
reported that a new government welfare
management system in Canada costing
several hundred million dollars was
unable to handle a simple benefits rate
increase after being put into live
operation. Reportedly the original
contract was never tested for its ability
to handle a rate increase” [1]. While
software problems take the blame, it is in
fact the human equation that is
ultimately  responsible.  Incorrectly
established requirements, inadequate
development methodologies, processes,
and procedures to evaluate the quality of
a software product are only some of the
true drivers of the problems attributed to
software bugs that have been discussed
in literature. Quality is a subjective term
and the fact that quality is subjective has
led to a myriad of perspectives on
quality as well as numerous definitions.
The fact is, software quality must be
defined and measured for improvement
before high quality can be achieved. For



our purposes here, quality as defined in
[2] 1s “the degree to which a software
product possesses a specified set of
attributes necessary to fulfill a stated
purpose.” To engineer high quality
software products we must among other
quality artifacts, have a software quality
program. Such a program must establish
requirements for quality. It must also
establish, implement, and enforce
methodologies, processes and
procedures to develop, operate and
maintain the software [2]. Effective
software testing has always been crucial
to producing reliable and dependable
software products. It is the purpose of
this paper to examine some of the
common software testing problems and
address issues regarding an effective
software  testing technique. These
common  problems along  with
suggestions on how to deal with them
are discussed in Section 2. Conclusions
and recommendations for further
research are given in Section 3.

2. Software testing: issues and
concerns

While software testing is a major part of
the software development process, it is
the least understood part. Documented
procedures for testing software must be
in place before testing begins. The lack
of software testing procedures or using
procedures that are not clearly and
completely defined often results in time
delays and cost overruns. Testing is an
important part of the software process
and a task that must be carefully carried
out throughout the software development
life cycle. For example, requirements
must be checked during requirements
analysis phase, specifications must be
checked during specification phase, and
during implementation not only each

module must be tested separately, the
product as a whole should be checked.
To better discuss software testing issues
and learn how to deal with them
specially regarding software quality, we
have come up with the following major
questions that we will focus on them in
this paper.

1. What are the potential key
problems of software testing?

2. What are the attributes of
software quality requiring quality
testing?

3. Who are the key people involved
and responsible for quality
testing?

4. How can quality software testing
be done by these people to
overcome the key problems?

5. How can software quality be
improved through good testing?

Below, in the following five subsections,
we will elaborate on these issues and
give a detailed discussion for each of the
above questions.

2.1 What are the potential key
problems of software testing?

Several key problems of current
software testing practices are given in
[3.] Below we discuss some of the very
common of theses problems and show
how software quality can be improved
through elimination or alleviation of
each of these problems. While all of
these problems are considered ‘“key”
problems in a sense that they affect the
quality of the product, some of them can
have more sever consequences than
others. Therefore, we discuss these
problems in order of their importance
(i.e., their severity regarding their
negative effects on software quality.)



Poor Planning — A careful test plan can
help the testers to perform a quality job.
On the other hand, poor planning can
negatively affect the process which
could lead to production of low software
products. Poor planning is one of the
major problems of software testing
practices. Software can be tested at
various phases of software development
and with various degrees of strictness.
Like any development activity, software
testing consumes effort, and effort costs
money. A poor testing plan not only can
distress the quality of the software
product, it also can increase the
development cost. Software developers
should carefully plan for the testing
process and specify what percent of the
project effort should be devoted for
testing related activities including
verification and validation activities.
This, with no doubt, would increase the
effectiveness of the testing outcome and
thus, would lead to an increase in quality
as well as a decrease in cost of the end
result. To have a good test plan we have
to carefully select strategies for testing.
Test strategies are the general rules,
principles and rules to support the goal
of effective and efficient testing. To
have a good test planning process,
according to [4], we have to establish a
clear criterion for each phase, establish
common commitment and expectations,
complete test planning processes at a
reasonable time, promote reasonable
creativity and flexibility, generate
appropriate documentation, and provide
the opportunities for catching errors.

Poor coordination - Poor coordination
between software testers and software
developers results in lower quality
software product. Testers and developers
should have good coordination in
debugging activity, meaning that they

work side by side in detecting errors and
bugs and fixing them appropriately.
When testers find a bug they should
communicate with coders and let them
know and, once coders fix the bug and
send it back to testers there should be a
mechanism to make sure that nothing
gets lost or forgotten during these
communications. We also have to make
sure that the link between testers and
coders is clear and direct [3, 4, 5.]

Lack of user involvement - No matter
how well we think we know about
application domain and how
knowledgeable we are, we always need
the user involvement because we always
should consider wusers’ feedback to
improve our software quality (i.e. user
friendliness of our software) and make
sure that we have met users’
requirements [3.] Experience has shown
that user involvement in the whole
period of software development will
result in a better quality software
product. This is because it decreases the
likelihood of errors resulting from
misunderstanding the application
domain.

Shortcuts in testing - Shortcuts in testing
may result in unrecognized bugs and
errors, which is going to cost us a great
amount of time and money later. So if
we look at it in a long term and see the
consequences that making shortcuts in
testing is going to have for us, we would
rather to perform a test completely
without any shortcuts. Indeed, shortcuts
will only save us time and money at that
moment but not in the long term.

Poor Testability - Testability could be
defined as testing complexity of the
software. When software has high
testability, testing and finding bugs will



be easier and as the result there will be
less undetected bugs. On the other hand,
for software products with low
testability finding bugs will be harder
because more tests will be required to
find a bug [3, 5.] In the case of hard to
test and verify code, the code must be
rewritten in a more testable way and this
itself can become very time consuming.

2.2 What are the attributes of
software quality requiring
quality testing?

Among many attributes of software
quality the five most significant ones
that software engineers usually try to
have a good balance of them are
usability, efficiency, reliability,
maintainability, and reusability.
Although quality testing can contribute
to all these attributes, but it directly
plays a vital role regarding reliability of
the software. The higher the testing
quality, the more reliable (i.e., fewer
failures) the software. Therefore, for
those applications that reliability is a
must, testing must be done thoroughly
and with extreme care to avoid the
software failure in the first place and to
ensure an efficient and effective
recovery in case of failure.

2.3 Who are the key people
involved and responsible for
quality testing?

Among many factors for successful
software testing practices choosing right
people for the job plays a significant
role. It is very important to assign only
those people who have required skills for
performing a quality job. More
specifically, the software testing team

members should posses not only testing
skills, but they should also have
application domain skills, and technical
skills [4.] Assigning new hires or failed
programmers, for whatever reason, can
easily lead to the job failure and/or
ultimately production of low quality
software. The attitude of the testing team
members, though not as vital as their
skills, is also crucial for a successful job.
In addition, the significance of the
management role in the process should
not be overlooked. The management
continuous involvement and support is
essential all the way through the testing
and all phases of software development.
This of course might not easily happen
unless the management is properly
educated in this regard.

2.4 How can quality software
testing be done to overcome
the key problems?

To produce high quality software we
must, among other quality artifacts, have
a software quality program. Such a
program must establish requirements for
quality. There are two main concerns
that have to be taken into consideration
when developing software. One involves
with the client’s needs (i.e., we have to
make sure the final product satisfies their
needs) and the other one is to produce an
error-free product. Ideally, software
development processes should be so
advanced that no errors will enter a
software system during development.
Current practices can only help to reduce
the number of errors, and not prevent all
errors. However, if the best practices
were available, it would be risky to
assume no errors enter a system. The use
of error analysis allows for early error
detection and correction. When an error
made early in the software development



life cycle goes undetected, problems and
cost can accrue rapidly. An incorrectly
stated requirement may lead to incorrect
assumptions in the design, which in turn
causes subsequent errors in the code [6.]
It is interesting to know that average cost
per defect, if found in production, is very
high (it is well over $100K), while it is
extremely low (less than $100), if
detected during requirements analysis
phase. Of course, for many cases, not all
defects can be detected as early as in the
requirements phase, but every effort
should be made to not to delay them
until the production. In fact, for most
cases, the objective should be to detect
defects as early as possible. Among a
variety of issues that can be considered
regarding quality testing, for almost all
cases, we have to deal with the following
three issues:

1. We should distinguish between
different types of defects,

2. We should come up with good
strategies for efficient detection
of each type of defects, and

3. We should write test cases with
“quality” in mind.

We first need to distinguish between
different types of defects. It is easier to
carry out the testing procedure if we
have prior knowledge about potential
defects that can occur. To come up with
effective strategies for efficient detection
and correction of each type of defect, we
need to identify parameters for such
strategies. In addition to the above
issues, as discussed earlier, a good plan
can play a vital role as far as quality is
concerned. A careful test planning can
help testers to appropriately perform
their job and achieve their goals. It
involves many steps such as establishing
test objectives, designing test cases,

writing test cases, executing test cases,
and evaluating the results [7.]

2.5 How can software quality be
improved  through good
testing?

To discuss how software quality can be
improved in an organization, regarding
good testing, we need to learn how the
organization views the quality and how
they prefer to implement it. Some of the
good candidate areas for improvements
are organizational commitment,
participative testing, focus of testing,
better planning, quest for continuous
improvement, and design of testability
[2.] First and foremost, it is very crucial
for the organization to commit itself or
quality may be compromised and not
improved. An active participation and an
emphasis on testing along with an
effective planning can also well
contribute to software quality
improvements. Continuous software
quality improvement, like everything
else, requires continuous feedback and
quest.

3. Conclusions

In this paper, we have provided an
overview of software testing, and have
discussed what makes a software testing
technique an effective one for producing
quality software products. We have
focused on five major questions
regarding quality testing, and have given
suggestions for overcoming those
problems. A good testing strategy must
posses a series of properties. We have
discussed some of the major properties
and their role in production of software
quality. Presently, we are investigating



the issues regarding the list of properties
necessary for such strategies to find a
more complete list of those properties.
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