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Keywords: Graphalgorithm, Tracing, Time Critical Object logging [Ale05a]. The result of this project is a working black
Oriented Software box writer (like a black box in an aircraft) for application
processes, which logs the events of the last 10-20 minutes of
Abstract—The current work is the closing article of an on-  the execution. If the system has crashed, then it is possible to

going series of papers that illustrate a high-performance solution oo natryct all executed control flows of the application from
to the tracing of time critical applications with minimal impact
the logged events.

on the running system. The idea of the proposed solution is A : ) ] )
to instrument the application at significant points with event In this article the graph-theoretical algorithms for reduction
functions, log the events of these functions during execution and of the monitoring points are summarized and some new
reconstruct the complete control flow on the basis of protocoled gpproaches will be presented, which allow to find in most

events. The finding of the minimum set of the monitoring points - -, caq the minimal set of the monitoring points in the control
in the control flow graph, which is sufficient to reconstruct all

posible control flows, is aA”P-complete problem (Feedback- flow graph. The finding of the minimum set of the moni-
Vertex-Set (FVS) [Gar79)). toring points in the control flow graph is th&"P-complete

Inthis_ paper we present _the gra_ph-theoretical algorithms for the problem. Our approach dosn't solve the problem, but the
Seh'_e%t'o” of the monitoring points in ”f‘e Conrfro'_ flow graphs, graph-theoretical extension via decomposition into connected
which are based on decomposition of graphs into connected o, 5,nents provides the algorithms, which deliver the same

components. We present the solution, which combines the graph-
theoretical algorithms with the Knuth-Stevenson Algorithm and  OF better results than the known Knuth-Stevenson Algorithm

provides in most cases the minimal set of monitoring points. But
generally this problem is still A’P-complete. Il. GRAPH BASICS

This paper deals with results from a joint research project . .
between the Siemens AG, COM MN CC ST, Berlin and the  1Nhe analysis of control flow graphs is based on graph-

University of Oldenburg. theoretical decompositions of graphs into connected com-
ponents. Directed graphs are decomposed in a natural way

. INTRODUCTION :
. o ) . into weakly connected componentsweakly connected com-
Tracing large server applications is a challenging task as %nentis the subgraph generated from a maximal class of

ecution of these applications is multithreaded and time-criticlartices connected by a-paths. An a-path is a path where an
Normally large systems should be available around-the-clogk. js passed through in forward or in backward direction. A
and can not be stopped for a long time. The software updalgs,ngly connected componeatthe subgraph generated from
and services are executed in the running system. Examples,ayimal class of vertices mutually connected by f-paths, i.e.
of such systems are database-applications, telecommunicaligghs \here arcs are passed through only in forward direction.
servers, bank systems etc. If the system behaves abnormgul\éry strongly connected component is part of a weakly
(some applications are stopped or crashed), then it is neces$i¥hacted component. Every weakly connected component
to localize and solve the problem as fast as possible. Tféedecomposed in a natural way into strongly connected
abnormal behaviour may be caused by software-bugs, Wre¢hponents and arcs which do not belong to any strongly
administration of the application, hardware defects, a powgl,nected component. The subgraph generated by these arcs

blackout, network problems etc. is the external dagof the weakly connected component. It

Last year we presented a technique for the monitoring apd, girected f-acyclic graph (dag). The vertices common to

reconstruction of the control flows in Java-based applicatio Sstrongly connected component and the external dag are
[Ale05b]. This technique allows to reduce the number 41%

lled weak attachment pointsThe algorithms for findin
events because the event functions will be optimally placede.‘ P g g

Moreover this teChm_que has 0_n|y_ a low influence on per-iype proofe of the algorithms are not included in this article and can be
fomance of the monitored applications due to asynchronoidsnd in [Ale04a]



the weakly connected and the strongly connected componepits

as well as the external dag witkeak attachment pointsre
described in [Sti04], [Sti01b]. A second graph decompositiop
namely thestandard a-decompositions also used in the

analysis of control flow graphs. It uses a-paths only, as|if

the Graph were undirected. The graph is decomposed i
maximal 2-edge-connected subgraphs silecomponentand

subgraphs which are a-trees. The subcomponents in turn are6 for (all strongly connected componersis)
subdivided into maximal 2-connected subgraphs bilocks 7 SETSCgl\x;IPEVENTS : P {
Several biblocks may have a vertex in common. Such vertiges 8 ) X

are hinge points For details of the standard a-decomposition 9 SETDAGEVENTSY):

including algorithms see [Sti98].

Ill. FORMALIZATION OF MINIMAL CRITERIA

In mathematics we speak about a minimum concerning a

characteristicA, if something is smallest possible valuewith
respect toA. For the control flow monitoring a subset of nodes

@

~

SETEVENTS (G)

1 for (all start and end vertices of G)

2 mark v as event vertex;

3 find weakly connected components Gf

4 for (all weakly connected componeritg){

5 find strongly connected components
andDAG D of W;

0 }

/

Fig. 1. SETEVENTS Algorithm for placing of events

of a control flow graph is used, which is sufficient for thé (Possibly empty) set oarcs A is the finite set of sets
reconstruction of all possible control flows. Then there shoufd:?), Wherea,b € V. S C V' is a nonempty set, the set
be a subset of nodes, with minimum regarding the numb@k Start-vertices £ C V' is a nonempty set, the set ehd-
of elements, which are needed tomake the reconstructionV§ftices After execution of the algorithnBETEVENTShe

control flows possible. From these considerations the followi
definition can be derived.

Definition 3.1: The set of the monitoring vertic&s of the
control flow graphG is called minimal X,,;,, if there is
no other setX’ with | X’| < |X,.:x|, which is sufficient for
reconstruction of all possible control flows.

The Definition 3.1 applies with reservation of the following
note.
Remark 3.1: Each control flow in the control flow gragh

is identified by a start and end vertex, Sometimes the start and

end events can be ignored.

In practice the reconstruction program can be adapted for3)

analysing the start and end events.

IV. SETEVENTSAND RECONSTRUCTFLOW
ALGORITHMS

The placing of monitoring events in the program and the 4
reconstruction of the control flow inside a method is realized )

by the two graph theoretical algorithmSETEVENTSand
RECONSTRUCTFLOWThe algorithm SETEVENT Splaces

events (i.e functions which trigger an event). The second

algorithm RECONSTRUCTFLOWakes these events and re-

5)

ent verticies in the flow grap& are marked. So the result

of the algorithmSETEVENTSs a nonempty sekK C V. The
set X is the set of all vertices, which have been marked as
event vertices.

The algorithmSETEVENT$ executed in the following steps:

1) At first (line 1 and 2 all start and end vertices will be
marked asvent vertices

) In line 3 the flow graphG will be decomposed into

weakly connected components. For finding the weakly

connected components a simple deph first search al-

gorithm can be used. One variant of this algorithm is

described in [StiO1b].

Each weakly connected component will be decomposed

into strongly connected components and the external

DAG (line 5). For finding the strongly connected com-

ponents, externdDAG and weak attachment points, the

algorithm from [StiO1b] is used.

For the placing of event vertices in strongly connected

componentsline 7) the procedurSETSCOMPEVENTS

is called igure 2.

For the placing of event vertices in the external DAG

(line 9) the procedur&SETDAGEVENT called figure

constructs the control flow of the recorded sequence. The first )-

version of these algorithms was published in the technichine input for the procedur&ETEVENTSSCOMB a sub-
report [AleO4a] and presented at the science conferencedii@Ph$ generated from each strongly connected component.
limenau [Ale04b]. The adapted version of these algorithniie procedureSETEVENTSSCOMRtarts a special deph
have been presented Bite 2005 International Conference orfirst search lines 1-3. For that the recursive subprocedure

Software Engineering Research and Prac{ise05b]. Due to

SETSCOMPEVENTSPR used, that checks, if any outgoing

completeness of the algorithms the short description of the€s of the currently processed vertelead to a vertex, which

algorithms will be done here.

lies on severalf-cycles SETSCOMPEVENTSPR, ling. 6f

this condition is affirmative, then the vertexwill be marked

A. Algorithm for placing of events
The algorithmSETEVENTS (figure I)ses as input a flow

as event vertex.

In the procedur6ETSCOMPEVENTSRRo help functions

graphG. The flow graph’ is a quadrupléV, A, S, E), where are usedotherendandindegree The functionotherendreturns

V is a nonempty set, the set okrtices (or nodes).A is

the neighbor vertex of the given arc and the funciiotegree
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for (all verticesv of S) {
if (v unmarked){
SETSCOMPEVENTSPRY;

}

mark all weak attachment vertices 6f
as event vertices;

SETSCOMPEVENTSPR ()

1
2
3
4
5
6
7
8
9

if(v proccesed)
return;
mark v as proccesed,;
for (all outgoing arcg of v) {

SETSCOMPEVENTSPRotherend(l, v));

if (indegree(otherend(l,v)) > 1) {
mark v as event vertex;
}

/

returns the number of incoming arcs of the given vertex.
The input of the procedureSETDAGEVENTS(figure
3) is a subgraphD generated from theexternal DAG

Fig. 2. ProcedurSETSCOMPEVENTS

structure was published in the technical report [Sti97]. The
modified version of this algorithm is presented in [Sti04].
All biblocks from this structure are processed as directed
subgraphs lihes 2-§. The event vertices will be marked
only in biblocks, because the flow in internal and peripheral
trees can be reconstructed without additional events. For
the placing of events in the biblocks the subprocedure
SETBIBLOCKEVENTSs used [ine 4). The procedure is
started on the vertex, which doesn't have any incoming arcs
(line 3). The subprocedurSETBIBLOCKEVENTSvorks in

the same way as subproceduB&TSCOMPEVENTSPfr

the strongly connected components. It will be checked, if any
outgoing arcs of the currently processed verteleads to a
vertex, which lies on severgl-paths SETBIBLOCKEVENTS,
line 6). If this condition is affirmative, then the vertex

will be marked as event vertexThe algorithm SETEVENTS
finds in the given flow graph a set of event vertices, which is
sufficient and in many cases minimal for reconstructing of all
control flows.

Accuracy of this statement was proven in the [AleO4a].

B. Algorithm for reconstruction of a flow sequence

For the reconstruction of the sequence flow the auxiliary
arc structure will be generated via modified DFS Algorithm
(procedure MARCARCS). MARCARCS starts in each event

The graph D is considered as an undirected graph angytex and assigns to the reachable arcs the event label of

/SETDAGEVENTS (D)

1

2
3
4
5
6
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find biblocks of D
for (all biblocks B') {

~

for (all verticesv of B with indegree(v) =0 ){

SETBIBLOCKEVENTSY;

}
}

SETBIBLOCKEVENTS (v)

if(v processed/ outdegree(v) = 0)
return;

mark v as processed;

for (all outgoing arcd of v) {
SETBIBLOCKEVENTS ptherend(l, v));
if (indegree(otherend(l,v)) > 1) {

mark v as event vertex;

}

¥

/

Fig. 3. ProcedursETDAGEVENTS

this vertex. The recursion of the MARCARCS procedure is
finished if the next event or end vertex is reached. The arc
structure should be generated only one time and can be used
for reconstruction of all protocol led flows in this control flow
graph.

The algorithm RECONSTRUCTFLOW (figure @)ses as
input the control flow graph with marked ar€8 (the result of
the MARCARCS procedure), and a stack of evehtsboth
has been saved during monitoring. figure 4 an example

g LSiack
Sequence of executed vertices

er

S

Fig. 4. Stack

of the execution sequence is demonstrated. The events of the

decomposed into peripheral trees and the stopfree kerreecution sequence are mapped to the vertices of the control
The stopfree kernel is decomposed into subcomponefitav graph. The events in the double frame are mapped to the
and internal trees. Subcomponents are decomposed ietent vertices, which were marked by algorit®BTEVENTS
biblocks (ine 1). The detailed description of the connectivityThey will be logged and put into the stadk. The result
structure of undirected graphs can be found in [Sti96], [Sti98F the algorithmRECONSTRUCTFLOVWs the control flow

and [Sti0Ola]. The algorithm for finding the connectivitysequence f-path) R reconstructed as queue structure. The
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Fig. 5. reconstruct flow
f RECONSTRUCTFLOW (&', Y) \ name of the vertex,,.,; (lines 6-1). If the marking of the
1 v =pop®); arc is conform to the name of the vertex...;, then the control
2 enqueue(, R); flow can be reconstructedir(e 7). There must be exactly one
3 Unest =pOPEY); incoming arc mark_ed with this name. The other end vertex
4 while Upest £ NULL) { of the found arc will be set as active (currently proccessed)
5 do { vertex (ine 9). The arcl and vertex will be inserted into the
6 for (all incoming arcg of v) { result queuet (line 8and line 10). If the reconstructed vertex
7 if ( I-mark includesvycy) { equals the vertex from the protocol ;tack, the next one will
8 enqueud( R); be fetched from the protocol stadk (line 1_5), and the next
9 v=otherend(l, v); segment of the control flow sequence will be reconstructed.
10 enqueue(, R); After execution of the algorithftRECONSTRUCTFLOWhe
11 break: result queueR includes the whole control flowf¢path) as
12 } sequence of the vertices and arcs.
13 ,} C. Example
1; vni\t,v!fog)(fi Uneat); An examplg of a reconstructed flow is presentedigure
16 } B 5. Th_e algorithm RECONSTRUCTFLOWeconstructed the
17 return R: following sequence of the verticesfrom the recorded events-
K ’ / sequence:
Fig. 6. Algorithm for reconstruction of flow sequence « Example 1
e = (51, v14, v25, V30, V30, £7)
f= (5171}1,7)147@227@23,@24,U2577)297030,U51,U5277J537
algorithm RECONSTRUCTFLOW starts the reconstruction Us4, Uss, V30, U31, U32, V33, U4, F7)
with the topmost vertex of the protocol statk (line 1) and « Example 2
inserts it into the result queu® (line 2), because the first e = (S1,v14, V25, V30, V30, V30, F7)
vertex in the stack Y is the last vertex of the control flow  f = (S1,v1,v14, V22, V3, V24, Vas, V29, V30, Us1, Us2, Us3,
sequence. In th&/HILE-loop (ines 4-1§ the vertices from Us4, Uss, V30, Us1, U52, Us3, Us4, Uss, U30, V31, U32, U33,
the protocol stack” will be processed as long as the stack v34, B7)

is not empty. TheDO-loop (lines 5-14 gets the vertex,,c.
from the protocol stack” and compares the marking of all
incoming arcs of the currently processed veriexvith the

V. COMBINATION OF SETEVENTS A.GORITHM WITH
KNUTH-STEVENSON

In figure 7 the execution of the Knuth-Stevenson algorithm
2The algorithmRECONSTRUCTFLOWS presented without error treat- IS SNOWN. Th_e algorithm uses a gl{aph transformatlon followed
ment, for example wrong or missing events. by the spanning tree algorithm. Given a graph wittvertices



a) b) C)

Fig. 7. Execution of the Knuth-Stevenson algorithm

and £’ edges, and there exists a verteand arcsc — a and strongly connected components are not marked by a modified

¢ — b, then vertexa is considered to be in the same equivadepth search (Procedur@ETSCOMPEVENTSbut by the
lence class as vertéxa = b). The resultant transformed graphKnuth-Stevenson-Algorithm (line 7).

consists of nodes that correspond to the equivalence classesfterwards the weakly connected componéfit will be

and edges that correspond to the nodes in the original grapmnsformed into the weakly connected comporiéfitas fol-
(figure 7b). After applying the spanning tree algorithm thlws. From the weakly connected compon@¥it all outgoing
missing arcs can be mapped to the nodes in the original graphs (Arc setd,,;: ) of the already found event vertices are
(figure 7c and 7d). The algorithm combined with the Knuthdeleted. Only the DAG remains, because the Knuth Stevenson

Stevenson algorithnSETEVENTSIs presented in figure 8. algorithm interrupted allf-circles in the strongly connected
The first steps of the algorithlBETEVENTSare similar components by finding the event vertices.

f SETEVENTS' (G) \ BREAKLFLOW (W, Agu:)

1 for (all start and end vertices of G) 1 W =W\ Aout; _ _
2 mark v as event vertex; 2 mark all reac_hable vertices fror_n start vertllcesl/iﬁ ;
3 find weakly connected components @f 3 delete_recurcwe unmar_ked verticefrom W
4 for (all weakly connected componentg) { (Stop |ful = entry or exit attachment vertex )
5 find strongly connected components 1df; 4 reunW
6 for (all strongly connected components) { Fig. 9. Procedur@REAKFLOW
7 apply Knuth-Stevenson Algorithm t§;
8 At the end the event vertices in the biblocks of the DAG
9 W' = BREAKFLOW (W, Aout); (lines 10-12) are marked by the Knuth Stevenson algorithm.
10 find Biblock of W, Thereby some vertices in the strongly connected components
11 for (all Biblocks B of W' ) { can be marked as event vertices.
12 apply Knuth-Stevenson Algorithm t&;
13 VI. DECOMPOSITION OF STRONG CONNECTED
\14 } j COMPONENTS
The idea is to divide the strongly connected component

Fig. 8. Algorithm SETEVENTS’ recursively like a bowl. In the first step the outsidecircle

of the strongly connected component is broken and the result
to the steps of the algorithrBETEVENTSThe starting and is considered as an independent graph. This graph can have
end nodes of the flow grapt’ are marked as event nodedurther strongly connected components and external DAG.
(lines 1-2). The graply is decomposed into weakly connectedror each strong connected component this step is repeated,
components (line 3) and in each weakly connected componentil in the result graph no more further strongly connected
the strongly connected components are found (line 6). tomponents occur. Then the event vertices can be verificated
contrast to the algorithnSETEVENTShe event vertices in by the Knuth Stevenson algorithm.
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Fig. 10. Execution of th66ETEVENTSalgorithm

In figure 11 the decomposition method of the strongly In line 7 the standard-a-decomposition of the transformed
connected component is formalized in form of the algorithmonnected componerfi’ is executed. Afterwards the Knuth
DECSCOMP The Input of the algorithm is a strong connecte&tevenson algorithm is applied for finding the event vertices

in the biblocks.

/DECSCOMP(S) ) \ VIl. HIERARCHY OF ALGORTIHMS
1 break outer f-circle ofS and generate grapfi’;
2 decomposé’ in strongly connected components In reference to the number of monitoring vertices, which
and externalD AG; are found by the algorithms, the algorithms can be set up
3 for(all strongly connected componentof G){ as follows in a hierarchy (figure 12). With the expression
4 DECSCOMRs); Ay > A, we define, that the number of monitoring ver-
5 } tices, which is verified by the algorithmi,, is greater or
6 S = BREAKFLOW (S, Agut); equal to the number of monitoring vertices verified by al-
7 find Biblock of S’; gorithm A,. Figure 13 presents the algorithm hierarchy in
8 for (all Biblocksb of S") { reference to complexity. The hierarchy described above is
9  apply Knuth-Stevenson Algorithm tig explained by an example (figure 14). Figure 14 shows the
\ 10 } / control flow graphG with one strongly connected component
{n1, na, ng, ns, ng, N7, Ng, N1g }-
Fig. 11. Decomposition of strong connected components The result of the algorithrSETEVENT $or the control flow

graphG contains four event vertices (figure 14a). Two event

componentS. The outside loop of this connection componenterticesng und n; are verificated inside of the strongly con-
is broken. For that all incoming arcs of the entrance attachmemgcted component and two event vertices are weak attachment
vertex are redirected to a new verteatt@chment vertex) verticesn; and nig. In the external DAG no event vertices
(line 1). From the modified connected componéné graph are verificated. The result of tHénuth-Stevenson-Algorithm
G’ is generated. The grapi’ is composed in the next stepis shown in figure 14b and contains four event vertices as well.
into strongly connected components and the external DAGhe algorithmSETEVENTSWill verificate three event vertices
For that the algorithh STRONGCOMHMrom [Sti04] can be (figure 14c) and the algorithrBETEVENTSonly two event
used. For all found strongly connected components in the lovertices (figure 14d).
(lines 3-5) the algorithr DECSCOMPIs recursively called.  In the choice of an algorithm attention must be paid to
The recursion ends, if the graghf does not contain further the fact, that the additional effort during the preparation
strongly connected components. remunerates as profit of tracing during execution of the

The next step (line 6) is the transformation of the stronglgpplication. The choice depends on which application has
connected componenf into a connection component’ to be supervised. If the preparation effort does not have
by the procedurdBREAKFLOW From the strong connectedany restrictions, then it is suggested to use the algorithm
componentS all outgoing arcs (Arc sefl,; ) of the already SETEVENTS” The algorithm with linear complexity
found event vertices are deleted. (Knuth-Stevensoor SETEVENTS  should be applied if the



[ SETEVENTS > Knuth— Stevenson > SETEVENTS > SETEVENTS" > Unk‘nown]

Fig. 12. Algorithms hierarchy

SETEVENTS > Knuth — Stevenson > SETEVENTS'

O(n)

P

>| SETEVENTS"

Unknown

O(k™)

NP

Fig. 13.

complexity hierarchy of the algorithms

Fig. 14. a) SETEVENTS b) Knuth-Stevenson c) SETEVENTS’ d) SETEVENTS”

preparation for monitoring must take place at run time.
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