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Abstract

This paper suggests a SOA-based IA asset management
architecture for system vulnerability in E-Government.
Once an information assurance vulnerability notice is
given for a system, it is important for reducing massive
system engineering efforts for IA asset management.
When systems are updated by security patch for
mitigating system vulnerability, asset management
based on vulnerability update and request is trivial, in
order to increase accuracy, efficiency and effectiveness
of software processes. By employing XML technology,
we can achieve seamless and efficient asset
management between heterogeneous system format as
well as data formats in analyzing and exchanging the
pertinent  information for information assurance
vulnerability. Thus, when a system is updated to comply
system vulnerability, the proposed SOA-based IA asset
management architecture is proliferating. Then, an
executable architecture for implementation to verify the
proposed scheme and testing environment is presented
to mitigate vulnerable systems for sustained system.

Keywords:  SOA, XML, Asset Management,
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I. INTRODUCTION

Information Assurance (IA) issues are one of hot areas
among information technology management. IA asset
management has become increasingly important
because there are continuous changes in components of
IA management. IA assets should contain all
components such as objects or artifacts associated with
IA. Among IA issues, system vulnerability management
is addressed specifically in this paper. The basic
intensions are to recognize the components of systems
for TA asset management and propose IA asset
management framework for system vulnerability.

For E-government, Service Oriented Architecture
(SOA) is a new paradigm and driving force for

developing and integrating multiple systems. SOA is an
approach for building distributed systems that deliver
application functionality as services to end-user
applications or are used for building other services.[18]
As the components of E-Government are diverse
containing multiple vendors systems deployed, system
engineering efforts toward SOA are necessary for not
only internal factor but also externally used. It is
expected that many E-Government system being
migrated into web-enabled services. Since system
environments change rapidly and engineering change
efforts for interface control are increasingly significant,
many documentations associated with E-government is
considered to carefully examine in terms of non-
functional view as well as functional perspective.
Overall, for SOA, an architectural style between
components is loosely coupled. Since the key of E-
Government are document-oriented designed, the
exchange between each components based on E-
Government document should be standardized.

In a sustained system, SOA-based IA asset management
efforts are also required. Whenever security patches
released, many resources such as engineers, project
support personals are allocated for analyzing the
applicability and updating the record of each system. IA
asset management architecture aims to help solve
engineering issue of reducing efforts and producing
better approach for mitigating system vulnerability. If
IA asset management requirement for system
vulnerability has an ongoing feature to be considered,
even after implementing the change, the management
efforts are still required for continued decision-
making.[15,16]

To maintain systems vulnerability is challenged efforts
to the System Engineer and Information Assurance
Specialist. All these activities are manually labor
intensive and can consume several minutes to hours of
time and effort, especially in sustained systems. If
certain systems has multiple operating system
environment and being operated based on the
decentralized solution, keeping accurate records of
multiple assets and validating then can be a very
challenge. Therefore it is necessary to build simple and
powerful way to handle this.



In order to use asset data proactively, to build
exchangeable data using designated format is used more
quickly that are less costly. Therefore, in this paper,
asset management architecture using XML is suggested.
XML offers the advantages of the ease of displaying
data in electronic or printed form and enhanced
transportability of the asset data. For example, these
XML files hold information regarding the system
administration support personnel information such as
name, contract status, scope of access, and so on.

The proposed approach, therefore, is the SOA-based
framework of using XML, which is one of standard for
exchanging information like Figure 1.

This paper suggests an effective process and method to
consider interface control requirement while migrating
multiple applications toward SOA-based environment.
For dealing with the interface control, SOA-based
metrics approach for interface control analysis is
discussed and prototyping environment for testing is
also suggested as a lightweight tool. In order to figure
interface control requirement out, Engineering Change
Proposal (ECP), which is common vehicle of
configuration in E-Gov is addressed as an exchanging
the change. [15,16]

This paper is also proposed to build IA asset
management architecture using XML for managing
system vulnerability notice more efficiently and
effectively.

The rest of this paper is organized as follows: Section 2
briefly describes background and problem statement.
Section 3 presents asset management steps. Based on
the concept defined in Section 2 and Section 3, Section
4 describes basic architecture to handle vulnerability
management using cube and implementation. Section 5
addresses conclusion.
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Figure 1- SOA-based Control Framework Cube

I1I. BACKGROUND AND PROBLEM
STATEMENTS

Under considering an world-wide deployed US health
system involving 8 sub-systems A through H with more
than 50 to 200 sites, a impact analysis for interface
control is essential for decision-making.[41,42]

* Ahas a large number of extemal system interfaces that have not been shown.

Figure 2- Sustained System Architecture

In case that current E-Gov systems are connected each
other, the change of specific system for mitigating the
SOA affects other systems connected. Therefore,
enterprise-level planning for the application migration is
necessary to reduce conflicts and negative side effect
and to increase efficiency and effectiveness. It is
essential for enterprise-level planning to analyze current
status based on system documentation as an input.
Moreover, consider the interface between systems A
and B. The Health Level Seven (HL7) protocol
messaging supported by the interface engine between A
and B is given in Figure 2 as an example. In table I, the
several cases of system for checking status with priority
toward the SOA are presented.

Table I- Change Case Table for the system

Systems A ' B lc |D|E |F |G |H

Issues

Enterprise
Decision edle3 |e5 el |e3 |ed |e2 |e3

Making

Application

e al|a5 |a2 |a4 |a3 | a4 |al |a5
Migration

Policy and
Governance| P2|P3 | P5 | p3| p4 | p3 | p3 | p4

Document-

Oriented d5(d3 | d4|d3|d2|d2|d3| d4
Modeling

Collaborate
(standard/ | c4|c5 |c4 | c5]c3 |c4|c2 |c3
industry)

(1:lower priority~ 5:higher priority)



E-Gov systems has contains Government off the shelf
(GOTS) with sustained phase. These systems had
developed diverse level of documentation baseline
while maintaining system. Because of limited budget, to
invest the workload for standardized documentation
baseline is difficult. Furthermore, as each system
change toward the SOA purpose has different
requirement and timeline, the process with considering

system interoperability under SOA should be considered.

In priority (1-5), there are various factors to represent
system status to migrate SOA. But the analysis result is
dependent to Subject Matter Export (SME)’s knowledge
and experience. And there are many cases existed not
for sure.

If more issues regarding E-Gov are considered, the
situation for system analysis for interface control toward
SOA is getting harder than previous case. Figure 3
depicts the IA asset management model regarding
system vulnerability.

* POC Data
* Asset Data
* Authority Data

| TA Asset Registry

I TA Asset Analysis * Req. Gathering

* Applicability
* Testing
1A
Asset ;
* Baseline Check
Mgt IA Asset Update aseine LAee
* Update Check
Model .
* Synchronization

* Approval
* Coordination
* Connectivity

| | IA Asset Control

* Periodical Data
* Risk Report
* IA Certificate

IA Asset Reporting

Figure 3- Sustained System Architecture
affected by IA Vulnerability

This model shows a conceptual view of total IA asset
management. With a given changing requirement, a
System Engineer and an Information Assurance (IA)
Engineer should be involved in the asset management
architectural process. In the case of large-scale and
globally deployed systems, engineering evaluations for
IA asset management with vulnerability notice rely
upon the test results of development testing. IA
management on the system interfaces is dependent upon
knowledge about interface details based on system
resource information. If changing vulnerability
management requirement is not a one-time request, it is
necessary to involve engineers for continued analysis
with more objective evidence from the system resource
and build a stronger foundation [18]

In this paper, an applicable vulnerability management
requirement, are focused during the process for analysis.

This security requirement is an appropriate example of
an applied to entire systems on an ongoing basis [15,16].
We present a globally deployed US health system and
suggest an approach to handle the above issues.
Even though System Engineers have sufficient
knowledge on each system asset, it will be difficult to
trace all the detailed records on the system engineering
efforts for TA asset management. Thus, this paper
suggests a SOA-based IA asset architecture, which is a
good vehicle for improving the efficiency by managing
the vulnerability information systematically during the
process for asset management.
This approach is based on XML representation, with
improving the IA asset management for information
assurance vulnerability with applying security notice.
The analysis uses a case study in the globally deployed
US health systems, which were analyzed manually by
System Engineers. An efficient scheme based on asset
management scheme using XML is discussed.[18,19]
Despite the recommendations of the process for
conducting asset management process results using site
information, relevant difficulties exist. This poses
several questions for IA Engineers that are responsible
for supporting asset management in the presence of 1A
vulnerability: 1) How to communicate each other
between systems for effective IA asset management? 2)
How can we track the status of updating specifications
of asset management? 3) How can we minimize efforts
for asset management? 4) How to increase the accuracy
of asset management decision? 5) Is there any simple
and powerful way to follow for asset management?

III. TA ASSET MANAGEMENT STEPS

We can observe each step smoothly processed based on
XML DOM tree (W3C, 2000). The example shown in
Figure 4 is the information assurance vulnerability
notice for database.

Vulnerability Example

DB Product Application Server Product
Window Window
NT/2000 NT/ 2000

9022 9.0.4.1

9 0.14 9205 \
3836293 3835955 A 3835781 NA

3815663 3835959

Figure 4- Vulnerability Information Tree



The leaf nodes indicate the patch number identified and
parent nodes of those are version numbers. The IA
asset management is essential for good decision support.
In this paper, we propose an SOA-based representation
of gathered specification. Figure 5 is an example of
demonstrating a specification described with XML

<Px version="1.0" encoding="UTF-8"2>
<CERT ic="test]">
<header>
<notice id="2003-A-0014"><otice>
<topic>Multiple Vuinerabilites in Microsoft IE</topic>
</header>

<2xmi versio"1.0"" encoding="UTF-8"?>
<B(Pid-"test2"™>
<header>

<notice id=""></notice>
<title>ECP Initiation Submittal Form</title>
</header>

<reference targets=""> <information A="">
<tinkI>Microsoft Advisory MS03-040</ink1> <Dute Submitted=">11/1703<Dote>
itp: i <Proposed Title=">CERT IAVB <Proposed>
<ink2>CERT QC<ink2> <Descriptioni=<para>CERT ...<para>=</Description™
p: o " Volnerabilit. <Reason>
<tink3>Seaurity Foaus<lrk3> <Proposed Priority=">3</Proposed>
i Maitical=2">No</IM>
reference> <Delivery Order="">Contract Nurber. < Delivery>
<ascssment> <Infornation Systenr=">B/nformatior>
<prioityHigh</priority> <Other Systen">Nore</Other>
B4 by P> Type>
<day>16</day></date></release> <Phase>3</Phase>
. <Clenged Code=">No</Chenged>
<month>October</month><day>21</day></date> <COTS Used=">No</COTS>
Sacknowledgement> <Tuble Updated=">No</Tuble>
i ¥ i <Hardware Changed=">No</Hardvare>
<month>Decerrber</month><day>15</day> <lnterface Expected="">No</Interface>
<date><compliance> <Miggation Potential=">No</Migratior>
assessrent> <Relevant ECP="">No</Relevant>
<summary> <finformation>
<para>This IAVA notice addresses two ritical . <fpara> ~ <Initiato>
<summary> <PO><Name>John Snith</Narre>
<technical overview="> <Phone>123-345-6789<Phone>
<para>A change has boen nmde to the way IE... <fpara> <Emil>John Sith@sgency.nil</Ennil>
techmical> <Organization>Agency</Organizatior>
<vulnerable systems=""> <PO>
<operating systenr"> <Technical POC="><Name>Nogh Yoo</Name>
<asl>window XP Professicnal</osl> <Phonc>987-6544321/Phonc>
<o2>window XP Home Edifon</os2> <Emil>Noah Yoo@eorrpany.com</Ermil>
<os3>window Milleniuneos3> <Orgamization?Company<Organization>
<os>window 2000</cs>
<cxSwindow 980s5> bl
<as>windowNT 40 SP6A</cs6> .
. <osT>windowserver 2003</os7> it &W“T‘IA“‘VB’ED”“ ““ﬂ‘“ddh“tb
Phivid <Lis2>VS Sceurity Bulletin MS03-041List2>
vebapplctionr > <Lis3>Vulnerability Notice 838572</List3>
B 01l <List4>CERT Advisory CA2003-27/Listd>
s <ListS>Developer Test Plan</Lists>
’ <List>Developer Test Result<List6>
e TER0<AS <List7>Engineering Analysis ist>
RO forvindovserer 0508 45 pevclopmental Test Pl Result <S>
fvels> X
“language> Spporting
wols> <IAlnpacts=">
Pord Mokl Security=">No</Model>
<lnerbie> <Posture Security=">Yes</Posture>
<Standard>No</Standrd>
">patch for
<altached>MS03-040 informmtion</atachod> <PrP-NosPuP>
e <HPAA-No<HIPAA>
<A
</BCP>

Figure 5- Vulnerability Notice XML and ECP
XML for E-Government

In the column, an example of IA vulnerability
information is given, and the ECP submittal form based
on XML representation is given in the right column.
Using proposed lightweight XML representation; we
generate a simple, powerful, and customized model for
enhancing the model for configuration management for
mitigating IA vulnerability.

Also, as some resource information may exist
without specification gathered, gathering specification
and verifying it with comparison of the current status is
another difficult problem to specify the Engineering
Change Proposal (ECP) for Configuration Management
(CM), as a common vehicle for final decision making.
Figure 6 shows us the response policy and process of IA
vulnerability for applicability.

Instead of proposing small and powerful system in
E-Government, applying an intrusion detection system
(IDS) is another option. But as our focus is regarding
the information for project-level support, it is not a
practical approach to apply specific commercial IDS.
Customization with IDS is also another issue to handle

in order to meet the requirement from a System
Engineer. Therefore, using proposed lightweight XML
representation, we generate a simple, powerful, and
customized model with layers for enhancing the model
of system impact management for mitigating IA
vulnerability in E-Government.
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Figure 6- IA Coordination Process Proposed for
Asset Management

IV. SOA-BASED IA ASSET
MANAGEMENT CUBE

XML-based IA Asset management framework
provides strengthening the security model and security
posture is possible using a proposed model. Furthermore,
we upgrade and customize system asset information as
the system resource ontology. Figure 7 is an TA Asset
management Cube including process and procedure,
requirements, and tools environment for support.
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Figure 7- IA Asset Management Cube



The full version of this research had detailed
information about resource information. If we use
updating resource information, it is possible for us to
describe the security accreditation boundary more
clearly and realistically by applying lower level
information.

A. SOA-based Architecture

A common environment as shown in Figure 8 can be
built for further testing and the simulation of the impact
analysis on the interface. As an input, interface related
documentation information such as ICD, and more for
specific systems, Online log file and parsed data at the
developmental engineering lab for testing are
considered. Most components are smoothly linked
through XML and triggered by XPath.

We describe the implementation plan to verify our
proposed model and scheme. The Windows system is
considered as the underlying hardware environment due
to its pervasiveness and we also consider various
commercial tools and reliable shareware utilities are
planned for installation as the software environment.

Executable SOA Sinulator(Server)

—

Conpare DOMiree

) ) {rrmems
e

ICDBCP/SIAPIA |

LOCHENT ™ Gy fator (User Client)

TA&T, PIA :
Mddleware Casalfor1d) K Virtual User

Generator _Generator

Figure 8- Proposed Architecture for
Implementation

The simulation system is designed to equip the
scalability for the future demands. In other words, the
experiment with another non-functional requirement
system on security as well as performance tool and an
extension of the rule domain upon the future demands
are combined.

B. Step by Step approach

XML is primarily used as a communication medium
between heterogeneous enterprise architectures. Using
XML notation, the time for efforts and potential error is
mitigated. This paper suggests step by step migration
approach by representing combined scheme with HL7
testing and XML technology.

Figure 9 is an example of extracting ICD documentation
and ECP tracking for system interface control toward
SOA environment. A two-way mapping between

generic XML workflow data and application specific
document structure is provided. The mappings are based
on XML techniques that allow translation and
manipulation of an XML document into different
representations in an efficient way.

For traversing the information under the XML DOM
tree structure, given algorithm using XPath and XSLT is
used. XPath takes a navigational approach for
specifying the nodes to be selected, hence a large
number of navigational axes have been defined in XPath.

(b) Extracting the change of ECP using DOM

Figure 9- Executable SOA-based Architecture
Implementation

For example, we are considering diverse tools for
extracting, parsing, and checking and a script
programming using Python for an interface between
each software components.

In Figure 10, the input artifacts are extracted and are
converted to XML. Once the proposed software
component in the IA vulnerability system converts
XML to DOM, the IA asset management process is
preceded. The one of graphical user interface is shown
as well.

We can observe each step smoothly processed based on
XML DOM tree [8]. Strengthening the security model
and security posture is possible using a proposed model.



Furthermore, we upgrade and customize system
resource information as the resource ontology. The full
version of this research had detailed information about
resource information. If we use updating resource
information, it is possible for us to determine to be
applied and describe the security accreditation boundary
more clearly and realistically by applying the
workstation level information.

Figure 10- Executable Architecture
Implementation

V. RELATED STUDY

A. System Maintenance in E-Government
Many software maintenance activities are regarded to
be difficult and time consuming. One of the reasons is
the hardness for system engineers to recognize the full
knowledge about life cycle phase [13]. In case of large
scaled legacy systems there are many requirements and
needs to be changed by users. In order to support users
efficiently and practically, system engineer used various
models. Such changing information can provide the
cause of software failure and impact of a modification.
Recently the system control dependencies are of
more critical concern in the distributed and integrated
system environment. Those issues are measured in
government organizations by applying diverse change
management methodologies in obtaining Electronic
Governments [9]. Its importance is denoted by the fact
that U.S. Department of Defense currently places its
emphasis on security, vulnerability, traceability,
reusability, interoperability, and end user satisfaction
[4]. Among various changing requirements, security
change for mitigating vulnerability is one of the critical
things [12]. To implement digital Government safely
[9], security requirements as a Non-Functional

Requirement for system safety should be applied in an
adaptive and timely manner.

B. System Impact Analysis

An early work that defined impact analysis is [1]
described with various meaning of impact analysis.
Much previous research has addressed the problem of
data dependencies and control dependencies with
omitting semantic dependencies. Regarding the change
impact analysis, there were proposed approaches and
frameworks for change impact analysis of database
system and for Aspect-Oriented Software as well as
object-oriented software. According to change
processes, management strategies and modelling
approaches were presented in order to define different
artifacts. Nowadays, the interface between systems is
significantly focused and the system testing and support
for interface impact analysis are critical issues to resolve
system interoperability.

C. IA Management in E-Gov

As security change requests frequently occur in a
sustained system, if the documentation itself can be
tested and verified by a more systematic supporting
process, it assists rapid software maintenance. Agent
technology can also be practical in this field as well as
network domain. [12]

Data at many Web sites are changing rapidly, and a
significant amount of these data are represented HTML
documents that consist of markup and data contents.
There are many existing change-detection algorithms
for hierarchical data, such as xmldiff, treediff and flat
data, such as the diff, algorithms for detecting the
longest common sequences.

D. XML Technology and Its Application
for E-Gov

The role-specific description using XML is considered
in a distributed environment. The component that
requires remote control is recognizing important
supporting techniques such as secure protocol,
intelligent agent, and local profiling. Previously, the
operational profile was one of the factors analyzed [11].
More importantly, content generation and remote user’s
behavior is an interesting issue to be presented.

In particular, in the security area, discovering the
potential hole and assessing the reputation reporting are
significant issue to be handled for mitigating security
concerns.

XML is one of the key drivers of successful change
management. For better implementation, a diverse XML
technology and ontology method can be applicable
[6,8,11]. XML became the standardization for
information representation with different levels of
sensitivity. Thus, how security could be provided by
XML documentation is an important issue. The
component-based model and XML security service suite



are suggested previously. For the impact analysis, the
performance and engineering impact analysis using
XML are discussed [14,15,16,17,18,19] .

The work presented in this paper differs from
previous work in several significant ways. Firstly,
customized model based on SOA concept is focused for
supporting system engineers who are responsible for E-
Government decision support on system impact
management at the sustained large scaled system.
Secondly, resource information for change artifacts is
considered using ECP form with relevant specification
and generates XML DOM tree representation for
changing non-functional requirement supporting E-
Government artifacts such as information assurance
vulnerability notice; thirdly, customized and layered
process model is designed with management cube based
on SOA approach for supporting decision in timely
fashion. Finally, in order to find out the effective way
for integrating the vulnerability artifact and resource
information and generating the path table, the evaluated
analysis result, adaptive scheme and testing result are
discussed as well as implementing example as a
prototyping GUI for enhancing E-Government steps.

VI. CONCLUSIONS AND FUTURE
WORK

The engineering issues in E-government toward SOA
are discussed to meet changing system requirement in
systems maintenance phase. In this paper, we consider
the new issues rose by the TA asset management for TA
vulnerability in a large scaled sustained system safety.
We proposed customized steps by monitoring IA
vulnerability using XML for mitigating potential
security vulnerability and an IA management
framework cube. Through an example of a health
system, we address processes to apply information

assurance vulnerability notice for IA system architecture.

A baseline using XML-based representation to handle
changing system interface requirements is considered
with the process for SOA. The XML-based step-by-step
migration approach enables supporting System
Engineers’ collaboration effectively to meet the limited
time requirement. Through a health system example,
SOA-based framework cube are addressed as a case.
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