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Abstract

In this paper we study defect management and
verson management systems that are used in many
Open Source software projects to manage
development and maintenance processes. Usualy,
those systems are not integrated together even there
is aconceptual relation between stored information.

Our purpose was to create an approach that could
be used to analyze relations between changes and
defects. To evaluate our approach we anayzed two
case studies, Apache HTTP Server and Mozilla
Firefox that are well-know examples of Open Source
software.

Consequently, we found that only a small
percentage of changes in the source code of the
Apache were initiated by defect reports. However, in
Mozilla over 60 percent of changes wereinitiated by
defect reports. Furthermore, we found that
developers which had made fewer changes were
more likely to do changes that were initiated by
defect.
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1 Introduction

Open Source users are encouraged to report defects,
which they have with software, and request
enhancements. Therefore, users need to have a
channd to communicate with the developers.
Traditionally Open Source users have reported
defects by e-mail, newsgroups or mailing lists.
However, when the user group is large enough,
those channels are not sufficient. Therefore, many
projects use a dedicated system for the defect
reporting and management such as Bugzilla[2].

The defect management system provides flexible
possibilities to track, control, and assign defects.
Defect reports are representations of the defects in
the defect management system. A defect report
contains a detailed description of the defect. It aso
contains the state and outcome when the defect is
resolved. [10]

Many of the Open Source projects have also a
version management system that stores al versions

of the source code. Differences between the versions
of software are stored as changes. A change contains
an identification of the author, differences between
filesand a short description.

These systems are connected through users and
developers. Figure 1 presents the relationship

between defect management and version
management systems.
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Figure 1: The relation between the defect
management (DM) and the version management

(VM)

The users communicate with the developers through
defect management systems. The users may report
defects, check the status of the defect, or browse
defects reports to ensure that smilar defects have
not been reported. The developers retrieve defect
reports from the defect management system. Besides
that they acquire source codes from the version
management system. Then they fix defects or
implement enhancements that were reported in
defect reports. Later, when the changes are done,
source code is updated to the version management
system and the status and the resolution of the defect
is updated into the defect management system [4, 9].

To study the reliability of the connection we formed
three research questions. How to determine which
changes were defect initiated. What proportion of
the changes were defect initiated. Are the results
smilar in the both case studies and are the
proportions affected by the activity of the
developers.

The rest of the paper is organized in the following
way; first Section 2 will present the data retrieval
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and the classification methods. Then Section 3 will
introduce the case studies that were used to study
proportions of defect initiated changes. Furthermore,
it will present the number of analysed defect reports,
all changes and changes that are linked to defect
reports. Section 4 will analyse the results of the case
studies. Consequently, it will analyse similarities
and differences of the case studies and their
implications.  Finally, Section 5 will introduce
related work and Section 6 will conclude work and
present future work on the field.

2 Method

To retrieve defects and changes of the source code
we created software. The software had three main
parts that were the defect data extractor, the version
history extractor, and the anaysis module.

The defect data extractor first retrieved a list of
defects that were reported to the system. Thereafter,
it collected detailed information of every defect and
changes that were made to defects. Our defect data
extractor supports Bugzilla because it is used in
majority of Open Source projects as a defect
management system.

The verson history extractor retrieved the source
code of the software and then it retrieved the change
history of source code files. After the data retrieval
both modules exported data to database where the
analysis module could classify defects and changes.
Our version history extractor supports Concurrent
Versions System (CVS) and SubVersion (SVN)
because they are two most popular Open Source
version management systems.

Table 1: Outcomes of the defect.

Resolution | Explanation

(empty) or | The defect does not have resolution

Not yet

resolved

Fixed The defect is fixed and changesto the
source code are imported

Worksfor | The defect does not occur in other

me users system

Wont fix The defect isnot afault, real problem
or itisafeature
Invalid The defect report isinvalid; maybe
information ismissing
Duplicate | The defect report is duplicateto

another

Next Subsection 2.1 will present the classification of
defects; and Subsection 2.2 will present the
description and classification of the changes.

2.1 Defects

Reported defects are, at first, without resolutions.
When the defect is resolved it will be closed.
However, earlier studies have shown that most of the
resolved defects do not cause changes to software
[3]. Therefore, an atribute for the resolution is
needed to express the outcome of the defect. Table 1
describes resolutions that are possible in the Bugzilla
system.

In this study, we were interested in defects which
resolution was fixed. Those defects are caled as
fixed defects. These fixed defects should induce
changes in the source code.

2.2 Source Code Changes

For the source code management there are two most
popular Open Source software; Concurrent Versions
System (CVS) and SubVersion (SVN). They have
been created for similar purposes but they have
some differences. The mgjor difference from our
viewpoint was that in SVN changes are atomic. One
change can include changes to multiple files.
Meanwhile, in CVS there are no similar atomic
changes. A change that includes changes to multiple
files is presented as series of changes. However,
series of changesin CV'S system can be grouped and
understood as one atomic change by using author
and time information.

Description of change data CV'S system is presented
in Example 1.

revision 1.10

date: 2004/04/18 14:18:14;
xxx\%domain.com; state: Exp; lines: +1 -1
Fixed Bug 1234 - Changed variable type from int to
long.

author:

The example showed that CVS logs date, time, the
author (the developer) and the comment of the
change. Furthermore, similar datais logged in SVN.
The format of the SVN data is smilar to CVS
despite that it lists changed files.

In the ideal case every comment of the change
would express shortly the type of the change and
express clearly if it is related to the defect report.
Figure 2 presents the idea of the linking defect and
the change of source code when the defect report
(wave box) is expressed in the comment (box)
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Figure 2: The relation between the Change and the
Defect

However, in the rea world, different projects and
authors include different information in the
comments.  Therefore, al comments does not
express clearly or in the similar format if the change
was initiated by defect reports.

To classify changes to defect initiated or non-defect
initiated changes al comments of changes had to be
analysed. Sliwerski et al. [13] have presented an idea
that could be used to find links between changes and
defect reports. So, we based our change
classification on their idea.

Our change classification proceeds in two steps. In
thefirst step all changes were automatically grouped
to seven groups. Grouping was done by searching
syntactical identifiersthat were:

- Highly probability
1. PR: [number],
2. PR#[number],
3. bug [number].
- Medium probability
4. anumber that has more than 4 digits
but less that 8.
5. alink to Bugzilla or other website.
6. aword bug, defect, fix or pr.
- Low probability
7. Others

In the second step, changes from groups 4, 5, 6 and
7 were analysed manuadly to find defect initiated
changes.

Although the candidate search was partly automatic,
all changes were manually revised to assure results.
We found that over 90 percent of the changes that
were automatically classified to groups 1, 2, 3 and 4
were actually defect initiated.

3 Case Studies

We analyzed two projects, Apache HTTP Server and
Mozilla Firefox. Apache and Mozilla are widdy
used and their quality is highly appreciated.
Therefore they are representative case studies. [8]

To eiminate the age of the project as a confusing
factor we selected two year time-period for andysis.
We analysed all defects and changes that were
reported between September 2003 and September
2005. Table 2 presents the number of analyzed
defects and changes in each case.

Table 2: The number of the analysed defects and the
changesin the case studies

Case Changes of the | Defects
Sour ce code

Apache 2877 1266

Mozilla 2884 27681

As Table 2 shows, there were more than twice as
many changes in the source code than reported
defects in Apache. Controversialy, in Mozillg, there
were ten times more defects than changes of the
source code.

Source code changes were done by 47 different
developers in Apache (averagely 61 changes per
devel oper). The changes of Mozilla were done by 78
different developers (averagely 36 changes per
devel oper).

However, there were more defect reporters in both
cases. In Apache, there were 1027 different persons
that had reported defects. Furthermore, in Mozilla
there were 16765 different persons that had reported
defects. The number of defect reporters was hundred
times higher in Mozilla and over ten times higher in
Apache.

Table 3: The resolution of the defectsin Apache and

Mozlla
Resolution Apache Mozilla
Duplicate 162 10038
Fixed 288 2414
Invalid 370 3404
Later 5 0
Remind 1 0
WontFix 84 714
WorksForMe 33 3730
Total 943 20300
Not resolved 323 7381
Total 1266 27681

Table 3 presents the resolutions of the defects in the
both cases. It shows that Apache had 943 resolved
defects and Mozilla had 20300 resolved defects.
However, not all resolved defects led to changes. In
the case of Apache 288 resolved defects were fixed.
It was 31 per cent of the resolved defects. However,
in the case of Mozilla, controversially, 2414



resolved defects were fixed. This was less than 12
per cent of the resolved defects. Next, Table 4
presents the number of all changes, defect initiated
changes and fixed defects.

Table 4: The number of changes, defect initiated
changes and fixed defectsin Apache and Mozlla

All Defect Fixed
Case Changes | initiated defects
changes
Apache | 2877 276 288
Mozilla | 2884 1762 2414

In the case of Mozilla over haf of the changes
(61%) are linked to defect reports. Interestingly,
even there where 2414 fixed defects, there were only
1761 changes that had a link to defects. It raises a
question, what happened to the rest of the fixed
defects and their changes.

In the case of Apache less than 10 per cent was
linked to the defect reports. Therefore, it seems that
most of the changes are not initiated by a defect.
However, amost all defects that became fixed had a
change that wasrelated to a defect.

4 Analysis

The case studies showed that in Apache the mgjority
of changes were not defect initiated. However, in
Mozilla haf of the changes were defect initiated. To
understand the different results we analyzed the
dependency of the author activity. Actualy, the
verson management system expresses the author
that uploaded the changes — not necessarily the
actua developer of the change. Developers and
authors can be different persons if the actua
developers do not have access to the version
management system.

First, we anayzed Apache more carefully. Figure 3a
presents the number of the defect initiated changes
and the number of the changes per author in the
Apache. Furthermore 3b presents the proportion of
the defect initiated changes and the number of the
changes per author.

The number of the changes per author, on the x-axis,
represents the activity of the author. Because of the
wide distribution between authors, the scale of the x-
axis is logarithmic. The y-axis, which presents the
number of the defect initiated changes, is also scaled
logarithmically for the same reason.

Figure 3a shows that authors with more changes
have also more defect initiated changes. However,
Figure 3b shows that author activity does not
increase the proportion of defect initiated changes.
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Figure 3: Apache a) The number of changes and
defect initiated changes per author. b) The number
of changes and proportion of defect initiated
changes per author.

Conversdly, it seems that more active authors had a
smaller proportion of the defect initiated changes.

Even thelinear trend in Figure 3b was not well-fitted
to data (the correlation coefficient was 0.013), it
shows that the trend describes plotted data. The
correlation coefficient was poor because of the wide
variation in the proportions of the defect initiated
changes.

Second, we analyze Mozilla more carefully. Figure
da presents the number of the defect initiated
changes and the changes per author in Mozilla
project. Furthermore 4b presents the proportion of



the defect initiated changes and the changes per
author.

Figure 4a shows that, also in Mozilla, active authors
made more defect initiated changes. However,
Figure 4b shows that, dso in Mozilla, more active
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Figure 4: Mozlla. a) The number of changes and
defect initiated changes per author. b) The number
of changes and proportion of defect initiated
changes per author.

authors had a smaller proportion of the defect
initiated changes. Likein Figure 3b, the linear trend
in Figure 4b was not well fitted (the correlation
coefficient was 0.08) for the same reasons.

Even the correlations of the linear trends in Figures
3b and 4b were not statiticaly significant, they
showed that |ess active authors made defect initiated
changes more likely.

Furthermore, in the case of Mozilla, it was strange
that al fixed defects didn't lead to changes in the
source code. It could be possible that the link
between the change and the defect has been
forgotten to add in the change data. In addition, it is
possible that those defects has been forgotten to
close when changes were committed to the version
management system. Later, when those defects were
closed, their changes were out of the two-year
analysis period.

Even the cases had similarities in the effects of the
author activity to the proportion of defect initiated
changes; the cases had a significantly different total
proportion of the defect initiated changes. The
difference can be explained with the differences of
the cases. Because Apache is server software, which
is used by administrators and system operators, there
were less defect reports. Maybe developers and
users of Apache discuss on the mailing lists and
newsgroups. Furthermore, Apache is devel oped with
a smadler developer group and therefore the
developers know their system better and make
improvements, enhancements and fixes
independently.

Conversdly, Mozilla is end user software and
therefore the number of defect reports is higher.
Furthermore, Mozilla has a huge number of users
and there are dso more developers. However, a
larger developer group probably requires stricter
control for changes through the defect management
system.

5 Related Work

To our knowledge, thisis the first work that studies
actua relationships between defect reports and
changes of source code in Open Source software
projects. However, defects and the defects
management have been studied from other
viewpoints. Also change data has been studied from
other viewpoints. In many studies, information that
was stored in defects and changes of source code
was called as trails. These trails are usually defined
as information left behind by the contributors to the
devel opment process, usudly in the forms of logs.

The resolutions of defects have been studied by
Koponen and Hotti [10]. The study showed that the
defect management system, such as Bugzilla,
provides a great opportunity to analyze defects in
Open Source projects. However, it also showed that



the defect reporting seems to be inefficient because
the majority of defect reports will never lead to
changes. Furthermore, it showed that defect
reporters does not browse already reported defects
before committing a new one. So, the proportion of
duplicate defects and invadid defect reports can be
up to 60 per cent.

Studies have shown that the logs of the version
management systems are aso rich sources when
analyzing the evolution of software. For example
German et a. [6, 7] have developed a tool that
extracts, enhances and visualizes trails. Another
interesting study was done by Zimmermann and
Weiligerber [13]. They presented a pre-processing
model for CVS data for fine-grained andysis.
According to their study mode will improve the
quality of analysis and results.

Besides that these systems have been studied
separately, there have been several studies that
combines information from the defect management
and the verson management system. For example,
Antoniol et a. [1] have also described a framework
to consistently merge information extracted from the
source code, the defect reports and the change
history. Other studies that have combined defects
and change data have used combination to release
history population [4], feature tracking and hidden
dependenciesanaysis[3, 5].

One closely related work to this study is a research
that was done by Sliwerski, Zimmermann and Zéeller
[12]. They analyzed change data archives and defect
archives to find fix-inducing changes. The fix-
inducing changes lead to defect reports. These defect
reports were fixed with new changes. Their research
report described also a method to extract data from
version and defect archives and how to link defect
reports to changes. Our study uses similar approach
to the dataretrieval.

Although andysis of software traills has become
more known after the analysis of Open Source, trail
analysis has been done also for proprietary software.
For example, Mockus and Votta [11] have used data
of change requests of a multimillion-line telecom
software system.

6 Conclusions

Our purpose in this study was to create an approach
and software that could evaluate the maintenance
process through the defect management and the
version management system. Furthermore, our goal
was to evaluate arelation between defect reports and
changes of source code.

To study this relationship, we built software that
retrieves defects, source code and their change

history from defect management and version
management systems. Our system was build to
support CVS and SVN version management
systems, and Bugzilla defect management system.
We analyzed all changes to find syntactically or
semanticaly alink to defect reports. To evaluate our
approach and software we anayzed two case studies
Apache HTTP Server and Mozilla Firefox. We
evaluated the proportion of source code changes that
areinitiated by defect reportsin the case studies.

We found that both cases had a lot of changes that
were not initiated by defects. The proportion of the
defect initiated changes was 10 per cent in Apache.
However, all defects that led to the resolution fixed
had a corresponding change in the version
management system. Controversiadly, in the case of
Mozilla, 61 per cent of changes were defect
initiated. Interestingly, there were plenty of defects
that were fixed but there were no changes related to
the defects. Furthermore, we found that less active
devel opers were more likely to make defect initiated
changes in both cases.

Furthermore, if we compare this to the ideal mode,
where all changes were defect initiated, results are
remarkable. It shows that the communication about
problems between users and developersis not fully
based on the defect management system.
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